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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te |Narre | Devi ce Action \Ooum |
192.92. 94. 23 Eur ope 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per nit 3545
184.173.183. 172 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per mit 127
37.59.19. 32 France 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Permt 117
132.72.138.1 | srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 8
192. 116. 53. 61 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 5
84.111.112.108 |Israel 147.237.77.233 |atal.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 4
158. 112. 86. 66 Nor way 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 2
46. 19. 85. 118 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 2
80. 246. 140. 74 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
79.177.24.79 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
46. 19. 85. 97 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
79.178.183.166 |lsrael 147.237.77.216 |dover.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
2.52.181. 112 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
192. 116. 200. 130 |lsrael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
93. 120. 27. 62 Romani a 147.237.72.217 le.idf.il DVRep_B-N 60 100 B ock 1
176. 10. 99. 205 Sii t zer| and 147.237.77.216 |dover.idf.il DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Rormani a 147.237.76.38 |e.e.neitav.idf.il |DVRep_B-N 60_100 B ock 1
37.205.9. 131 9 ovaki a 147.237.72.156 |anan.idf.il DVRep_B-N 60 100 B ock 1
109. 64.178.101 |l srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
78.111.187.59 Lkr ai ne 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Cer many 147.237.0.19 nadi matal .idf.il |DVRep_B-N 60 100 B ock 1
37.205. 9. 131 3 ovaki a 147.237.72.166 |aka.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.34 |yohal an.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
212.235. 98. 139 | srael 147.237.72. 166 aka.idf.il portscan: TCP Distributed Portscan 1
61. 240. 144. 67 Chi na 147.237.77.170 naar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
212.76. 103. 39 | srael 147.237. 72. 166 aka.idf.il portscan: TGP Distributed Portscan 1
61. 160. 224. 130 Chi na 147.237. 76. 200 eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
195. 34. 150. 18 Austria 147.237.77.216 dover.idf.il Tehila - Perl LW wth fake user agent 1
61. 160. 224. 130 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 228. 248. 251 | srael 147.237.77. 216 dover.idf.il portscan: TCP Distributed Portscan 1
43.255. 191. 163 Japan 147.237.77.216 dover.idf.il ET SCAN Potential SSH Scan 1
85. 250. 88. 77 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
43. 255. 191. 163 Japan 147.237.76. 148 gocenter. aka.idf.il ET SCAN Potential SSH Scan 1
82. 80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
37.26.146. 238 | srael 147.237.72. 166 aka.idf.il portscan: TCP Distributed Portscan 1
80.178. 251. 210 | srael 147.237.72. 166 aka.idf.il portscan: TCP Distributed Portscan 1
79.176. 200. 220 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 78. 159 Lhited Sates 147.237.77.216 dover.idf.il ET SCAN NVAP -sA (2) 1
212.179.61. 120 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
61. 240. 144. 64 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
195. 160. 240. 11 | srael 147.237.77. 216 dover.idf.il portscan: TCP Distributed Portscan 1
61. 160. 224. 130 Chi na 147.237.0. 35 akaws. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
93. 157. 87. 42 | srael 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
59.90. 101. 134 I ndi a 147.237.77. 216 dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
89.138.234. 1 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
43. 255. 191. 163 Japan 147.237.77.176 nat pash. i df . i ET SCAN Potential SSH Scan 1
84.228.139. 139 | srael 147.237.77. 216 dover.idf.il portscan: TCP Distributed Portscan 1
43.255. 191. 163 Japan 147.237.76. 31 nakchal . i df . il ET SCAN Potential SSH Scan 1
81.218.170. 251 | srael 147.237.77. 216 dover.idf.il portscan: TCP Distributed Portscan 1
2.52.169. 225 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
79.182.114. 116 | srael 147.237.77. 216 dover.idf.il portscan: TGP D stributed Portscan 1
77.126.92. 110 | srael 147.237.77.216 dover.idf.il portscan: TCP D stributed Portscan 1
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176.12. 142. 225 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 18
dr opped. Ret r ansni ssi on

196. 217. 129. 45 |Mor occo 147.237.77. 176 |nat pash. i df .i | drop drop 14

176.12. 151. 218 |Israel 147.237.77. 216 |dover. i of . i Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 12
dr opped. Ret r ansni ssi on

188. 120. 148. 178|l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 11

212.199. 34. 114 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 10

46.19. 86. 183 | srael 147.237. 72. 167 |i shuri maka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 9

46.19. 85. 140 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 7

109. 253. 149. 1601 srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 6
dr opped. Ret r ansni ssi on

37.26.147.187 |lsrael 147.237.72. 166 |aka.idf .il Frst packet isn't SN dr op drop 6

66.249.73.239 |wited Sates [147.237.77.234|hal ag.idf.il Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

176.12.143.48 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 6
dr opped. Ret r ansni ssi on

194. 90. 176. 233 |Israel 147. 237. 77. 170 |nmar achot . i df . i | iz;e”ans”“ wthdifferent wndow 1o 1p sequence monitor |6

109. 253. 142. 219|1 srael 147.237.0.19  |nadi matal .iof.i1| V@1 d segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 6
dr opped. Ret r ansni ssi on

192.118. 27. 253 |l srael 147.237.72. 167 |ishurimaka.idf.i|F rst packet isn't SN drop drop 5

176.12. 140. 177 |Israel 147. 237.72. 166 |aka i of . i | Invalid segnent retransmssion. Packet |Sreamng Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on

79.177.24.79 | srael 147.237.76.42 |refuah.idf.il izg ;etransmlt w th different wndow Bad TCP sequence noni t or 4

2.52.11.37 I'srael 147.237.77. 243 |mubile i, i1 | V@ 1d segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 4
dr opped. Ret r ansni ssi on

66.249.73.231 |United Sates |147.237.77. 234 |nal ag.i cf i Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid dr op 4
dr opped. Ret r ansn ssi on

176.12.141.63 |Israel 147.237.72. 166 |aka. i f . Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 4
dr opped. Ret r ansni ssi on

80.179. 114. 19 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 4

176. 12. 150. 193 |Israel 147.237.77. 216 |dover. i of . i Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on

109. 253. 159. 162/l srael 147. 237. 72. 166 |aka i df . i | Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 4
dr opped. Ret r ansni ssi on

37.26.147.190 [Israel 147.237.77. 243 |mbile.icf. i1 | V@ 1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on

185. 71. 140. 236 147.237.77. 176 |nat pash.i df .i | Frst packet isn't SN drop drop 4

5. 102. 254. 29 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4

5. 102. 254. 76 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 4

54. 249. 22. 56 Japan 147.237.77. 216 |dover.idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 3

176. 12. 150. 61 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence alert 3

185. 32. 177. 242 |l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

176. 12. 150. 61 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

185. 32. 177. 242 |l srael 147.237.72. 166 |aka.idf . il Inval i d sequence nunber Bad TCP sequence noni t or 3

46.19. 85. 111 | srael 147.237.72. 166 |aka.idf . il Inval id ACK nunber Bad TCP sequence noni t or 3

46. 19. 85. 245 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3

185. 32. 177. 242 |lsrael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 3

46.19. 85. 118 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

202.112.50. 77 Chi na 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2

80.179. 114. 19 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence alert 2

188. 165. 15. 196 |France 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 2
dr opped. Ret r ansn ssi on

62.0.237. 132 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SWN drop drop 2

2.52.11. 52 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 2

109. 253. 158. 181 |l srael 147.237.0.19  |nadi matal .iof.i1| V@1 d segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 2
dr opped. Ret r ansni ssi on

2.52.11.52 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

46. 19. 86. 69 | srael 147.237.72. 166 |aka.i df .il I nval i d ACK nunber Bad TCP sequence noni t or 2

213.57.56.131 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

66.249.93.239 |lhited Sates |147.237.72.166 |aka.idf.il FHrst packet isn't SN drop drop 2

46.117. 148. 59 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence alert 2

109. 253. 138. 212I srael 147.237.0.19  |maci matal .icf.j1 |\ V31 d segnent retransmssion. Packet |Sreanmng Engine: TCP Invalid drop 2
dr opped. Ret ransni ssi on

46. 19. 85. 37 | srael 147.237.72. 156 |anan.i df .i| I nval i d ACK nunber Bad TCP sequence noni t or 2

80.179. 114. 19 | srael 147.237. 72. 156 |anan.i df .i | Inval i d sequence nunber Bad TCP sequence noni t or 2

62.219.231. 117 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
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Attacker Address ‘Target Address |Ste ; ‘Count
Country Action
46. 19. 85. 57 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 86
109. 253. 158. 181 |l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 66
109. 253. 142. 219|l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 47
37.26. 147. 248 | srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 31
109. 253. 138. 212|l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 23
109. 253.137.9 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Miny of the Same Response Code (404) B ock 16
109. 253. 139. 153|l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 12
84.94. 202. 2 | srael 147.237.72. 166 |aka.idf.il Mil tiple Unauthorized UL Access from 84.94. 202. 2 B ock 12
66.249.78.159 |lhited Sates [147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 4
109. 253. 159. 154 |l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) B ock 4
46. 120. 142. 221 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
109. 253. 158. 202|l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
2.52.43.99 | srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
66.249.78.173 |lLhited Sates |147.237.77.216|dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 2
207.46. 13. 16 Lhited Sates |147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207. 46. 13. 16 B ock 2
176. 12. 137. 20 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
77.126.92.110 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
R D stributed Lhaut horized URL Access on
89.138.196. 172 |[Israel 147.237.72. 166 |aka. i df .i | v aka, i df i 1 // mai v har edi md webr esour ce. axd B ock 2
79.179. 98. 82 | srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
L Unaut hori zed URL Access to
37. 26. 147. 190 | srael 147.237.77. 243 |nobi le.idf . il nobi | e. i df .| / cat egoryt enpl at es/ | i st chi | ddocunent s/ 1538 B ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 196 B ock 2
66.249.78.166 |Lhited Sates |[147.237.77.216|dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 2
91.231.192. 149 |lsrael 147.237.72. 166 |aka.idf .i | Uhaut hori zed URL Access to wwwu aka.idf.il/matash B ock 2
54. 249. 22. 56 Japan 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 54. 249. 22. 56 B ock 2
46. 120. 130. 23 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
79.177. 35. 74 | srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter docld in waw aka. i df.il/nai n/ sachar/fag. aspx None 1
109. 253. 159. 162|l srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
212.179. 61. 120 |lsrael 147.237.72. 166 |aka.idf.il Mul tipl e Whaut horized URL Access from 212.179. 61. 120 B ock 1
94.159. 174. 209 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
S Unaut hori zed URL Access to
54.249. 22.56 Japan 147.237.77. 216 |dover. i df .11 wan i df i |/ 1133-22024- he/ dover . aspx#. vrfj Snerl go. tw tter Bl ock !
176. 12. 150. 228 |l srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
82.102.169. 113 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 1
S Unaut hori zed URL Access to
158. 112. 86. 66  |Nor way 147.237.77. 216 |dover.idf.il wawe i df . i | 7 vepdwuj nj uOnj i wizkwzgt 8nef gt 1bbvt rj / v aSpmi wkpg== B ock 1
109. 253. 156. 25 || srael 147.237.72. 166 |aka. i df . i Wnknown Paraneter __VI BASTATEGENERATCR i n None 1
aka.idf.il/nai n/ sachar/ paysl i ps. aspx
77.126.19. 23 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to v i df.il/giyus B ock 1
] s D stributed Lhaut hori zed URL Access on
66. 249. 78. 111 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237.72. 166/ / mai v/ gi yus/ gi yus/ gener al . aspx B ock 1
109. 253. 132. 81 |l srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
176. 12. 141. 63 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
87. 69. 50. 235 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df. il /navy/ B ock 1
79.178. 28. 87 | srael 147.237.72. 166 |aka.idf.il SSL Uhtraceabl e Connection - (pen Mde None 1
31.168.178.172 |Israel 147.237.72. 166 |aka. i df . Distributed Lhauthorized LR. Access on B ock 1
wan aka. i df . i | // nai n/ har edi i webr esour ce. axd
s D stributed Unaut hori zed URL Access on
132.64.30. 248 |lsrael 147.237. 72. 166 |aka. i df .il vy aka, i df i 1// mai v har edi md webr esour ce. axd B ock 1
’ s Unhaut hori zed URL Access to
66. 249. 78. 240 Lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
212.179.61. 120 |lsrael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to ww aka.idf.il/sip storage/files/ 0/ B ock 1
109. 67. 4. 40 | srael 147.237.76.86 |navy.idf.il Mil ti pl e Uhaut hori zed URL Access from 109. 67. 4. 40 B ock 1
59.90.101.134 |India 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ nui ebl ackcat B ock 1
180. 76. 4. 32 Chi na 147.237.76.31 |nakchal .idf.il [Uhauthorized URL Access to 147.237.76. 31/ B ock 1
84.94. 99. 81 I'sr ael 147.237.72. 166 |aka. i df . i Wnknown Paraneter _VI BASTATEGENERATCR i n None 1
aka. i df.il/nai n/ sachar/hone. aspx
46.117.148.59 |Israel 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
207. 46. 13. 16 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/newsite/english/1217-6.stm B ock 1
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