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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |S te |Narre |Devi ce Action |Oount |
62. 219. 65. 115 | srael 147.237.77.74 |lawidf.il C1000004: HITP. options nethod (M crosoft) Bl ock 3
46. 19. 85. 227 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Bl ock 2
85. 65. 216. 32 | srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
46.19. 85. 118 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
79.182.187.217 | srael 147.237.77.170 |m@arachot.idf.il |C1000004: HITP. options method (M crosoft) Bl ock 1
93. 120. 27. 62 Rormani a 147.237.77.178 |e.natpash.idf.il |DVRep_B-N 60_100 B ock 1
80. 246. 136. 176 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth DOfferent Data, e.g., Fagroute Bl ock 1
192.117. 103. 139 |l srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
81. 88. 48. 97 Italy 147.237.76.31 |nakchal .idf.il EgovRep B-N 70-99 Bl ock 1
31.168. 205. 159 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
79.178. 190. 199 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
84.111.112.108 | srael 147.237.76.42 |refuah.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
46. 19. 85. 85 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
79. 180. 160. 42 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
84.108. 212. 193 | srael 147.237.0. 34 tikshuv.idf.il LOCAL RULES DCS attack 01/2012 2
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
37.142.234.70 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 2
109. 253. 131. 29 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
93. 172. 180. 39 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
218.200. 188. 213 Chi na 147.237.72.217 e.idf.il ET SCAN Potential SSH Scan 1
218. 200. 188. 213 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 30 hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
217.194. 204. 41 | srael 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
61. 160. 224. 130 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
193. 107.17.72 Russi an Federation 147.237.72.217 e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 131. 98 | srael 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
103. 238. 214. 79 147.237. 76. 200 eitan. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
90. 15. 80. 37 France 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
84.94. 93. 90 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
218.200. 188. 213 Chi na 147.237.0. 35 akaws. i df .il ET SCAN Potential SSH Scan 1
67.194. 229. 137 Lhited Sates 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
218. 200. 188. 213 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77. 121 e.navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 46. 16 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
58. 20. 54. 249 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 1
193. 107. 17. 72 Russi an Federation 147.237.72. 217 e.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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66.249.81.184 |lhited Sates |147.237.77.233|atal.idf.il FHrst packet isn't SN drop drop 50
66.249.81.176 |lLhited Sates |147.237.77.233|atal.idf.il FHrst packet isn't SN drop drop 45
176. 12. 146. 124 |Israel 147.237.77. 216 |dover. i of . i Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 32
dr opped. Ret r ansni ssi on
66. 249. 81. 180 Lhited Sates [147.237.77.233|atal.idf.il Frst packet isn't SN drop drop 29
66.249.78.166 |lited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 24
dr opped. Ret r ansni ssi on
66.249.78.173 |wited Sates [147.237.77.216|dover.idf.il Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 18
dr opped. Ret r ansni ssi on
66.249.78.159 |lnited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 18
dr opped. Ret r ansni ssi on
82.102. 169. 113 |l srael 147. 237. 77. 216 |dover. i of . i | nvalid segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 14
dr opped. Ret r ansni ssi on
80. 246. 140. 174 |l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 13
80. 246. 140. 174 |l srael 147.237.72. 166 |aka.idf .il Inval i d sequence nunber Bad TCP sequence noni t or 13
80. 246. 140. 174 |l srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence alert 13
176.12.143.120 [Israel 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 10
dr opped. Ret r ansni ssi on
212.235.13. 12 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 9
180. 253. 15. 3 | ndonesi a 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 8
176.12.139. 107 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet |Sreanmng Engine: TP Invalid drop 8
dr opped. Ret ransni ssi on
46.19. 86. 214 | srael 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 7
46. 19. 85. 85 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6
81.218. 77. 163 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
213.57.88.197 |lsrael 147.237.72. 166 |aka.idf .il Frst packet isn't SN dr op drop 5
195. 200. 205. 225]l srael 147.237.72. 167 |ishurimaka.idf.i|F rst packet isn't SN drop drop 5
212.117.152.82 |lsrael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 5
46. 19. 85. 94 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 5
46.19.85.100  |Israel 147.237.77. 243 |mubi le.icf. i) | V@ 1d segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 4
dr opped. Ret r ansni ssi on
31.168.193. 13 | srael 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 4
176.12.145.37 |Israel 147.237.72. 166 |aka. i f . Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 4
dr opped. Ret r ansni ssi on
46.19.85.74 | srael 147.237. 72. 166 |aka.idf .il izg ;etransmlt w th different wndow Bad TCP sequence noni t or 4
176.12. 146. 205 | srael 147. 237.72. 166 |aka i df . i | Invalid segnent retransmssion. Packet |Sreamng Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on
46.19. 85. 11 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence alert 3
46.116. 104. 182 |l srael 147.237.72. 156 |anan.i df . il Frst packet isn't SN dr op drop 3
46.19. 85. 193 | srael 147.237.76. 42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
37.26. 146. 207 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SWN drop drop 3
46.19.85. 11 | srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 3
89.138.52.30 | srael 147.237.77. 216 |dover. i df .| :;';e”ansmt Wth different wndow gy 1op sequence monitor |3
81.218.77.163 |lsrael 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 3
80.179.114. 19 | srael 147.237. 72. 156 |anan.i df .il Inval id ACK nunber Bad TCP sequence noni t or 3
109. 65. 153. 76 | srael 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 3
80. 246. 133. 166 |l srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
5. 102. 254. 116 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 3
207. 241. 229, 212|Uited Sates |147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet |Sreanmng Engine: TP Invalid drop 2
dr opped. Ret ransni ssi on
2.54.139. 146 | srael 147.237.72. 166 |aka.i df .il I nval i d ACK nunber Bad TCP sequence noni t or 2
46.19. 86. 185 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
185. 32. 178. 153 |l srael 147.237.72. 166 |aka.idf .il Inval i d sequence nunber Bad TCP sequence noni t or 2
46.19.85.74 | srael 147.237.72. 166 |aka. i df .il iz (r?etransnnt W th different w ndow Bad TCP sequence aert 2
89.138.52.30  |Israel 147. 237. 77. 216 |dover. i of . i | i;';e”ansmt wth different wndow 1o tp sequence al ert 2
207.241. 237. 105|Wited Sates |147. 237. 77. 216 |dover . i of . i Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid dr op 2
dr opped. Ret r ansni ssi on
46.19. 85. 124 | srael 147.237.72. 167 |i shuri maka.i df.i|l nval i d ACK nunber Bad TCP sequence noni t or 2
66.249.75.66  |ited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 2
dr opped. Ret r ansni ssi on
195. 200. 205. 225|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
185. 32.178. 153 |l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence aert 2
176. 12. 137. 236 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
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176. 12. 151. 153 |l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 170
176. 12. 148. 147 |l srael 147.237.0.19 |[nadimatal .idf.i|Too Many of the Same Response Code (404) in Session from 176. 12. 148. 147 |B ock 62
17.142.151. 243 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 17. 142. 151. 243 B ock 9
95.86.122.220 [l srael 147.237.72. 166 |aka. i df .i | Distributed thaut horized LRL Access on B ock 6
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
. . D stributed Uhaut hori zed URL Access on
109. 64.7.53 | srael 147.237.72. 166 |aka.idf . il v aka i dff i 1// i n/ r abanut / webr esour ce. axd B ock 4
17.142.151. 243 |lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 4
s D stributed Uhaut hori zed URL Access on
46. 19. 85. 55 | srael 147.237.72. 166 |aka.idf .il v aka i df i 17/ i n/ rabanut / webr esour ce. axd B ock 3
95. 86. 75. 152 | srael 147.237.72.166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
109. 253. 130. 233l srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 157. 55, 39. 42 B ock 2
207. 46. 13. 16 Lhited Sates 147.237.77.216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 207.46. 13. 16 B ock 2
176.12.139. 101 |lsrael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 2
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Whaut hori zed URL Access from 68. 180. 228. 117 B ock 2
2.52.141. 46 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
66.249. 78. 159 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 2
R D stributed Unaut hori zed LRL Access on
46. 19. 85. 26 | srael 147.237.72. 166 |aka.idf .il v aka, i df i 1// mai v/ T abanut / webr esour ce. axd B ock 2
37.26.147.160 |Israel 147. 237. 72. 166 |aka. i df .| Distributed Whaut hori zed LRL Access on B ock 2
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
5. 29. 245. 105 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
199. 203. 215. 1 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
89. 138. 52. 30 | srael 147.237.77.216 |dover.idf.il Mil ti pl e Unhaut hori zed URL Access from 89. 138. 52. 30 B ock 1
46. 210. 151. 236 |1 srael 147 237. 72. 166 laka. i df i1 mknom Par‘ amz? er gtl OQ$ctI 00$cphMai n$TochenPl aceHol der $bt nAt udaBack None 1
in ww aka.idf.il/nain/giyus/atuda/ asnacht a. aspx
Russi an Do Unaut hori zed URL Access to
37.140.141.39 Federati on 147.237.77.216 |dover . i df .11 W i df . i1/ hebrew organi zati on/ si gnal s/ si gnal s. stm Bl ock !
176.12.138. 251 |[Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
80. 246. 130. 39 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78. 173 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 1
109. 253. 147. 98 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 64. 117 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
180. 76. 4. 232 Chi na 147.237.77. 176 [natpash.idf.il |Unaut hori zed URL Access to 147.237.77.176/ B ock 1
84.108. 159. 7 I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
176.12.143. 100 |[Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
77.237.154.221 |Czech Republic |147.237.77.233|ata .idf.il Unaut hori zed URL Access to / B ock 1
109. 253. 134. 119|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 78. 104 Lhited Sates 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gi yus/ gener al . aspx |B ock 1
54.245. 64. 111 Lhited Sates 147.237.77. 176 [natpash.idf.il |Miltipl e Whaut horized URL Access from54.245.64.111 B ock 1
176. 12.149. 196 |[Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
89. 138. 52. 30 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hi nush Bl ock 1
37.140. 188. 29 RJF Sﬁ::ﬂ on 147.237.76.30 |hinush.idf.il Unknown Paraneter SortDr in ww chinush. atal .idf.il/994-he/hinush.aspx [None 1
80. 246. 140. 162 |Israel 147. 237. 72. 166 |aka. i df .| Unknown Par anet er __VI EVSTATECENERATCR i n None 1
aka.idf.il/mai n/ sachar/ paysl i ps. aspx
66.249.78.173 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/jenin/sitelenglish/nain B ock 1
: s D stributed Unaut hori zed LRL Access on
149.78.149. 184 |lhited Sates 147.237.72. 166 |aka.idf .il v aka. i o i | /1t t ps: / waw aka i of i1/ B ock 1
66. 249 78. 2 Uited Sates 147. 237. 72. 166 |aka. i df i thueLuEthgl Z;|_e5d URL Access to waw aka.idf.il/sip_storagel/fil es/ 6/ xCx8xe B ock 1
185. 32.178. 144 |l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 66. 152. 67 |1 srael 147. 237.72. 166 |aka i of . i | Wnknown Par aneter __VI EVBTATEGENERATCR i n None 1
waw aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
. . D stributed Uhaut hori zed URL Access on
84.111.112.108 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 1518- he/  ef uah. aspx B ock 1
46.19. 85. 160 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed UR. Access to aka.idf.il/gtytt B ock 1
176. 12. 144. 121 |lsrael 147.237.72. 166 |aka.i df .i D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
} . . Unaut hori zed URL Access to
157. 55. 39. 42 Lhited Sates 147.237. 77. 216 |dover.idf.il wiw i df . i |/ engl i sh/ announcenrent s/ 2003/ j une/ 23. st m B ock 1
s D stributed Unaut hori zed LRL Access on
79.178.190. 199 |lsrael 147.237.72. 166 |aka.idf .il v aka. i o i | /1t t ps: / waw aka i of i1/ B ock 1
109. 253. 139. 215|I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.78.111 |Whited Sates 147.237.72.166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
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