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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Name |Davi ce Action \Ooum |
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 2
79.182.180. 11 | srael 147.237.77.74 |lawidf.il C1000004: HITP: options nethod (M crosoft) B ock 2
37.26.147. 216 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
94. 230. 93. 220 | srael 147.237.72.166 |aka.idf.il Q008: HITP: Xenu User Agent B ock 1
104. 246. 70. 193 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 1
77.127.248. 167 |lsrael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
109. 64. 166. 232 |l srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 1
178.217.187.39 |Pol and 147.237.77.170 |[naarachot.idf.il |DVRep_B-N 60 100 B ock 1
94. 230. 93. 179 | srael 147.237.77.216 |dover.idf.il Q008: HITP: Xenu User Agent B ock 1
46.121. 64. 222 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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Attacker Address | Attacker Country | Target Address |Ste | Name |count |
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 4
62.90. 234. 5 | srael 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 2
66. 249. 64. 10 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 1
212.179. 46. 16 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
62.219. 161. 221 | srael 147.237.77. 216 dover.idf.il portscan: TP D stributed Portscan 1
196. 47.173. 21 te DIvoire 147.237.76. 148 gocenter. aka. i df.il ET SCAN NVAP -sS w ndow 4096 1
62.90. 234.5 | srael 147.237.76. 148 gocenter.aka.idf.il ET SCAN Potential SSH Scan 1
185. 32. 178. 13 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
62.90. 234. 5 | srael 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
182. 92. 236. 44 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 11 | srael 147.237.72. 166 aka.idf.il portscan: TP D stributed Portscan 1
176. 12. 138. 45 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
43. 255. 191. 165 Japan 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 1
109. 253. 134. 34 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
43. 255. 191. 165 Japan 147.237.0. 17 m ny- kosher -kravi .idf . il ET SCAN Potential SSH Scan 1
109. 65. 58. 171 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
2.54.186. 131 | srael 147.237.77. 216 dover.idf.il portscan: TP D stributed Portscan 1
84.228. 16. 125 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
2.54. 30. 205 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
62.219. 210. 125 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
208. 39. 68. 33 Lhited Sates 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
62.90. 234. 5 | srael 147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
182. 92. 236. 44 Chi na 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237. 8. 24 elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 12. 145. 168 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 109 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 144. 142 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
43. 255. 191. 165 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
109. 66. 2. 171 | srael 147.237.77. 216 dover.idf.il portscan: TP D stributed Portscan 1
5. 29. 162. 65 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
94. 249. 46. 219 Jordan 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
2.54.132.192 | srael 147.237.72. 166 aka.idf.il portscan: TCP Distributed Portscan 1
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212.179. 46. 21 | srael 147.237.77.235|sviva.idf.il FHrst packet isn't SN drop drop 31
109. 253. 141. 206|l srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 14
Packet dropped. Ret r ansni ssi on
66.249.78.159 |Wnited Sates 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 12
Packet dropped. Ret r ansn ssi on
66.249.78.166 |Uited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
46.19. 85. 164 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 8
62. 210. 141. 227 |Fance 147.237.77. 176 |nat pash.i df .i | Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 8
185. 32. 176. 116 |1 srael 147. 237. 72. 166 |aka. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP I nval i d drop 8
Packet dropped. Ret r ansni ssi on
46. 19. 85. 69 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 6
109. 253. 142. 168|l srael 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssi on. Streaning Engine: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on
46.19. 85. 128 | srael 147.237. 72. 167 |i shuri maka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 6
187.217.112.50 |Mexi co 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop dr op 6
134.191.232.69 |Israel 147. 237. 77. 216 |dover.i df . i | nval i d segnent retransmssi on. Sreaning Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansn ssi on
66.249.78.173 |uwited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP Inval i d drop 6
Packet dropped. Ret r ansni ssi on
213. 244. 84. 242 z'cf;i'géa” Territory, 1147 237.76.86 |navy.idr.il Inval i d ACK nunber Bad TCP sequence monitor |5
46. 19. 85. 248 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 4
109. 253. 142. 105/l srael 147. 237. 72. 166 |aka i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 4
Packet dropped. Ret r ansni ssi on
17.142.152.72 |lhited Sates 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssi on. Sreaning Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansn ssi on
17.142.152.86 |lited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 4
Packet dropped. Ret r ansni ssi on
134.191.232. 71 |Israel 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssi on. Sreaning Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansn ssi on
5. 102. 254. 77 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 3
46. 19. 86. 171 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
62.0.212. 217 I srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 3
80.179. 115. 198 |l srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
188. 120. 148. 129]|l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
2.54.183. 253 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence alert 2
2.54.186. 131 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 2
46.116.172.42 |Israel 147.237.0.19  |nadimatal .icf.i||' V31 d segnent retransmssion. Streaning Engi ne: TCP I nval i d drop 2
Packet dropped. Ret r ansn ssi on
2.52.11.54 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 2
157.55.39.42  |lited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP Inval i d drop 2
Packet dropped. Ret r ansni ssi on
2.54.183. 253 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
157.55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf .il Frst packet isn't SN dr op dr op 2
2.54.183. 253 | srael 147.237.72. 166 |aka.i df .il I nval i d sequence nunber Bad TCP sequence noni t or 2
62.0.211. 155 | srael 147.237. 72. 156 |anan.i df .i | FHrst packet isn't SN drop drop 2
46.19. 86. 131 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
207.46.13.5 Lhited Sates 147.237.72. 166 |aka. i df .i | Invalid segnent retransmssi on. SIreammg E_qg| ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on
2.54.186. 131 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 2
2.52.11.54 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 2
80.179. 115. 198 |l srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence aert 2
46. 19. 85. 205 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 2
2.54.186.131 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
2.52.11.54 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
46. 19. 85. 10 | srael 147.237.72. 166 |aka.i df .il I nval i d ACK nunber Bad TCP sequence noni t or 1
46.19. 86. 143 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1
176. 12. 150. 144 |l srael 147.237.76.86 [navy.idf.il Inval id ACK nunber Bad TCP sequence aert 1
66.249.81.220 |lhited Sates 147.237.76.200|eitan. aka.idf.il drop dr op 1
212.117. 143. 250]I srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
185. 32. 176. 41 | srael 147.237.72. 156 |anan.idf .il Inval i d sequence nunber Bad TCP sequence noni t or 1
46. 19. 86. 60 | srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 175 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
80. 246. 136. 25 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence aert 1
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176. 12. 143. 224 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 207
46.19. 85. 192 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 188
176.12.137. 197 |lsrael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 141
176.12.143. 133 |lsrael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 97
176. 12. 150. 210 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 87
176. 12. 145. 57 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 26
176. 12. 145. 28 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 23
46.116. 172. 42 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 23
46. 19. 86. 65 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 20
176. 12. 150. 234 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 18
37.26.146.135 |lsrael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 17
62.0.102.190  |Israel 147. 237. 72. 166 |aka. i df .| Distributed Lhauthorized URL Access on B ock 10
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
77.127.248. 167 |lsrael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 6
109. 65. 6. 41 I srael 147.237.72. 166 |aka i df i Distributed Lhaut horized LR Access on B ock 5
wwn aka. i df . i | // mai n/ rabanut/webresour ce. axd
31.168. 89. 122 | srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 31. 168. 89. 122 B ock 3
207.46.13.112 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 207.46.13. 112 B ock 3
132. 66. 164. 253 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
132.72.132.128 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 3
176.12.150. 110 |lsrael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 2
81.218.181. 239 |lsrael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il ww navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2
185. 32. 176. 116 |l srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
109. 64. 112. 84 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
37.26.147. 154 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
132. 75. 160. 243 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
77.127.248. 167 |lsrael 147.237.72. 166 |aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
85. 95. 255. 158 | Turkey 147.237.77. 233 |atal .idf.il Ml ti pl e Uhaut hori zed URL Access from 85. 95. 255. 158 B ock 2
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 157.55. 39. 6 B ock 2
207.46.13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 207. 46. 13. 16 B ock 2
109. 65. 164. 235 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 157.55. 39. 42 B ock 2
31.168. 89. 122 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 2
77.126.175. 207 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
79.182.180. 11 | srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
89. 234. 68. 90 Irel and 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 2
109. 253. 130. 72 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il O stri buted Suspi ci ous Response Gode B ock 1
46.117.159.7 | srael 147.237.72. 166 |aka.idf . il Uhaut hori zed URL Access to www aka. i df.il/nodiin/defaul t.aspx B ock 1
87.68.211.57  |israel 147. 237. 72. 166 |aka i df .i Unknown Paramet er __VI EWETATEGENERATCR i n None 1
wan aka. i df . i 1/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx
5. 255. 253. 16 :ZZ::FI on 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to wawn cogat . idf.il/tenpl ates/fag/ styl esheet B ock 1
207.46.13.5 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 145. 109|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
84.228. 200. 252 |l srael 147.237.72. 166 |aka. i df.i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
216. 218. 206. 67 |Lhited Sates 147.237.76.39 |[nobile neitav.idf.i|Uhaut hori zed URL Access to 147.237.76. 39/ B ock 1
100, 253.139. 32 |Israel 147. 237. 77. 216 |dover. i df . | Distributed Lhaut hori zed LR Access on B ock 1
wwn i df . i | // dover/ si t e/ nai npage. asp
66.249.78.173 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 1
188. 165. 15. 196 |FHance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 1
46. 120. 235. 219 |l srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to wan aka. i df.il/mai n/ sachar/ undefi ned B ock 1
87.69. 1. 249 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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