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|Top Attackers In IPS|

At t acker

’Attacker Gountry

Target Address

Ste

Fagroute

31.168.165.13 |lsrael 147.237.76.31 |[nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2

37.26.146.217 |Israel 147. 237. 72. 166 |aka. i df .| 7120: TP Segnent Qverlap Wth Dfferent Dita, e.g. B ock 2
F agrout e

84.110. 82. 214 |l srael 147.237. 77. 170 [n@arachot . i df .i| |CLO00004: HITP:. options nethod (M crosoft) B ock 2

85. 25. 43. 94 Ger many 147.237.0.33 |idf.il DVRep_B-N 60_100 B ock 1

93. 120. 27. 62 Ronmani a 147.237.77.74 |lawidf.il DVRep B-N 60 100 B ock 1

46.10.85.31  |Israel 147.237.76.42 |refuahidh.il |20 TP Segnent Qverlap Wih Dfferent Data, e.g. Bl ock 1
F agrout e

176. 58. 67. 237 Pal eSt‘I nian Territory, 147.237.77. 176 |nat pash. i o . i | 7120: TGP, Segnent Qverlap Wth Different Data, e.g. B ock 1
Cceupi ed Fragroute

46.19.85.59  |Israel 147. 237. 77. 216 |dover. i df . 7120: TP Segnent Qverlap Wth Dfferent Dita, e.g. B ock 1
F agrout e

213.57.105.36 | srael 147. 237. 72. 167 |i shuri maka. i df . |20 T Segnent Qverlap Wth Dfferent Data, e.g. Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 7
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 4
85. 65. 86. 252 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
43. 255. 191. 168 Japan 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 168 Japan 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
95. 226. 216. 150 Italy 147.237.77.233 atal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
5.29. 146. 18 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
93. 173. 247. 25 | srael 147.237.77.216 dover.idf.il portscan: TGP DO stributed Portscan 1
84. 94. 36. 208 | srael 147.237.77. 216 dover.idf.il portscan: TCP DO stributed Portscan 1
79.183. 57. 237 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
61. 240. 144. 66 Chi na 147.237.76. 196 e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 Chi na 147.237. 8. 45 eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
43.255. 191. 168 Japan 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 168 Japan 147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
5.196. 147. 122 Cer many 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 226. 216. 150 Italy 147.237.77. 233 atal.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 66 Chi na 147.237.77. 226 vy chanat z. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 168 Japan 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
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46.19. 85. 167 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 36
23.27.220.251 |lhited Sates |147.237.72.166 |aka.idf.il Frst packet isn't SN drop drop 22
66.249.78.166 |lhited Sates [147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Streaning Engine: TCP Invalid drop 14
dr opped. Ret r ansni ssi on
176. 12. 146. 213 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segment retransmssion. Packet (Streaming Engine: TGP Invalid drop 12
dr opped. Ret r ansni ssi on
109. 253. 138. 255|| sr el 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Packet |Streanng Engine: TGP Invalid drop 12
dr opped. Ret r ansni ssi on
46. 19. 85. 31 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 10
176.12. 143.160 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Packet (Streaming Engine: TGP Invalid drop 10
dr opped. Ret r ansni ssi on
66.249.78.173 |Wited Sates |147.237. 77. 216 [dover.idf.il Invalid segment retransmssion. Packet (Streaming Engine: TGP Invalid drop 10
dr opped. Ret r ansn ssi on
46.19. 85. 167 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 9
46.19. 86. 175 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 8
176. 12. 139, 95 — 147. 237. 72. 166 |aka i df i1 Inval id segnent retransmission. Packet Sreammg Enjgl ne: TP Invalid drop 8
dr opped. Ret r ansni ssi on
46.19.85.167  |Israel 147. 237. 77. 216 |dover. i cf . i | Lhexpect ed post SYN packet - RST or |, drop 6
SYN expect ed
109. 253. 156. 179 srael 147.237.77. 216 |dover. i df . i | Invalid segment retransmssion. Packet (Streaming Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
66.249.78.159 |tnited Sates [147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet (Streaming Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
109. 253. 134. 163 srael 147.237.77. 216 |dover. i df . i | Invalid segment retransmssion. Packet (Streaming Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
46.19. 85. 167 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 6
109. 253. 144. 134/l srael 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Packet (Streaming Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
2.52.42.35 | srael 147.237.77. 243 |nobile.idf.il Inval i d ACK nunber Bad TCP sequence alert 5
2.52.42.35 | srael 147.237.77. 243 |nobile.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 5
46. 19. 86. 244 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 5
46.19. 85. 31 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 5
2.52.42.35 | srael 147.237.77. 243 |nobile.idf . il Inval i d sequence nunber Bad TCP sequence noni t or 5
172.19.1.78 147.237.72. 166 |aka. i df .i | First packet isn't SN dr op drop 5
46.19. 85. 164 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
46. 19. 86. 47 | srael 147.237.76. 42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
66.249.75.66  |lhited Sates [147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet (Streaming Engine: TGP Invalid drop 4
dr opped. Ret r ansni ssi on
85. 130. 226. 9 | srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
87.230.22.103 |Ger many 147.237.77. 216 |dover.idf.il SAMrul e drop drop 3
46. 19. 85. 164 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence alert 3
2.54.52. 69 | srael 147.237.77. 243 |nobi l e.i df i | Inval id ACK nunber Bad TCP sequence noni t or 2
136.243.36.88  |Ger nany 147. 237. 77. 216 |dover i df i1 Inval i d segnent retransnissi on. Packet Sreammg Er_]gl ne: TP Invalid drop 2
dr opped. Ret r ansni ssi on
46.19. 85. 106 | srael 147.237.76. 42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
193. 43. 244. 102 |lsrael 147.237. 72. 167 |i shuri maka.idf.il Frst packet isn't SN drop drop 2
46. 19. 85. 203 | srael 147.237.77. 170 |n@arachot . i df . i | Inval id ACK nunber Bad TCP sequence noni t or 2
46.19. 86. 158 | srael 147.237. 72. 167 |i shuri maka.i df . il Invalid ACK nunber Bad TCP sequence noni t or 2
66.249.75.74  |lnited Sates [147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet [Streaming Engine: TQP Invalid drop 2
dr opped. Ret r ansni ssi on
176. 12. 147. 33 | srael 147.237.77. 243 |nobile.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 76 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
84.111. 222. 35 | srael 147.237.77. 176 [nat pash. i df . i | Invalid ACK nunber Bad TCP sequence noni t or 1
194. 54. 168. 76 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 46 | srael 147.237.72. 166 |aka.idf .i | Inval id ACK nunber Bad TCP sequence noni t or 1
176. 12. 142. 254 |l srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
109. 253. 132. 12 |lsrael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
82.166. 74. 13 | srael 147.237.72. 166 |aka.i df.i | Inval id ACK nunber Bad TCP sequence alert 1
184. 105. 247. 227|\hited Sates |147.237.72.217|e.idf.il Geo- | ocati on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
46. 19. 85. 179 | srael 147.237.77. 226 :A:vwv chanatz. aka. i df Inval id ACK nunber Bad TCP sequence noni t or 1
5. 102. 254. 53 | srael 147.237.72. 156 |anan.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
199.203.215.1 |lIsrael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
82.166. 74. 13 | srael 147.237.72. 166 |aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
62. 90. 40. 146 | srael 147.237.72. 156 |anan.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1




03-29-2015-08:03:10 to 03-29-2015-09:03:10

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

Devi ce

Country

Action

‘Count

80. 246. 140. 90 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 61
) . . .JToo Many of the Sane Response Code (404) in Session from
80. 246. 141. 182 |l srael 147.237.0.19 |nadimatal .idf.i 80. 246. 141. 182 B ock 30
80. 246. 140. 89 |l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Same Response Code (404) B ock 27
84.111.124. 10 | srael 147.237.72. 166 |aka. i df. il Uhaut hori zed URL Access to waw aka.idf.il/main/scripts/css3pie. htc B ock 5
80. 246. 130. 225 |Israel 147. 237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 5
ww aka. i df . i | // mai n/ rabanut/webresour ce. axd
109. 64. 155. 183 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
2.54.167.114 | srael 147.237.76.42 |refuah.idf.il Ml ti pl e Unaut hori zed URL Access from 2.54.167. 114 B ock 3
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 207.46.13. 112 B ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Whaut hori zed URL Access from 188. 165. 15. 196 B ock 2
94.159. 194. 121 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2
176.12.143.82 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
176. 12. 139. 95 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
80. 246. 130. 115 |Israel 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nai n/rabanut/webresource.axd |B ock 2
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
176. 12. 142. 244 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
2 54 31.55 — 147.237.77. 234 |nal ag. i f . gﬂjlstllllgleggllwdthll-alfwdth Uhi code Encodi ng on URY/ Paraneter(+) from B ock 1
109. 253. 149. 246l srael 147.237.72. 166 |aka. i df. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
176. 12. 149. 104 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 69. 40 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- 20477- he/ dover . aspx |B ock 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df . il/1153-14138- he/ dover . aspx) B ock 1
217.132.79. 224 |israel 147.237. 72. 166 |aka i df .i Unknown Par amet er __VI EWETATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
79.183. 104. 176 |Israel 147.237.72. 166 |aka. i df . i Unknown Par amet er __VI ENETATEGENERATCR i n None 1
v aka. i df . i | / mai n/ sachar/ vi ewpni ot . aspx
176. 12. 143. 28 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 157. 234 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
212.179. 21. 197 |israel 147.237.72. 166 |aka.i df . i Unknown Parameter __VI ENBTATEGENERATCR in None 1
ww aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx
66. 249. 69. 49 Lhited Sates 147.237. 77. 170 |na@arachot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
176.12.150. 60 [l srael 147.237. 72. 166 |aka i df .i Wknown Paraneter M EVBTATEGE in None 1
wan aka. i df . i1/ nai n/ sachar/i dkunpr at i mi shi yi maspx
S D stributed Uhauthori zed URL Access on
176.12.136. 182 |l srael 147.237.77. 243 |mubi [ e. i f . i1 nobi | e.idf.il//categorytenpl ates/|istchil ddocunent s/ 1403 Bl ock !
80. 246. 130. 40 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207.46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 16 B ock 1
2.54.167.114 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
132.70.25.74  |Israel 147.237.72. 166 |aka. i df . i Unknown Par amet er __VI EABTATEGENERATCR i n None 1
viewv aka. i df . i | / mai n/ sachar/regi strati onw zar d/ st ep3. aspx
212.235. 89. 149 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
80. 246. 141. 182 |Israel 147.237.0.19 [nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
; R Unhaut hori zed URL Access to
66.249.78.166  |Lnited Sates 147.237.77. 216 |dover. i f .| waw i df . i |/ engli sh/ announcenent s/ 2002/ decenber/ 10. st m Bl ock !
. s Unknown Paraneter captcha in
179.43.169.43  |Swtzerland 147.237.72.166 |aka i df. 11 aka. i df.il/nai n/ gi yus/ aut henti cati onservi ce. asnx/ aut henti cat e None !
207.46.13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0130-1.stm B ock 1
176. 12. 143. 161 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Russi an S Unaut hori zed URL Access to
5.255.253. 124 Federati on 147.237.77. 216 |dover . i f .| wawy i df . il/english/announcenent s/ 2002/ august / 29. st m B ock !
149.78.235.128 |Wited Sates  |147.237.72. 166 |aka i df .| Unknown Paranet er ct | 00$ct| 00ScphMai nScphSachar $txt BrutoSal ary in None 1
wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
213.151. 37. 130 |lsrael 147.237.72. 166 |aka.idf. il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
188. 165. 15. 121 |Fance 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 7237- he/ at al . aspx B ock 1
S Unhaut hori zed URL Access to
176. 12. 142. 137 |[Israel 147.237.77. 243 |nobi le.idf . il nobi | e. i df .| / cat egoryt enpl at es/ | i st chi | ddocunent s/ 1403 B ock 1
109. 253. 142. 40 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207. 46. 13. 95 Lhited Sates 147.237.76.31 |nakchal.idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
176.12. 148. 84 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.120. 165. 198 |l srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to wwu aka.idf.il/https:/www aka.idf.il/ B ock 1
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/english/idf in pictures/ 2002/ april/ B ock 1
216.218. 206. 67 |Lhited Sates 147.237.0.19 |nadimatal .idf.iJUaut hori zed URL Access to 147.237.0.19/ B ock 1
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