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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |S te |Nama |Davi ce Action \Ooum \
184.173.183.172 [Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per nit 124
128.242.249.12 |lLhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per nit 25

46. 19. 85. 36 | srael 147.237.72.166 |aka.idf.il 7120; TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6

85. 250. 146.221 |lsrael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1

93. 120. 27. 62 Ronani a 147.237.8.28 e.nobi | e-ks.idf.il |[DVRep_B-N 60_100 B ock 1
37.26.147. 187 | srael 147.237.72. 156 |anan.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | Count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 27
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 5
213.57. 80. 98 | srael 147.237.72. 166 aka.idf.il GPL SCAN nnmap TCP 2
79. 183. 39. 116 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
211.138. 34. 58 Chi na 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 80. 155. 147 Lhited Sates 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 1
91.231.192. 149 | srael 147.237. 0. 34 tikshuv.idf.il LOCAL RULES DOS attack 01/2012 1
58. 20. 54. 249 Chi na 147.237.76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
216.55. 176. 15 Lhited Sates 147.237.72. 156 anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
216. 55. 176. 15 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
211.138. 34. 58 Chi na 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.138. 34. 58 Chi na 147.237.77.176 nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
201. 6. 73. 80 Brazil 147.237.77. 216 dover.idf.il portscan: TCP DO stributed Portscan 1
118. 69. 174. 89 \i et nam 147.237.77. 212 e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 234. 68. 104 Irel and 147.237.72. 166 aka.idf.il portscan: TCP O stributed Portscan 1
216.55. 176. 15 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Address |Ste

Country
5.29. 76. 220 I sr ael 147.237.72. 166 |aka. i df . i i;;e”a”sm't wth different window ey 1op sequence monitor |74
193. 201. 224. 176|\krai ne 147.237.77. 216 |dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 19
80.179.9.115 [ srael 147.237.77. 216 |dover.iof i1 |\vA 1d segnent retransmssion. Packet [Streaming Engi ne: TGP Invalid drop 12
dr opped. Ret r ansni ssi on
109. 253. 156. 14 |i srael 147. 237. 77. 216 |dover i df .i | Inval i d segnent retransnmission. Packet [Sream ng Er_]gl ne: TGP Invalid drop 12
dr opped. Ret r ansni ssi on
80.179.9.7 I srael 147.237.77. 216 |dover.iof i1 |\"vAl 1d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop 10
dr opped. Ret r ansni ssi on
66. 249 78. 166 |wnited Sates 147. 237. 77. 216 |dover i df .i | Inval i d segnent retransnmission. Packet [Sream ng Er_]gl ne: TGP Invalid drop 8
dr opped. Ret r ansni ssi on
8. 37. 227. 69 g”;(;‘lym“s 147.237.77.216|dover.idf.il  |Response out of state Bl ock HTTP Non Conpl i ant moni t or 7
109. 253. 140. 1791 srael 147. 237. 77. 216 |dover i df .i Inval i d segnent retransnmission. Packet [Sream ng Er_]gl ne: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
109. 253. 143. 230|1 srael 147.237.77. 216 |dover. i of i1 | VA 1d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
8.37.227.81 gng(r;yrmus 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 4
66. 249. 81. 230 Lhited Sates 147.237.77. 176 [nat pash.i df .i | drop drop 3
66. 249. 81. 230 Lhited Sates 147.237.77. 176 |natpash.idf.il |l nvalid ACK nunber Bad TCP sequence alert 2
213. 8. 95. 158 | srael 147.237.77.74 |lawidf.il Inval i d sequence nunber Bad TCP sequence noni t or 2
66.249.81.230 |Lhited Sates 147.237.77. 176 |natpash.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 2
46. 19. 85. 102 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
79.178.154.51  |Israel 147. 237. 77. 170 |naar achot . i of . i | Sz;;e“a”sm't with different wndow g4 1cp sequence monitor |2
217.132. 66. 26 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
8.37.227.68 gng(r;yrmus 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 2
80. 246. 139. 196 |l srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2
109. 253. 146. 173|l srael 147.237.77. 216 |dover.iof i1 |\"vA 1d segnent retransmssion. Packet [Streaming Engi ne: TGP Invalid drop 2
dr opped. Ret r ansni ssi on
66.249.81.230 |lhited Sates 147.237.77. 176 |natpash.idf.il |Frst packet isn't SN drop dr op 2
46.19. 86. 158 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
2.54.34.41 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence aert 1
119. 206. 26. 41 Okfre& RepubliC 147 237.77. 216 |dover.idf.il  |Failed to handie connection data Bl ock HTTP Non Conpl i ant noni t or 1
46. 19. 85. 17 | srael 147.237.72. 166 |aka.i df .il Inval id ACK nunber Bad TCP sequence noni t or 1
147.236. 138. 4 | srael 147.237.0.34 |tikshuv.idf.il |lnvalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 190 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
213.57. 80. 98 | srael 147.237.72. 166 |[aka.idf . i Frst packet isn't SN drop drop 1
121.54.32.172  |Philippi nes 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
66.249. 78.204 |Lhited Sates 147.237.77. 176 |natpash.idf.il |Frst packet isn't SYN drop drop 1
188.138.1.218 |Ger many 147.237.72. 217 |e.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent dr op 1
46.210. 193. 214 |l srael 147.237.0.34 |tikshuv.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
141.212.122.51 |lhited Sates 147.237.76. 197 |e. hinush.idf.il |Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 1
46.19. 85. 113 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
2.54.28.199 | srael 147.237.72. 166 |aka.i df . il Invalid ACK nunber Bad TCP sequence noni t or 1
79.178. 178. 44 | srael 147.237.72. 166 |aka.idf . il Invalid ACK nunber Bad TCP sequence noni t or 1
46.210. 209. 182 |l srael 147.237.0.19 |nadimatal.idf.ill nvalid ACK nunber Bad TCP sequence noni t or 1
141.212.122.100|lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
84.109. 69. 115 |lsrael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 90 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
195. 200. 205. 78 |l srael 147.237.72. 166 |aka.i df . il Frst packet isn't SYN drop drop 1
2.54.28.199 | srael 147.237.72. 166 |aka.idf . il Inval i d sequence nunber Bad TCP sequence noni t or 1
79.183.39.116 |lsrael 147.237.0.34 |tikshuv.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
66. 249. 64. 45 Lhited Sates 147.237.77. 176 |natpash.idf.il |Frst packet isn't SYN drop drop 1
147.236. 138. 4 | srael 147.237.0.34 |tikshuv.idf.il |lnvalid ACK nunber Bad TCP sequence aert 1
109. 253.138. 78 |Israel 147.237.72. 166 |aka. i df . i fzgée”a”s"“ wWth different window ey 1op sequence monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address ‘S te ‘ Nanme : ‘Count
Country Action
193. 201. 224. 176|\krai ne 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 193. 201. 224. 176 B ock 18
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tiple Whaut hori zed URL Access from 188. 165. 15. 196 B ock 3
207.46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207. 46. 13. 16 B ock 3
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 2
37.26.147.133 |lsrael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka. i df.il/nai n/rabanut/webresource. axd |B ock 2
93.173. 48. 49 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
Do D stributed Unaut hori zed URL Access on
213.57.158. 117 |lsrael 147.237.72. 166 |aka. i df. il v aka. i of i 1// mai n/ sachar/ undef i ned Bl ock 2
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 2
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Unhaut hori zed URL Access from 157.55. 39. 6 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
207.46.13.138 |Whited Sates 147.237.76. 31 [nakchal .idf.il Ml tipl e Uhaut hori zed URL Access from 207. 46. 13. 138 B ock 2
79.181.200. 171 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
89. 234. 68. 104 Irel and 147.237.72. 166 |aka.idf .i | D stributed Unaut hori zed URL Access on 147.237.72. 166/ / B ock 2
207. 46. 13. 30 Lhited Sates 147.237.76. 31 |[nakchal .idf.il Ml tipl e Lhaut hori zed URL Access from 207. 46. 13. 30 B ock 1
77.126.62.97  |Israel 147. 237.72. 166 |aka. i df .i | Wnknoun Par ameter __VI ENETATEGENERATCR i n None 1
w aka. i df . i |/ mai n/ kapat z/ ci ti zencont act . aspx
184. 105. 139. 68 |lLhited Sates 147.237. 72. 167 |i shuri maka. i df . i |[Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
62.219.166.28 | srael 147. 237.72. 166 |aka. i of .11 Unknown Parameter __VI ENBTATEGENERATCR in None 1
aka. i df.i|/nai n/ sachar/ hone. aspx
Korea, Republic R . . .
119. 206. 26. 41 of 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df. i |/ shared/ usercontrol s/ header upper/ B ock 1
87.69.66.107  |Israel 147. 237. 72. 166 |aka. i df i Distributed thaut horized URL Access on Bl ock 1
wwy aka. i df . i | // mai n/ sachar/ undefi ned
213.8.122.75  |israel 147.237.72. 166 |aka.i df . i Unknoun Parameter __VI ENSTATEGENERATCR in None 1
wawv aka. i df . i | / mai n/ sachar/ f or got passwor d. aspx
193. 201. 224. 176|krai ne 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/ckeditor/editor/ B ock 1
157.55.39.186 |lhited Sates 147.237.76. 31 |[nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
207.46. 13. 30 Lhited Sates 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
79.178. 154. 51 | srael 147.237.77. 170 |naarachot . i df . i1 |CVE- 2011- 3192: Apache httpd_Rerot e Deni al _of Service ME B ock 1
66. 249. 78. 95 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- 8665- he/ dover . aspx |B ock 1
s Unaut hori zed URL Access to
188.165.15.36 |Fance 147.237.76.31 |nakchal .idf.il nakhal . i df . i 1/ consol ef cor ef doc_mur/ doc. nuxr . asp B ock 1
138.134.102. 16 |lsrael 147.237.72. 166 |aka.idf.il Uhknown Paraneter q in ww aka.idf.il/nai n/giyus/login. aspx None 1
87.69.215.218 | srael 147.237.72. 166 |aka.i df . Wnknown Parameter __VI EWTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ gi yus/ t er ns. aspx
194. 114. 146. 227l srael 147.237.72. 166 |aka.idf .i | Uhaut hori zed URL Access to wav aka. i df.il/nai n/ sachar/undefi ned B ock 1
176. 12. 142. 254 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
) . . . |Uauthorized URL Access to
46. 19. 86. 33 | srael 147.237.0. 19 nadi matal .idf.il madi matal i df.i1/nobil ef shared aj ax/ updat enakat gaunt i ty. aspx B ock 1
109. 253. 135. 132]l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1224-3.stm B ock 1
79.180. 23. 212 | srael 147.237.72. 166 |aka.idf .i | Uhaut hori zed URL Access to www aka.idf.il/nai n/ haredi niwebresource. axd |B ock 1
66.249.78.102 |lLhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 102 B ock 1
2.54.24.162 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
Do Unknown Paraneter captcha in
89.138.219. 196 I srael 147.237.72. 166 |aka. i df .1 aka.idf.il/nain/gi yus/F:aut hent i cat i onservi ce. asnx/ aut henti cat e None !
207. 46. 13. 16 Lhited Sates 147.237.76. 31 |[nakchal .idf.il Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 16 B ock 1
176. 12. 143. 160 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
C e D stributed Lhaut horized URL Access on
46. 19. 86. 142 I srael 147.237.72. 166 |aka. i df . il v aka, i df i 1// i n/ r abanut / vebr esour ce. axd Bl ock 1
109. 253. 135. 250]! srael 147.237.72. 166 |aka.idf .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.78.102 |Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1283- 16941- en/ dover . aspx |B ock 1
193. 201. 224. 176|lkrai ne 147.237.77. 216 |dover.idf.il Adm n Bl ocki ng B ock 1
5.29.76. 220 | srael 147.237.72. 166 |aka.i df .i | CVE- 2011- 3192: Apache httpd Renote Deni al _of Service ME B ock 1
157. 55. 39. 55 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
74.208.16.113 |lWhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
176.12.146.80 |lsrael 147.237.72. 166 |aka.idf .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46. 120. 206. 190 |l srael 147.237.72. 166 |aka.idf.il Unknown Paraneter docld in ww aka. i df.il/nmai n/sachar/fag. aspx None 1
S Mil tiple Fullwdth/Hal fw dth Lhi code Encoding on URL/ Paraneter(+) from
109. 253. 141. 189)i srael 147. 237.72. 166 |aka. i df . 100, 2'053. 141 189 9 ) B ock 1
207.46.13.138 |United Sates |147.237.76.31 |nakchal.icF.i |hauthorized LR Access to Bl ock 1

nakhal . i df .il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned
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