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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry

|Target Address |S te | Name | Devi ce Action |Count |
222.77.228.115 Chi na 147.237.72.166 |aka.idf.il Cl000108: HITP. Trying to | ocate existing FCKedi t or B ock 34
128. 242. 249. 12 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per mit 24
85. 25. 43. 94 Ger nany 147. 237. 8. 27 e.nadimatal .idf.il |DVRep B-N 60 100 B ock 1
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Attacker Address | Attacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
61. 240. 144. 64 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77.19 lawforumidf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.77.178 e. nat pash. i df . il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
190. 122. 98. 91 Doni ni can Republ i ¢ 147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
43.255.191. 170 Japan 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
190. 122. 98. 91 Doni ni can Republ i ¢ 147.237.77. 235 svivaidf.il ET SCAN NVAP -f -sS 1
43.255.191. 170 Japan 147.237.0. 200 nu.idf.il ET SCAN Potential SSH Scan 1
121. 37. 40. 100 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 64 Chi na 147.237. 76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
61. 158. 162. 40 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237. 76. 196 e.sviva.idf.il ET SCAN Potential SSH Scan 1
193. 107. 16. 206 Russi an Federati on 147.237.77. 19 lawforumidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
43.255.191. 170 Japan 147.237.76. 30 hi nush.idf.il ET SCAN Potential SSH Scan 1
190. 122. 98. 91 Doni ni can Republ i ¢ 147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
43.255.191. 170 Japan 147.237.72. 156 anan.idf.il ET SCAN Potential SSH Scan 1
121. 37. 40. 100 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
121. 37. 40. 100 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 67 Chi na 147.237.77. 235 svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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46.19. 85. 223 | srael 147.237. 72. 156 |anan.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 16

66.249.78.159 |lnited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreanng Engine: TCPImvalid drop 16
dr opped. Ret r ansni ssi on

109. 253. 129, 132|I srael 147.237.77. 216 |dover. i df .i | Invalid segment retransmssion. Packet |Sreamng Engine: TCPInvalid drop 12
dr opped. Ret r ansni ssi on

46.19. 85. 107 | srael 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 12

66.249.78.166 |Wited Sates |147.237.77. 216 |dover.idf il Invalid segment retransmssion. Packet [Sireaning Engine: TCPInvalid drop 10
dr opped. Ret r ansni ssi on

66.249.75.58  |lhited Sates |147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

66.249.75.66  |wited Sates |147.237.77. 216 |dover.idf il Invalid segment retransmssion. Packet [Sireaning Engine: TCP Invalid drop 6
dr opped. Ret r ansn ssi on

66.249.78.173 |lnited Sates |147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

109. 253. 136. 2361 srael 147. 237. 77. 216 |dover . i of . i Invalid segment retransmssion. Packet [Sireaning Engine: TCPInvalid drop 6
dr opped. Ret r ansni ssi on

176. 12. 140, 132 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

222.77.228.115 |China 147.237.72. 166 |aka.idf .il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 4

176. 12. 141. 63 I sragl 147 237. 72. 166 |laka i df i1 Invali d segnent retransnissi on. Packet Srearmng Erjgl ne: TP Invalid drop 4
dr opped. Ret r ansm ssi on

176.12. 141. 213 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet |Sreanmng Engine: TCPImvalid drop 4
dr opped. Ret r ansni ssi on

109. 253. 131. 12 [Israel 147. 237. 72. 166 |aka. i df . | Invalid segment retransmssion. Packet [Sireanmng Engine: TCP Invalid drop 4
dr opped. Ret r ansn ssi on

176.12.137.194 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Packet |Sreanng Engine: TCPImvalid drop 4
dr opped. Ret r ansni ssi on

176. 12. 146. 7 I sragl 147 237. 72. 166 |laka i df i1 Invali d segnent retransnissi on. Packet Srearmng Erjgl ne: TP Invalid drop 4
dr opped. Ret r ansn ssi on

80.246.136.62 |l srael 147.237.77. 243 |nobile. i of . | Invalid segnent retransmssion. Packet |Sreanng Engine: TCPImvalid drop 4
dr opped. Ret r ansni ssi on

176. 12. 141, 27 I sragl 147 237. 72. 166 |laka i df i1 Invali d segnent retransnissi on. Packet Srearmng Erjgl ne: TP Invalid drop 4
dr opped. Ret r ansn ssi on

5.102. 254. 191 | srael 147.237.77. 243 |nobi le.i df . i | Invalid ACK nunber Bad TCP sequence noni t or 4

2.54.34.41 | srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence alert 2

188. 165. 15. 196 |France 147.237.77. 216 |dover. i df .i | Invalid segment retransmssion. Packet [Sireaning Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on

66.249.75.74  |lited Sates |147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on

2.54.34. 41 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 2

66.249.81.206 |Lhited Sates [147.237.72.166|aka.idf.il Frst packet isn't SN drop drop 2

2.54.34.41 | srael 147.237.72.166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 2

66.249.67.58  |lnited Sates |147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on

176.12.136. 165 |l srael 147.237.77. 243 |nobi | e.i df .i | Inval id ACK nunber Bad TCP sequence alert 1

66.249.81.212 |lhited Sates [147.237.72.166|aka.idf.il Frst packet isn't SN drop drop 1

188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1

176. 12. 136. 165 |l srael 147.237.77. 243 |nobi le.i df . i | Inval i d ACK nunber Bad TCP sequence noni t or 1

66.249.81.230 |lhited Sates |147.237.77.176 |natpash.idf.il directory traversal overflow Drectory Traversal noni t or 1

74.82.47. 31 Lhited Sates |[147.237.77.178|e.matpash.idf.il |Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 1

46. 19. 86. 251 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1

216.218.206.83 |lhited Sates [147.237.76.148|ggcenter.aka.idf.i| drop drop 1

66.249. 78. 153 |lhited Sates |147.237.72.166 |aka.idf.il Frst packet isn't SN drop drop 1

184. 105. 139. 67 |lhited Sates |147.237.76.42 |refuah.idf.il SAMrul e drop drop 1

124. 202. 190. 60 |Chi na 147.237.77. 216 |dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

66.249.81.209 |lhited Sates [147.237.72.166|aka.idf.il Frst packet isn't SN drop drop 1

216.218. 206. 112|lhited Sates |147.237.76.200 |eitan. aka.idf.il dr op drop 1

81.218. 15. 198 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

184.105. 139. 84 |Lhited Sates [147.237.77.61 |e.cogat.idf.il Geo- 1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
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46. 19. 86. 33 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 144
185. 32.176. 119 |lsrael 147.237.77. 243 |nobile.idf . il DO stributed Suspi ci ous Response Gode B ock 7
157. 55. 39. 42 Lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157. 55. 39. 42 B ock 3
198. 204. 249. 34 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/defaul t.aspx B ock 3
109. 253. 156. 232|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 3
157. 55. 39. 6 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 157.55. 39. 6 B ock 2
222.77.228.115 |Chi na 147.237.72. 166 |[aka. i df . il PHP Att enpt B ock 2
93.172.168. 195 |Israel 147.237.72. 166 |aka.idf.il Mil ti pl e Whaut hori zed URL Access from 93. 172. 168. 195 B ock 2
207.46.13.112 |lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 207.46. 13. 112 B ock 2
] s DO stributed Lhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. | df i 11/ 994- 8613- hel navy. aspx. aspx B ock 2
176. 12. 137. 45 | srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 131. 12 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
66.249.81.230 |lhited Sates |147.237.77.176|matpash.idf.il |UR is Above Root Drectory vww cogat.idf.il/../favicon.ico B ock 1
207. 46. 13. 16 Lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 207. 46. 13. 16 B ock 1
176. 12. 148.2 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
31 168.90.249 |1 srael 147 237. 72. 166 laka. i df i1 Unhknown .Par anet er ctl 00$ct|pO$cphthi n$cphSachar $ctl18.y in None 1
wan aka. i df . i1/ mai n/ sachar/ vi ewpni ot . aspx
134. 0. 10. 218 Spai n 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
216.98.149.238 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wordpress/wp-adm n/ B ock 1
84.110. 109. 125 |1 srael 147 237. 72. 166 |aka i df i1 Unknown 'Par;imet er ctl OO$ctIOO$(_:phI\/hi n$cphSachar $t xt KerenH stal noot i n None 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
66.249.78.166 |Lhited Sates |147.237.77.216 |dover.idf.il DO stributed Lhaut hori zed URL Access on ww i df.il//atal 1/izkor/search. asp B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 1
176. 12. 140. 163 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 132. 164 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
] T Unhaut hori zed URL Access to
207.46.13. 16 Lhited Sates [147.237.77.216|dover.idf.il i i df i | / nevsi t e/ hebr ew 2004/ anuary/ 0120- 2. stm B ock 1
] s Unhaut hori zed URL Access to
68.180.228. 117 |Lhited Sates |147.237.77.216 |dover.idf.il v | o . i | / hebr ew or gani zat | on/ chapl ai ney/ chapl ai n. stm B ock 1
176. 12. 150. 96 | srael 147.237.72. 166 |aka. i df. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
31 168.90.249 |1srael 147 237. 72. 166 laka. i df i1 Unknown ‘Par qmat er ctl OO$ctIF)0$cp_hMii n$cphSachar $ct126.y in None 1
v aka. i df . i | / mai n/ sachar/ vi ewpni ot . aspx
222.77.228.115 |China 147.237.72. 166 |aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 222, 77.228. 115 B ock 1
87.69.235.153 |Israel 147.237.72. 166 |aka.i df .1 Wnknown Pararret er _V EVBTATEGENERATCR i n None 1
ww aka. i df . i |/ mai n/ sachar/ def aul t . aspx
66.249.78.166 |Lhited Sates |147.237.77.216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 1
s Unhaut hori zed URL Access to
188.165.15. 196 |France 147.237.77. 216 dover. i df. 11| 05 o6 i1/ hebr ew or gani zat i on/ horef ront / f ag/ 7. stm Bl ock !
176. 12. 141. 27 | srael 147.237.72. 166 |aka. i df.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
2.52.177.30 I sr ael 147.237.72. 166 |aka.i df . Unknown Parameter _VI EASTATEGENERATCR i n None 1
viewv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
109. 253. 135. 185|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207. 46.13. 79 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Par anet er pageNumin waww aka. i df . i |/ chi nuch/ fag/ def aul t. asp None 1
70. 167. 8. 42 Lhited Sates |147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw nag.idf.il/564-en/sb itemlevl s B ock 1
180. 76. 4. 87 Chi na 147.237.76.31 |[nakchal.idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
66.249.78.166 |Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/main.stm B ock 1
176.12.141.63 |lsrael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
31.168.90.249 |[Israel 147. 237. 72. 166 |aka. i df .| Wnknown Pararet er _M EVBTATEGENERATCR i n None 1
v aka. i df . i |/ mai n/ sachar/t f asi m aspx
185. 4. 73. 68 Estoni a 147.237.77. 216 |dover.idf.il PHP Att enpt B ock 1
66. 249. 78. 104 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
176.12.136.29 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
93.172.168. 195 |Israel 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to wwn aka. idf.il/sip storagel/files/3/ B ock 1
. s Uhaut hori zed URL Access to
222.77.228.115 |China 147.237.72. 166 |aka. i df .1 wan aka. i df . i1/ ckeditor/ckfinder/ core/ connect or/ asp/ connect or . asp Bl ock !
66.249.78.173 |lLhited Sates |147.237.77.216 |dover.idf.il DO stributed Lhaut hori zed URL Access on ww i df.il//atal 1/izkor/search. asp B ock 1
199. 203. 171. 197l srael 147.237.72. 166 |aka.idf .i | Uhaut hori zed URL Access to wwwu aka.idf.il/https:/ww aka.idf.il/ B ock 1
176. 12. 146.7 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
31.168.90.249 |Israel 147.237.72. 166 |aka.i df . i1 Unknown Paranet er __VI EVBTATEGENERATCR i n None 1
wan aka. i df . i1/ mai n/ sachar/ vi ewpni ot . aspx
124. 202. 190. 60 |Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . il /shared/ usercontrol s/ header upper/ B ock 1
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