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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Name | Devi ce Action \Ooum |
85. 250. 146. 221 |l srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 2
93. 120. 27. 62 Romani a 147.237.77.179 |e.nazi.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 CGer many 147.237.76.200 |eitan.aka.idf.il |[DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Rormani a 147.237.76.86  [navy.idf.il DVRep_B-N 60 _100 B ock 1
37.130.227.133 |Uhited Kingdom |[147.237.77.170 |naarachot.idf.il |DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.76.200 |eitan. aka.idf.il |DVRep_B-N 60 100 B ock 1
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
222.69.94. 13 Chi na 147.237.72. 156 anan.idf.il ET SCAN NVAP -f -sS 1
115. 231. 218. 147 Chi na 147.237. 0. 200 nu.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237. 0. 200 ndu.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.0. 16 ny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.72. 156 anan.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 65 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |dte
Country
31.215.51.212 |Ronani a 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 38
109. 253. 132. 2281 srael 147.237.0.19  |nadi matal .icf.i| |\MV@1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid dr op 10
dr opped. Ret r ansni ssi on
31.186.228.94 |Wted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 10
Ki ngdom
31.186.228.28 |ted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 8
Ki ngdom
31.186.228.92 |Wted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 8
Ki ngdom
31. 186. 228. 27 u.“ ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 7
Ki ngdom
31.186.228.62 |ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 6
Ki ngdom
31.186.228.89 |ted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 6
Ki ngdom
31.186.228.63 |ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 6
Ki ngdom
109. 253. 135.89 |l srael 147.237.0.19  |nadi matal .icf.i1 |\MV@1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid dr op 6
dr opped. Ret r ansni ssi on
31.186.228.64 |ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 6
Ki ngdom
66.249.78.159 |Uited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmission. Packet |Sreaning Engine: TP Invalid dr op 6
dr opped. Ret r ansni ssi on
31.186.228.23 |Wted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 6
Ki ngdom
31.186.228.26 |ted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 5
Ki ngdom
31.186.228.57 |Wted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 5
Ki ngdom
31.186.228.88 |ted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 4
Ki ngdom
31. 186. 228. 29 u.q' ted 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 4
Ki ngdom
31. 186. 228. 67 u.“ ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 4
Ki ngdom
31. 186. 228. 30 u.q' ted 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 4
Ki ngdom
31.186. 228. 59 u.“ ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 4
Ki ngdom
31. 186. 228. 90 u.q' ted 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 4
Ki ngdom
31.186. 228. 31 u.“ ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 4
Ki ngdom
31. 186. 228. 60 u.q' ted 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 4
Ki ngdom
31.186.228.32 |Wted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 4
Ki ngdom
31. 186. 228. 87 u.q' ted 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 4
Ki ngdom
31.186. 228. 61 u.“ ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 4
Ki ngdom
31. 186. 228. 66 u.q' ted 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 4
Ki ngdom
31.186.228.93 |Wted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 3
Ki ngdom
31.186.228.68 | ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 3
Ki ngdom
31.186.228.95 |ted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 3
Ki ngdom
31.186.228.86 | ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 3
Ki ngdom
31.186.228. 24 |ted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 3
Ki ngdom
31. 186. 228. 58 u.q' ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 2
Ki ngdom
31.186.228.25 |Wted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 2
Ki ngdom
Lhi ted R L
31.186. 228. 91 Ki ngdom 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 2
31.186.228.65 |ted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 2
Ki ngdom
31. 186. 228. 96 u.q' ted 147.237.77. 233 |atal .idf.il First packet isn't SN drop drop 2
Ki ngdom
31.186. 228. 170 |ted 147.237.77. 233 |atal i of .i First packet ismt SWN drop drop 2
Ki ngdom
194.72.238. 241 E?Ir:ggegom 147.237.77. 216 |dover.idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
188. 138. 1. 218  |Ger many 147.237.77. 178 |e.matpash.idf.il |Geo-l ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
216.218. 206. 122|lhited Sates |147.237.76.201|e.atal.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 1
188. 138. 17. 205 |Fance 147.237.0.33 |idf.il dr op drop 1
46.19. 86. 119 | srael 147.237.72. 167 |i shurimaka.idf.il |l nval i d ACK nunber Bad TCP sequence noni t or 1
129.121.177.94 |lhited Sates |147.237.77.216 |dover.idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
188. 138. 17. 205 |Fance 147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122.50 |lhited Sates |147.237.76. 148 |gqcenter.aka.idf.i | drop drop 1
188.138. 17. 205 |FRance 147.237. 76. 147 |chi nuch. aka. i df .i | drop dr op 1
85. 130. 248. 104 |l srael 147.237.77. 170 n@arachot.idf.il |l nval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122.56 |lLhited Sates [147.237.77.178|e.matpash.idf.il |Geo-location inbound enforcenent Geo- | ocati on enf or cenent drop 1
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109. 253. 135. 89 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 165
) s Too Many of the Same Response Code (404) in Session from
109. 253. 132. 228l srael 147.237.0.19 |nadimatal.idf.il 109. 253. 132. 228 B ock 71
109. 253. 136. 187l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 25
109. 65. 185. 65 | srael 147.237.76.42 |refuah.idf.il Mil ti pl e Uhaut hori zed URL Access from 109. 65. 185. 65 B ock 3
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Unauthorized URL Access from 157.55. 39. 6 B ock 3
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 207. 46. 13. 16 B ock 2
109. 253. 138. 83 |l srael 147.237.72. 166 |aka.idf .il D stri buted Suspi ci ous Response Code Qust om Tenpor ary B ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 2
’ S Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
109. 253. 146. 157l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
62.210. 113. 183 |Fance 147.237.72. 166 |aka.idf .il D stri buted Suspi ci ous Response Code Qust om Tenpor ary B ock 1
176.12.138. 102 |lsrael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66.249.78.173 |lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Lhaut hori zed URL Access from 66. 249. 78. 173 B ock 1
Russi an Unaut hori zed URL Access to
188. 143. 232. 19 . 147.237. 77. 226 [wwn chanat z. aka. i df . i | |wawn chanat z. aka. i df . i |/t enpl at es/ general / gener al . aspx/t enpl at es/ send |Bl ock 1
Federation . .
tof ri end/ sendt of ri end. aspx
109. 65. 185. 65 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Lhaut hori zed URL Access from 207.46.13. 112 B ock 1
66.249.75.58  |Wnited Sates |147.237.77. 216 |dover.idf.il Distributed thaut horized LRL Access on B ock 1
vy i df . i | //atal 1/i zkor/ sear ch. asp
176.12.138. 152 [Israel 147. 237. 72. 166 |aka. i df . | Unknown Par amet er __VI EABTATEGENERATCR i n None 1
aka. i df.il/nai n/sachar/ paysl i ps. aspx
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 1
: s Unaut hori zed URL Access to
157.55.39. 42 United Sates 147.237.77. 216 |dover . i df .11 waw i df . i1/ english/ announcenent s/ 2002/ decenber/ 4. st m Bl ock !
109. 253. 132. 228|l srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
; S Unaut hori zed URL Access to
207. 46. 13. 112 Lhited Sates 147.237.77. 216 |dover.idf.il wan i df . i 1/ nevsi t ef hebr ew 2004/ f ebr uar y/ 0218- 2. st m Bl ock 1
] R Unaut hori zed URL Access to
66.249.75.113  |United Sates  |147.237.76. 42 [refuah.idf.il v refua. atal . i df.il/tenpl at es/ shared/ user cont rol s/ header upper/ Bl ock !
180. 76. 4. 147 Chi na 147.237.77. 176 [nat pash.i df . i1 Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
109. 253. 142. 234|l srael 147.237.72. 166 |aka.idf .il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 1
41.189.161. 61 |Ghana 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from4l. 189. 161. 61 B ock 1
157.55.39.137 |Wnited Sates [147.237.72. 166 |akaidf. il Wnknown Pararet er 4f 9c0c80 in None 1
win aka. i df . i |/ mai n/ hone/ def aul t . aspx
Russi an s D stributed Uhauthorized URL Access on
217.69.133.229 Federation 147.237.76.86 navy.idf. il waw navy. i df . i | //994- 8613- he/ navy. aspx. aspx Bl ock !
66.249. 78. 153 |lhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to www aka. i df.il/nl ui ni/ news/ news. asp B ock 1
. . s Unaut hori zed URL Access to
180.76.6.150 China 147.237.0.34  Jtikshw.idf. il wan ti kshuv. i df.il/tenpl at es/ shared/ user cont r ol s/ navnenu/ Bl ock !
109. 253. 143. 6 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
107.23.45.196 |Lhited Sates |147.237.72.156 |anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx B ock 1
194. 72. 238. 241 LKTI;gegom 147. 237. 77. 216 |dover. i of . i | Unaut hori zed URL Access to / B ock 1
41.189. 161. 61 Ghana 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitel/hebrew 1217-6.stm |B ock 1
157. 55. 39. 159 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
66.249.78.159 |lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 1
188. 143. 232. 19 RJSf;:I”i on 147. 237. 77. 226 |waw charat z. aka. i df .i | [Mil ti pl e Unaut horized URL Access from 188. 143, 232. 19 B ock 1
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