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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Ste

|Name |Davi ce Action |Oount |
194. 114. 146. 227 |l srael 147.237. 76. 42 refuah.idf.il|CLO00004: HITP:. options nethod (M crosoft) B ock 12
77.127.132.2 | srael 147.237.77.216 |dover.idf.il |7120: TGP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 2
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|Top Attackers In |D|

Attacker Address | Atacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
81.200. 91. 2 Russi an Federation 147.237.72. 217 eidf.il ET SCAN NVAP -sS wi ndow 2048 1
61. 240. 144. 67 Chi na 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 160. 224. 128 Chi na 147.237.77.121 e.navy.idf.il ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.76.31 nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 160. 224. 128 Chi na 147.237.76. 147 chi nuch. aka.i df . il ET SCAN Potential SSH Scan 1
216.178. 244. 38 Lhited Sates 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 160. 224. 128 Chi na 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 1
216. 178. 244. 38 Lhited Sates 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -f -sS 1
193. 107. 16. 206 Russi an Federation 147.237. 0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
108. 85. 22. 243 Lhited Sates 147.237.76.176 test.ncore.idf.il ET SCAN NVAP -f -sS 1
81.200.91. 2 Russi an Federation 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 3072 1
81.200.91. 2 Russi an Federation 147.237.72. 217 eidf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 65 Chi na 147.237.0. 16 ny-kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 128 Chi na 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
218.26.11. 118 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
216.178. 244. 38 Lhited Sates 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
108. 85. 22. 243 Lhited Sates 147.237.76. 176 test.ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Country

66.249.78.173 |United Qates |147.237.77.216 |dover.idr i1 |\Mv@1d segnent retransmission. Packet |Sreamng Engine: T(P Invalid drop 30
dr opped. Ret ransni ssi on

66.249.78.159 |United Qates |147.237.77.216 |dover.icf.if  |\MV@1d segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 22
dr opped. Ret r ansni ssi on

66.249.78.166 |United Qates |147.237.77.216 |dover.idr.if  |\Mv@1d segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 14
dr opped. Ret ransni ssi on

37.142.45. 119 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 12

207.46.13.16  |United Qates |147.237.77.216 |dover.icf.if  |\Mv@1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

66. 249 75. 66 Uited Sates  |147. 237 77. 216 ldover i df i1 Inval i d segnent retransnission. Packet Slreamlng Er_19| ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on

66.249.75.74  |Wited Qates |147.237.77.216 |dover.icf.i1  |\Mv@1d segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

87.230.22.103 |CGermany 147.237.77. 216 |dover.idf.il SAMrul e drop drop 4

66. 249. 75. 58 Uited Sates |147. 237 77. 216 |dover i df i1 Invalid segnent retransmission. Packet |Sream ng E’.lgl ne:. TP Invalid drop 2
dr opped. Ret r ansni ssi on

141.212.122.50 |lhited Sates [147.237.76.44 |e.refuah.idf.il |Geo-1ocation i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1

46. 19. 86. 254 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

216.218. 206. 122|lhited Sates |147.237.76.196|e.sviva idf.il [Geo-location inbound enfor cenment Geo- | ocati on enf or cenent drop 1

141.212.122.51 |lLhited Sates |147.237.77.61 |e.cogat.idf.il |Geo-location inbound enforcenent Geo- | ocati on enf or cenent drop 1

38.106. 31. 86 Lhited Sates |147.237.76.86 |navy.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

184. 105. 139. 67 |lhited Sates [147.237.0.34 |tikshuv.idf.il |SAMrule drop drop 1

46.19. 85. 190 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1

188. 138. 17. 205 |Fance 147.237. 76. 199 |e. nakchal .i df .i1|Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

94. 159. 149. 44 | srael 147.237.72. 166 |aka.i df .i | Frst packet isn't SN drop drop 1

46. 19. 86. 254 | srael 147.237. 77. 170 |naarachot . i df .i ||l nval i d ACK nunber Bad TCP sequence noni t or 1
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wan i df . i1/ hebrew organi zat i on/ ar nor ed/ hat i va7/ si gn. stm

157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 157.55. 39. 6 Bl ock 3
78.46. 203. 72 Ger many 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waww navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
207.46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ english/0212-6.stm B ock 1
157. 55. 39. 103 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
66.249.78.166 |Lhited Sates 147.237.77. 216 |dover.idf.il O stributed Uhaut hori zed URL Access on wan idf.il//atal 1/izkor/search.asp |B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il wwv i df . i |/ hebrew or gani zat i on/ horref r ont / kkkkkkk=c16e995akkkkkkk_c1 |B ock 1
6e995a
149. 78. 40. 42 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Whaut hori zed URL Access from 68. 180. 228. 117 Bl ock 1
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww i df.il/newsite/english/siua stm B ock 1
: S Unaut hori zed URL Access to
157. 55. 39. 137 Lhited Sates 147.237.72. 166 |aka.i df.il ww aka, i df i |/ portal mil ui it enpl at es/ waw behazdaa. or g. i | Bl ock 1
79. 181. 56. 45 I srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/navy/ htn/ pronai n. asp Bl ock 1
66. 249. 78. 166 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 166 Bl ock 1
180. 153. 236. 183|Chi na 147.237.0.19 |nadimatal .idf.il|Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to ww idf.il/atal 1/i zkor/vi ew text. asp Bl ock 1
213.57.178.65 |Israel 147.237.72. 166 |aka.i df . i1 Wnknown Parameter __VI EVBTATEGENERATCR i n None 1
wane aka. i df . i | / mai n/ sachar/ f or got passwor d. aspx
5.28.159.164  |Israel 147.237.72. 166 |aka. i of . i Wnknown Parameter __VI ENSTATEGENERATCR i n None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
: s Unaut hori zed URL Access to
157.55.39. 137 |United Sates 147.237.77. 176 |mat pash. i df . 1 WA cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
95. 86. 64. 31 | srael 147.237.77. 170 [n@arachot . i df . i1 |CVE- 2011- 3192: Apache _htt pd_Renot e_Deni al _of _Servi ce_ME Bl ock 1
: R Unaut hori zed URL Access to
66.249.78.166  |United Sates  147.237.77. 216 dover. il | L o i1/ engl i sh/ announcerrent s/ 2002/ decenber/ 15. stm Bl ock !
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/english/news/funeral . stn) Bl ock 1
5. 255. 253. 124 RJSIS:;ni on 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/french/ defense. stm Bl ock 1
174.129. 167. 207|lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to wwidf.il/english/statistics/civilian stm Bl ock 1
s Unknown Paraneter captcha in
109. 67. 214. 233 |[Israel 147.237.72. 166 |aka.idf.il aka. i df .i | /nai / gi yus/ aut henti cat i onservi ce. asm/ aut hent i cat e None 1
66.249.78.173 |Whited Sates 147.237.77. 216 |dover.idf.il O stributed Uhaut hori zed URL Access on waw idf.il//atal 1/izkor/search.asp |B ock 1
198. 20. 69. 74 Lhited Sates 147.237.72. 167 |i shurimaka.idf.i|D stributed Uhaut hori zed URL Access on 147.237.72.167// Bl ock 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Lhaut hori zed URL Access from 157.55. 39. 42 Bl ock 1
77.125.7.232 | srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
; s Unaut hori zed URL Access to
66.249.78.159 Wited Sates 147.237.77. 216 |dover. i df .11 w i df . i | / hebrew organi zat i on/ ar nor ed/ hat i va7/wars. st m B ock !
176.12.148. 182 |lsrael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
109. 253. 159. 19 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66.249.78.173 |lwited Sates  |147.237.77.216 |dover.idf.il Wnaut hori zed LRL Access to H ock 1
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