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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te | Name |Davi ce Action |Coum \
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il |DVRep_P-N 40-59 Per ni t 53
24.95.94. 194 Lhited Sates 147.237.77.216 |dover.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 4
212.76.115.250 |lsrael 147.237.76. 42 refuah.idf.il|CL000004: HTTP. options nethod (M crosoft) B ock 4
77.127.132.2 | srael 147.237.77.216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1

85. 250. 146. 221 |l srael 147.237.77.216 |dover.idf.il [7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1

104. 232. 3. 33 147.237.76.177 |[ncore.idf.il |DVRep_B-N 60 100 B ock 1

46. 19. 85. 58 | srael 147.237.77.216 |dover.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
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82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
43. 255. 191. 165 |Japan 147.237.72. 167 |i shuri maka. i df .il ET SCAN Potential SSH Scan 1
183.136.216. 7 [Chi na 147.237.76. 197 |e. hi nush.i df .i | ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.77. 243 |nobile.idf.il ET SCAN Potential SSH Scan 1
131. 104. 106. 84 |Canada 147.237.77. 170 |n@arachot . i df . i | ET SCAN NVAP -sS w ndow 2048 1
43. 255. 191. 141 |Japan 147.237.77. 170 |n@ar achot . i df . i | ET SCAN Potential SSH Scan 1
220. 226.22. 210 |India 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 141 |Japan 147.237. 76. 197 |e. hi nush.i df .i | ET SCAN Potential SSH Scan 1
220. 226.22.210 |India 147.237.0.16 [ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
43. 255. 191. 165 [Japan 147.237.77. 243 |nobile.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.76. 176 |test. ncore.idf.il ET SCAN Potential SSH Scan 1
212.147.56. 190 |Snitzerl and 147.237.76.196 |e.sviva.idf.il ET SCAN NMAP -sS wi ndow 2048 1
43. 255. 191. 165 [Japan 147.237.77. 226 |\ww chanat z. aka. i df . i | |ET SCAN Potential SSH Scan 1
212. 147.56. 190 |Sn tzerl and 147.237.76. 196 |e.sviva.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 141 |Japan 147.237.76.39 |[nobile neitav.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.77. 205 |prisha.idf.il ET SCAN Potential SSH Scan 1
187. 58. 224. 213 |Brazil 147.237.77.61 |e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
43. 255. 191. 141 |Japan 147.237.72. 167 |ishurimaka.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
187. 58. 224. 213 |Brazil 147.237.77.61 |e.cogat.idf.il ET SCAN NVAP -f -sS 1
43. 255. 191. 141 |Japan 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 [Japan 147.237. 76. 199 |e. nakchal .i df .i | ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 |China 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
183.136.216. 7 [Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 1
220.226.22.210 |India 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
131. 104. 106. 84 |Canada 147.237.77. 170 |n@arachot . i df .i | ET SCAN NVAP -f -sS 1
43. 255. 191. 141 |Japan 147.237.76. 200 |eitan. aka. i df.il ET SCAN Potential SSH Scan 1
220. 226.22. 210 |India 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |China 147.237.72. 167 |i shuri maka. i df . il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 141 |Japan 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
218. 77.79. 43 Chi na 147.237.72. 217 le.i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force
43. 255. 191. 165 |Japan 147.237.77.235|sviva.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 141 |Japan 147.237.76. 42 |refuah.idf.il ET SCAN Potential SSH Scan 1
212. 147.56. 190 |Sn tzerl and 147.237.76.196|e.sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 165 [Japan 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 141 |Japan 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 [Japan 147.237.77. 179 |e.nazi .idf.il ET SCAN Potential SSH Scan 1
187.58. 224. 213 |Bazil 147.237.77.61 |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
43. 255. 191. 141 |Japan 147.237.72. 156 |anan.idf . il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.76. 200 |ei tan. aka.idf . il ET SCAN Potential SSH Scan 1
183. 136.216.7 |China 147.237.76.202|e.hal ag.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 141 |Japan 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
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66.249.78.166 |United Qates |147.237.77. 216 |dover.idf.i| ||V 1d segnent retransmission. Packet (Sreaning Engine: TCPInvalid drop 30
dr opped. Ret r ansni ssi on
66.249.78.173 |United Qates |147. 237, 77. 216 |dover.idf.i1 ||V 1d segment retransmission. Packet [Sireanmng Engine: TCPInvalid drop 30
dr opped. Ret r ansn ssi on
66.249.78.159 |United Qates |147.237.77. 216 |dover.idf.i| ||V 1d segnent retransnission. Packet (Sreaning Engine: TCPInvalid drop 24
dr opped. Ret r ansni ssi on
46. 19. 85. 58 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 7
66.249.75.66  |lnited Sates |147.237.77. 216 |dover.icf.i1 ||V 1d segnent retransmssion. Packet |Sireamng Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on
46.19. 85. 118 | srael 147. 237. 77. 243 |nobi 1 e.i df i | Inval i d segnent retransnission. Packet Sreannng Er_19| ne: TP Invalid drop 4
dr opped. Ret r ansni ssi on
31. 186, 228. 88 Ujlted 147.237.77. 234 |nal ag. i f . Inval i d segnent retransnissi on. Packet Strearmng Ejg| ne: TP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
31. 186. 228. 92 U_\l ted 147.237.77. 234 |nal ag. i of . Inval i d segnent retransnission. Packet Sreannng Er_19| ne: TP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
31. 186, 228. 62 Ujlted 147.237.77. 234 |nal ag. i f . Inval i d segnent retransnissi on. Packet Strearmng Ejg| ne: TP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
190. 236. 154. 189|Peru 147.237.72. 166 |aka. i df .i | Frst packet isn't SYN drop drop 2
31. 186. 228. 66 u_1| ted 147.237.77. 234 |nal ag. i of .i | Inval i d segnent retransnission. Packet Srearmng Eljgl ne TGP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
207.46.13.16  |Uited Qates |147.237.77. 216 |dover.idf.i1 ||V 1d segnent retransmission. Packet (Sreanmng Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on
66.249.75.74  |nited Sates |147.237.77. 216 |dover.icf.i1 ||V 1d segnent retransmssion. Packet |Sireamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
109. 67. 49. 235 | srael 147.237.76.42 |refuah.idf.il Frst packet isn't SN drop drop 1
46.19. 85. 129 | srael 147.237.72. 166 |aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
208. 64.28.130 |lhited Sates |147.237.76.86 |navy.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
141.212.122. 177|hited Sates |147.237.76.201|e.atal .idf.il Geo-1 ocat i on i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 1
46.19. 86. 144 | srael 147.237.77. 170 [naarachot . i df .i ||l nval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 58 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 1
188.138. 17. 205 |Rance 147.237.0.200 |nrdu.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
46. 19. 86. 243 | srael 147.237.0.34 |tikshuv.idf.il |Invalid ACK nunber Bad TCP sequence alert 1
79.178.173. 134 |lsrael 147.237.72. 166 |aka. i df . il Invalid ACK nunber Bad TCP sequence noni t or 1
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66.249.78.173 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 66. 249. 78. 173 B ock 3
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tiple Uhaut horized URL Access from 157.55. 39. 42 B ock 3
85. 130. 226. 9 | srael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 207. 46. 13. 16 B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
46.117.94.164 |lsrael 147. 237. 72. 166 |aka. i df .| Distributed Lhauthori zed URL Access on B ock 2
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
190. 236. 154. 189|Feru 147. 237. 72. 166 |aka i df i1 g;zl;t;tcgll zed URL Access to waw aka. i df.il/nain/giyus/defaul t.aspx en B ock 1
115. 25.81. 70 Chi na 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wa i df.il/anan B ock 1
} . . Lhaut hori zed URL Access to
184.173. 183. 173|lhited Sates |147.237.77.216|dover.idf.il wean i dif . i | / Gusg=al kj r hgxi uhxu6qop, 9m miye-i ohr 2ia B ock 1
66. 249. 78. 160 Lhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to ww aka. i df.il/nmatash B ock 1
207. 46.13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
155. 254. 245. 94 147.237. 77. 176 |nat pash. i df .i | PHP At t enpt B ock 1
188. 138. 17. 205 |Fance 147.237.72. 167 |i shurimaka. i df . i |Uhaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
157. 55. 39. 41 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/french/ 0218-4. stm Bl ock 1
46.19.123.125 |France 147, 237, 77. 216 |dover. i of i1 |AUthorized LRL Access to Bl ock 1
w i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
188. 165. 15. 60 |FHance 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 163- 5486- he/ pat zar . aspx B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 196 B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary B ock 1
66. 249. 75. 58 Lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/atal 1/i zkor/ sear ch. asp B ock 1
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