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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Name | Devi ce Action \Ooum |
128.242.249. 12 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per nit 4
212.76.115. 250 |lsrael 147.237.76.42 |refuah.idf.il C1000004: HITP: options nethod (M crosoft) B ock 3
37.247.97.194 Tur key 147.237.76. 177 |ncore.idf.il DVRep P- N 40-59 Permit 2
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
93. 120. 27. 62 Romani a 147.237.77.178 |e.natpash.idf.il |DVRep_B-N 60 100 B ock 1
79.176. 15. 27 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
185. 82.216. 119 147.237.77.170 |[naarachot.idf.il |DVRep_B-N 60 100 B ock 1
85. 64. 2. 254 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
194. 150. 168. 95 |Ger many 147.237.77.170 |maarachot.idf.il |[DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.0.200 |rdu.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Narme |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
59.41. 39. 125 Chi na 147.237.76. 198 e.yohal an.idf .il ET SCAN NVAP -f -sS 1
208. 39. 68. 33 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.247.97.194 Tur key 147.237.76. 177 ncore.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
113. 59. 33. 61 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
107.167.181. 107 Lhited Sates 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
107.167.181. 107 Lhited Sates 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 66 Chi na 147.237.77.170 naar achot . i df.il ET SCAN NMAP -sS wi ndow 1024 1
59.41. 39. 125 Chi na 147.237.76. 198 e.yohal an.i df .il ET SCAN NMAP -sS wi ndow 2048 1
208. 39. 68. 33 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 2048 1
37.247.97.194 Tur key 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
208. 39. 68. 33 Lhited Sates 147.237.76. 39 nobi | . nei tav.idf.il ET SCAN NVAP -f -sS 1
113.59. 33. 61 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
113. 59. 33. 61 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -f -sS 1
107. 167. 181. 107 Lhited Sates 147.237.76. 34 yohal an.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91.224.132. 118 Russi an Federati on 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.127.112.112 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
59.41. 39. 125 Chi na 147.237.76. 198 e. yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
211. 138. 34. 58 Chi na 147.237.72. 167 i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country

84.95. 198. 5 I srael 147. 237.72. 166 |aka i df . i | Invalid segnent retransmssion. Streaming Engine: TCP I nval i d drop 9
Packet dr opped. Ret r ansni ssi on

46. 19. 86. 90 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP seguence noni t or 6

5.102. 254. 28 | srael 147.237.72. 167 |i shuri maka.i df .il Inval id ACK nunber Bad TCP sequence noni t or 5

66.249.78.173 |twited Sates |147.237.77.216 [dover.idf.il Invalid segent retransmssion. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansnii ssi on

176.12.149.1  |israel 147.237.72. 166 |aka.i df .i Invalid segment retransmssion. Sreamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansnii ssi on

207.46.13.16  |Wwited Sates |147.237.77.216[dover.idf.il Invalid segent retransmssion. Streamng Engine: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

37.46. 39. 161 | srael 147.237.72. 166 |aka.i df .il Inval id ACK nunber Bad TCP sequence noni t or 3

46.19. 86. 243 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

79.177.100. 21 | srael 147.237.76.30 |hinush.idf.il Frst packet isn't SN drop drop 2

66.249.78.166 |lited Sates |147.237.77.216[dover.idf.il Invalid segent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

83.6.8.179 Pol and 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2

46.19. 86. 61 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

77.665. 41. 32 Fol and 147.237.77. 216 |dover. i of . i | Invalid segent retransmssion. Streamng Engine: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

46. 19. 85. 59 | srael 147.237.72. 166 |aka.idf . il Invalid ACK nunber Bad TCP sequence noni t or 2

5.102. 254. 28 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1

141.212.122.172|\hited Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 1

77.237.146. 28 gﬁjﬁﬂc 147.237.77. 226 ;"I"“"‘Cha”atz' aka. 10l | o ponse out of state Bl ock HTTP Non Conpl i ant monitor |1

46.19. 86. 13 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

86. 28. 179. 107 LK!i“r:gegom 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1

141.212.122. 173|Lhited Sates |147.237.77.61 |e.cogat.idf.il Geo- | ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 1

46.19. 86. 61 | srael 147.237.72. 166 |aka.i df . il Inval id ACK nunber Bad TCP sequence alert 1

86. 28. 179. 107 zlnt:gom 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

5. 102. 254. 28 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.206|lhited Sates [147.237.76.197|e hinush.idf.il Geo- | ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 1

109. 186. 180. 4 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

141.212.122. 172|lhited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 1

85. 130. 227. 120 |l srael 147.237.72. 166 |aka.idf .il Frst packet isn't SN dr op drop 1

46.19. 86. 144 | srael 147.237. 77. 170 |n@ar achot . i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

At acker Devi ce

Count ry Target Address |Jte Acti on ‘Count

46.121.59. 51 | srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut horized URL Access from46. 121. 59. 51 Bl ock 6
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 207.46.13. 112 Bl ock 4
207.46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 16 Bl ock 4
66.249. 78. 159 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 Bl ock 4

D stributed Whaut hori zed URL Access on
80. 246. 130. 56 |l srael 147.237.72. 166 |aka. i df .i | wan aka. i df . il //sites/resources/ chi nuch/styl es/inport/bottommavi gat on |B ock 3

. asp
2.54.52.221  |israel 147.237.72. 166 |aka. i df . Distributed thaut horized URL Access on B ock 2

wan aka. i df.il// nmai n/ rabanut/ webr esour ce. axd
Uhaut hori zed URL Access to

72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il Wi navy. i df i 11994 8613- hel navy. aspx. aspx B ock 2
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 42 Bl ock 2
Uhaut hori zed URL Access to
84.95.198.5 | srael 147.237.72. 166 |aka. i df .i | wan aka. i df . i |/ sites/resources/ chi nuch/styl es/inport/bottomavi gaton. |B ock 2
asp
176.12.149. 1 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Unauthorized URL Access from 157.55. 39. 6 Bl ock 2
180. 76. 4. 117 Chi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
95. 133. 35. 88 Lkrai ne 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod Bl ock 1
50.17. 35. 129 Lhited Sates 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 1
66.249. 78. 166 |Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
188. 165. 15. 121 |Fance 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1247- he/ at al . aspx Bl ock 1
5.255.253.124 |0 & 147. 237. 77. 216 |dover. i df i Wnaut hori zed URL Access to v i df.il/nevsite/english/0212-1.stm  |B ock 1
109. 253. 64. 251 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/ Bl ock 1
77.237.146.28 |Czech Republic |147.237.77. 226 |ww chanat z. aka. i df . i | |Unhaut hori zed URL Access to / Bl ock 1
66. 249. 75. 74 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 75. 74 Bl ock 1
212.76.112.50 |Israel 147. 237. 72. 166 |aka i of . i | Unknown Paranet er __VI EVBTATEGENERATCR i n None 1

ww aka. i df . i1/ mai n/ gi yus/ def aul t. aspx

) . . Uhaut hori zed URL Access to
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il wwwe i of . i 1/t enpl at es/ shar ed user cont r ol s/ hearler upper/ Bl ock 1

66.249. 78. 166 |Lnited Sates |147.237.77.216 |dover.idf. il Distributed Whaut hori zed LR Access on B ock 1
wwv i df.i | //atal 1/ i zkor/ sear ch. asp

. . Uhaut hori zed URL Access to
188. 165. 15. 176 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9697- he/ r ef uah. aspx Bl ock 1

Unaut hori zed URL Access to

46. 19. 86. 46 | srael 147.237. 72. 166 |aka. i df .i | v aka. i df i |/ i n/ har edi n vebr esour ce. axd B ock 1
109. 253. 157.7 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
79.176. 15. 27 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249. 78. 104 |lLhited Sates 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
212.76.112.50 |israel 147. 237.72. 166 |aka. i df .| Unknown Parameter VI EWBTATEGENERATQR In =~ None 1
wan aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
176. 12. 145. 182 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
C e Qooki e Tanpering on cookie _ utnz: Expected
84.109. 125. 182 |l srael 147.237.76.86 |navy.idf.il 104000134, 1427564469, 1. 1. ut mesr =goog| e None 1
) s Unhaut hori zed URL Access to
66.249.78.173 |lhited Sates 147.237. 77. 216 |dover.idf.il waw i df i 1/ engli sh/i df in pi ct ures/ 2000/ oct ober/ 26. st m Bl ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 Bl ock 1
136. 243. 36. 88 |Ger many 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwu i df.il/newsitel/english/nain. asp Bl ock 1
S D stributed Lhaut hori zed URL Access on
79.179. 187. 166 |l srael 147.237. 72. 166 |aka. i df .i | v aka. i df i | // i nf har edi n vebr esour ce. axd B ock 1
) R Unaut hori zed URL Access to
66.249.78.109 |Lhited Sates 147.237.77. 216 |dover.idf.il 147, 237. 77. 216/ 1283- 16788- en/ dover . aspx Bl ock 1
S Unknown HTTP Request Method COOK in URL
91. 93. 53. 243 Tur key 147.237.77. 216 |dover.idf.il wa i df . i 1/ 1283- 19189- en/ dover . aspx Bl ock 1
68. 180. 228. 117 |Lhited S ates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wa i df.il/newsite/russian/ 0306- 2. stm Bl ock 1
46.121.59. 51 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd Bl ock 1
79.182.33.18 |l srael 147. 237. 72. 166 |aka i of . i | Distributed Lhaut horized LR Access on B ock 1

waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd
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