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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |NarTe |I:evi ce Action |Count |
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il |DVRep_ P-N 40-59 Per mt 23
83.6.8.179 Pol and 147.237.77.216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 4

85. 250. 146. 221 |lsrael 147.237.77.216 |dover.idf.il |7120; TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 2
77.127.132.2 | srael 147.237.77.216 |dover.idf.il |7120: TGP, Segnent Qverlap Wth Different Data, e.g., Fragroute B ock 1
79.182. 31. 164 | srael 147.237.72.156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1

93. 120. 27. 62 Ronani a 147.237.77.61 e.cogat.idf.il|DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Gountry |Target Address |Ste [Name | count |
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 |Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
109. 67. 57. 221 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
208. 39. 68. 33 Lhited Sates 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
43.255. 191. 165 |Japan 147.237.76. 197 |e. hinush.idf.il ET SCAN Potential SSH Scan 1
176. 12. 136. 227 |l srael 147.237.77.233 |atal.idf.il ET D05 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos attack 1
43.255.191. 165 |Japan 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 1
91.224.132. 118 |Russian Federation |147.237.72.167 |ishurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 165 |Japan 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.0. 16 ny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 1
61.240. 144. 65 [Chi na 147.237.77. 226 |ww chanat z. aka.idf.i | ET SCAN NVAP -sS w ndow 1024 1
14.63.161.216 |Korea, Republic of |147.237.0. 34 tikshuv.idf.il ET WEB SERVER Mi ebl ackcat scanner 1
46. 28. 203. 202 Snitzerl and 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 165 |[Japan 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 165 |Japan 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 1
208. 39. 68. 33 Lhited Sates 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
43.255. 191. 165 |Japan 147.237.76.198 |e.yohalan.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 165 |Japan 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 165 |Japan 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
91.214.71.176 |Russian Federation [147.237.0.17 mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 165 |Japan 147.237.0. 17 mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
14.63.161.216 |Korea, Republic of |147.237.77.216 |dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
46. 28. 206. 86 Sii t zer| and 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
14.63.161.216 |Korea, Republic of |147.237.0.15 kosher - kravi .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
46. 28. 202. 243 Snitzerl and 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 165 [Japan 147.237.77.179 |e.nazi.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 165 |Japan 147.237.76.200 |eitan. aka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country
82.102.136.65 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet [Sreamng Engine: TCP Invalid drop 24
dr opped. Ret r ansni ssi on
66.249.78.173 |Wited Sates |147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet [Streamng Engine: TP Invalid drop 16
dr opped. Ret r ansni ssi on
66.249.78.166 |lited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 14
dr opped. Ret r ansni ssi on
66.249.78.159 |Wited Sates |147.237.77.216 |dover.idf.il Invalid segment retransmssion. Packet [Streamng Engine: TP Invalid drop 10
dr opped. Ret r ansni ssi on
66.249.75.74  |wited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreamng Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
46. 19. 85. 74 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 5
79.177.100. 21 | srael 147.237.76.30 |hinush.idf.il Frst packet isn't SN drop drop 5
188. 120. 148. 172|l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 5
109.67.57.221 [israel 147.237.77. 216 |dover. i df .| g;;e”ansmt wth different window o top sequence monitor |4
176. 12. 136. 227 |lsrael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence alert 3
2.54.173. 162 | srael 147.237.72.166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
176. 12. 136. 227 |l srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
83.6.8.179 Pol and 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 2
188. 165. 15. 196 |France 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on
2.54.173. 162 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 2
84.109.37.120 [ srael 147.237.76.42 |refuah.idf.il Vszfvisfé"ers St ow HITP Deni al - of Wb Server Enforcenent Violation  |reject 2
66.249.75.66  |Uited Sates |147.237. 7. 216 |dover.idf il Invalid segnent retransmssion. Packet (Streamng Engine: TGP Invalid drop 2
dr opped. Ret r ansnii ssi on
46. 19. 86. 192 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
185. 11. 11. 51 Yenmen 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
46.19. 86. 158 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
2.54.50.9 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
176.12.142.7 | srael 147.237.77.233|atal .idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
46.28.203. 171 |Satzerl and 147.237.0.200 |[rdu.idf.il Geo- | ocati on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
5. 29. 33. 206 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122.206|lhited Sates |147.237.77.61 |e.cogat.idf.il Geo- | ocat i on i nbound enf or cerent Geo- | ocati on enf or cenent drop 1
46.19. 86. 192 | srael 147.237. 72. 156 |anan. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
185.11.11.51 Yenen 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
5. 29. 93. 223 | srael 147.237.72.166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
197.202.20. 106 |Ageria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
66.249.84.144 |lhited Sates |[147.237.77.176 |natpash.idf.il directory traversal overflow Drectory Traversal noni t or 1
85. 130. 247. 20 | srael 147.237.76.86 |[navy.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
46.28.203. 171  |Satzerl and 147.237.0.33 |idf.il drop drop 1
2.54.173. 162 | srael 147.237.72. 166 |aka.idf .il Inval i d sequence nunier Bad TCP sequence noni t or 1
46. 19. 86. 57 | srael 147.237.72.166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
176.12.142.7 | srael 147.237.77.233|atal .idf.il Invali d ACK nunber Bad TCP sequence alert 1
46. 28. 203. 171 Sntzerl and 147.237.0.35 |akaws.idf.il drop drop 1
5. 29. 33. 206 | srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence alert 1
188. 138. 17. 205 |Fance 147.237.8.27 |e.nadimatal.idf.i|Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
141.212.122. 174|Lhited Sates |147.237.76.198|e.yohal an.idf.il |Geo-|ocation inbound enfor cenent @eo-| ocati on enf or cenent drop 1




03-29-2015-01:03:01 to 03-29-2015-02:03:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Ste Action ‘Count
77.126.171.21 | srael 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bock [117
77.126.171. 21
s D stributed Lhaut hori zed URL Access on
87.68. 231. 94 | srael 147.237.72. 166 |aka.idf . il v aka. i df i 1// mai n/ r abanut / vebr esour ce. axd B ock 4
157.55.39.6 gﬁ;ttg: 147.237.77. 216 |dover.idf.il Mil tiple Unaut horized URL Access from 157.55. 39. 6 B ock 4
109. 160. 249. 245|| srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 3
109. 67.57. 221 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 109. 67. 57. 221 B ock 3
R D stributed Lhaut hori zed URL Access on
46. 19. 86. 185 | srael 147.237.72. 166 |aka. i df .i | i aka, i df i 1// i n/ r abanut / vebr esour ce. axd B ock 3
66. 249. 78. 159 g;:: 147.237.77. 216 |dover.idf.il Mil tipl e Whaut horized URL Access from 66. 249. 78. 159 B ock 3
S Unhaut hori zed URL Access to
80. 246. 138. 144 I srael 147.237.77. 243 |mubi e i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 2042 Bl ock 2
14. 63. 161. 216 gﬁa icof 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Whaut horized URL Access from 14. 63. 161. 216 B ock 2
207. 46. 13. 112 g‘;:ﬁd 147.237.77. 216 |dover.idf.il Mil tiple Waut horized URL Access from 207. 46. 13. 112 B ock 2
213.151. 32. 163 |l srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 2
14.63. 161. 216 g}ﬁg oo |147-237.0.34  tikshuv.idh. il Ml tipl e Uhaut hori zed URL Access from 14. 63. 161. 216 Bock |2
72.9.148. 10 g‘;tt:: 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waww navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
94, 124.5. 10 Pol and 147.237.72. 166 |aka.idf.il Lhknown Paraneter q in ww aka.idf.il/nain/giyus/login. aspx None
66. 249. 78. 166 g‘;:ﬁd 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df.il/newsite/ hebrew 0828-4. stm B ock 1
NULL Character in Header Name at A [#17]] A?AfcT[[#8]]| A?AZ9A AYA. ..
Na[ [ #11] ] [ A2 RA?AVA« At AcACAAYASzYaA.. AZA! T) 4- V[ [ #19] ] A.. . $TNAf
79.182.31.164 |lIsrael 147. 237. 72. 156 |anan. i df . i | AA2[ [ #8] ] ACAdA—AA-A, zA mj [#22] 1 A 3[[#3] ] A #[ [#1]] AS Bl ock 1
A #A-ND{ KA-O At A?8WAY=AVBAL [ #15] | AZ[ [ #0] ] AS[ [ #8] ] >f At Ae
ac/ A A%oA-Ae[ [ #28] 1 At [ #18] ] A¥Aa
14. 63. 161. 216 g)ﬁaic o [147-237.0.34  ftikshuv.idh.il Unaut hor i zed URL Access to 147. 237. 0. 34/ mii ebl ackcat Bock |1
213.189. 150. 227|Sntzerl and |147.237.72. 166 |aka.i df .i | MBSQ Data Retrieval wth Inplicit Gonversion Brors None 1
178. 255. 215. 87 |Rance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/french/0101-7.stm B ock 1
Illegal Byte Gode Character in Paraneter Value at 22 for yx¥[#27]]~A—
79.182.31.164 |lIsrael 147. 237. 72. 156 |anan. i df . i | AcAY] [ #18] ] a€ cr AVASA-AVL Aj ua€ x>ON0u5s { ( xoe Bl ock 1
AgAL[ [ #19]1yy~[ [ #14]]1[ [ #4]11 A- BVA vOAruEce(® € pEoehy
77.126.171. 21 | srael 147.237.0.19 |nadimatal.idf.il Too Many 404: Response Code per Session B ock 1
66. 249. 64. 138 g‘;ttees 147.237. 77. 226 [waw chanat z. aka. i df . i | |Unhaut hori zed URL Access to 147.237.77. 226/ B ock 1
79.182. 31. 164 | srael 147.237.72. 156 |anan.i df .i | Mil tiple Abnornal |y Long Request from 79. 182. 31. 164 B ock 1
5.29.123. 19 I'srael 147.237.76.86 |navy.idf.il Wnaut hori zed LRL Access to Bock |1
waw navy. i df . i1/ consol e/ core/ doc_ngr/doc_ngr. asp
207. 46. 13. 16 g‘;:ﬁd 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0202-2.stm B ock 1
Illegal Byte (ode Character in Header Nanme A [#17]] APAfcT[[#8]]1 A2Az
9A¥ A¥A...Na[ [ #11] ][ Ac" RA?AVA«r At AnA¢ASAYAYz YaA.. Az
e AT)4-V[[#19]] A...$TNAFAA?[ [ #8] ] ACA,dA—AA-
79.182. 31. 164 | srael 147.237.72. 156 |anan.i df . il A, ZA: i [ #22] ] /:\ 3[[#3]] A3#[ [#1]] ASA. #A—|ND{ KA B ock 1
O Axt A28WHAYFAVBAL] [ #15] ] AZ[ [ #0]] AS[ [ #8] ] >f At Asac/ A A%
AR [ #28] ] Af[ [ #18] ] A¥Aa
157. 55. 39. 42 g‘;tt:: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/french/0112-5. stm B ock 1
109.67.57.221  [israel 147.237.77. 216 |dover. i df .i Mi tiple Ful lwdth/Hl fwdth Uhicode Encoding on R/ Paraneter(+) from (g |y
109. 67. 57. 221
66. 249. 78. 173 g‘;tt:: 147.237.77. 216 |dover.idf.il D stributed Lhauthori zed URL Access on wawn idf.il//atal 1/izkor/search. asp |B ock 1
NULL Character in URL yx¥[[#27]]~A—ACA4[#18]] &€
cr AVASA-Ayc Aj ua€ x>OM0u5e { ( xce
L ASAL[ [ #19] ] yy~[ [ #14] ][ [ #4]] A- AVA. vO>AruEce(? € pEceAy; x2f Auvx &€
79.182. 31. 164 I srael 147.237.72. 156 |anan. i df .i | ArvOAZA; < [ #8]] O [ [ #8] | AvASUx" OV A, ¢AA nxCAcl AE™[ [ #17] ] x2 Bl ock 1
A AvAsAZgj OA—p* A—ei xag[ [ #11] ] [ [ #28] ] n$ vx,a€
L [[#0] ] AexC/eARAq | [ #4] ] xAcr [ [ #16]] &€hog] [ [ #17]1[ [ #26]]
14.63. 161. 216 gﬁ‘;ic o |147-237.77.216 |dover it i1 Unaut hori zed URL Access to 147.237. 77. 216/ mui ebl ackcat Bock |1
213. 189. 150. 227|Satzerl and |147.237. 72. 166 |aka. i df .i | Ml ti pl e signatures from213.189. 150. 227 B ock 1
180. 76. 4. 98 Chi na 147.237.77. 176 [nat pash.i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
Illegal Byte bde Character in Query Sring APA»x x@xx
A3 x§[ [#23]] Oi A—TAZG #=a€20%s ACTx8N xx" z@S6[ [ #14]] x°~x"r AS
79.182.31.164 |lIsrael 147. 237. 72. 156 |anan. i df . i | A»AfxceAZe OVASA; AxceA- x3 3[ [#8]] on yx¥[[#27]] ~A—A¢AY] [ #18] ] 4€7|B ock 1
cr AVASA-Avc Aj ua€ x>ON0u5e { ( xce
ASAL[ [ #19] 1 yy~[ [ #1411 [ [#4]] A- AVA. vO»AruEce( A€ pEceA;,
109. 253. 136. 143|i srael 147.237.72. 166 |aka. i df . i Distributed Lhauthorized LR Access on Bock |1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
66. 249. 69. 49 g;:: 147.237.77. 170 |naarachot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
84.108.16.195 |lsrael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
79.182. 31. 164 | srael 147.237. 72. 156 |anan.i df .i | Mitiple Illegal Byte Gode Character in Method from79. 182. 31. 164 B ock 1
79.182. 31. 164 | srael 147.237. 72. 156 |anan.i df .i | Illegal Byte de Character in Header \al ue B ock 1
157. 55. 39. 67 g;:: 147.237.72. 166 |aka.idf . il Unknown Par anet er 136¢d360 i n wawy aka. i df . i |/ mai n/ hone/ def aul t. aspx None 1
66. 249. 84. 144 g‘;:ﬁd 147.237.77. 176 |nat pash. i df . i1 URL is Above Root Oirectory wwu cogat.idf.il/../favicon.ico B ock 1
213.189. 150. 227|Sntzerl and |147.237.72. 166 |aka.i df.i | SQ injection on paraneter catid in ww aka.idf.il/nain/giyus/general .aspx |B ock 1
R SS. Lhtraceabl e Gonnection - Protocol violation
79.182. 31. 164 | srael 147.237.72. 156 |anan.idf . il (SSL_CONN APPLI CATI ON_DATA EXCHANGE) None 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Illegal Byte Code Character in URL yx¥[[#27]]~A—ACA4[#18]] &€
cr AVASA-Avc Aj ua€ x>ON0u5e { ( xce
o ASAL[ [ #19]] yy~[ [ #1411 [ [ #4]]1 A- AVA vO>AtuEe® &€ pEaehy; x2f Auvx 4€”
79.182. 31. 164 | srael 147.237. 72. 156 |anan.i df . il ArvOumAZA] <[ [ #8]] O [ [ #8] | AvASux” V] &,6A-A- nxCAcl AE™[ [ #17] | x2 B ock 1
A AvAZAZgj OA—p* A—ei xag[ [ #11] ] [[ #28] ] % vx,a€
L X [[#0] ] AexC/eARAT[ [ #4] ] xAcr [ [#16]] &€hoq] [ [#17] 1 [[#26]]
79.179. 186. 243 |l srael 147.237.72. 166 |[aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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Attacker Address Altacker Target Address |Ste
Count ry
125. 209. 235. 184 ggﬁaic o [147.237.77. 216 |dover i il Unaut hori zed URL Access to wan i df . i | /newsi te/ engl i sh/0312-3. stm B ock
Lhi ted s Unaut hori zed URL Access to
66.249.75. 74 Sates 147.237.77. 216 |dover. i df .1 wn i df . i1/ english/organi zati on/ honefront/fag/ 5. stm Bl ock
79.182. 31. 164 | srael 147.237. 72. 156 |anan.i df .i | Mil tiple Mal formed URL from 79. 182. 31. 164 B ock
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