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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Nama |mvi ce Action |Count |
184.173.183. 172 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 125
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per nit 27
93.173. 242. 210 | srael 147.237.72.166 |aka.idf.il 7120; TP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
85. 25. 43. 94 CGer many 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
109. 253. 144. 149 |lsrael 147.237.76. 42 refuah.idf.il C1000004: HITP:. options nethod (M crosoft) B ock 1
85. 64.203. 171 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
109. 253. 145. 62 | srael 147.237.76. 42 refuah.idf.il C1000004: HITP. options nethod (M crosoft) B ock 1
31.210.178. 140 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
77.127.132. 2 | srael 147.237.77.216 |dover.idf.il 7120; TP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
109. 253. 135. 136 |l srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
85. 25. 43. 94 Cer many 147.237. 8. 50 e.tikshuv.idf.il|DVRep_B-N 60 100 B ock 1
109. 253. 136. 249 |lsrael 147.237.76. 42 refuah.idf.il C1000004: HITP:. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste

| Name

|Count
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVP wth fake user agent 6
5. 29. 130. 33 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
176.12.137. 30 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
61. 240. 144. 67 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 65 Chi na 147.237.77.227 |e.hanaz. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
218.240.7.91 Chi na 147.237.72. 166 |aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 65 Chi na 147.237.76.202 |e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.0.200 |mdu.idf.il ET SCAN Potential SSH Scan 1
184. 63. 28. 227 Lhited Sates 147.237.77. 216 |dover.idf.il C5- WNDOMAS M crosoft Forefront UAGjavascript handler in LR XSS attenpt |1
115. 231. 218. 147 |Chi na 147.237.76. 177 |ncore.idf .il ET SCAN Potential SSH Scan 1
85.114. 141. 217 |Ger many 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 235 |sviva.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 65 Chi na 147.237.77. 226 |ww chanat z. aka. i df .i| |ET SCAN Potential VNC Scan 5800- 5820 1
218.240.7.91 Chi na 147.237.72. 166 |aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
61. 240. 144. 65 Chi na 147.237.76. 200 |ei tan. aka.idf .il ET SCAN Potential VNC Scan 5800- 5820 1
211.138. 34. 58 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 107.17. 72 Russi an Federation |147.237. 76. 201 |e.atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 138. 252. 139 |Israel 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCS attack 01/2012 1
85. 114. 141. 217 |Ger many 147.237.0. 17 mny- kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Inval id segnent retransnission.

Sreaning Engine: TQP Invalid

66.249.78.159 |Whited Sates 147.237.77. 216 |dover.idf.il Packet dr opped. Ret r ansm ssi on drop 22
66.249.78.166 |Liited Sates 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Streamng Bngine: TP Invalid o o) 22
Packet dropped. Ret r ansnii ssi on
66.249.78.173 |uwited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streamng Bngine: TP Invalid o ) 14
Packet dropped. Ret r ansni ssi on
176.12. 144. 222 | srael 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Streamng Bngine: TP Invalid o o) 12
Packet dropped. Ret r ansnii ssi on
46.19. 86. 11 | srael 147.237.72. 166 |aka.idf . il Inval i d ACK nunber Bad TCP sequence noni t or 10
109. 253. 146. 67 | srael 147. 237. 77. 216 |dover. i of . i | Invali d segnent retransmssion. Streaning Engine: TP Invalid o 6
Packet dropped. Ret r ansni ssi on
37.46. 39. 15 | srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 6
66.249.75.58  |lnited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streamng Bngine: TP Invalid o o)
Packet dropped. Ret r ansni ssi on
176. 12. 137. 232 |israel 147.237.72. 166 |aka.i df .i Invalid segnent retransmssion. Sreamng Bngine: TP Invalid o ) 4
Packet dropped. Ret r ansnii ssi on
2.54.167. 245 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 4
2.54.167. 245 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
76.109.47.51  |wited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engine: TP Invalid o 4
Packet dropped. Ret r ansni ssi on
2.54. 167. 245 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 4
94.230.86.128 | srael 147.237.77. 226 :":WW chanat z. aka. Tdf |, a1 g AK nunber Bad TCP sequence noni tor |3
37.46. 39. 244 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 3
46.19. 85. 130 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
46.19. 85. 178 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
46. 19. 85. 240 | srael 147.237.77. 170 |naarachot . i df . i | I nval i d ACK nunber Bad TCP sequence noni t or 2
188. 120. 148. 130]|l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
37.46. 39. 15 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
188. 120. 148. 172|l srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 2
46.19. 85. 118 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
77.120.137.10 |Wkraine 147.237.77. 216 |dover. i of . i Invalid segnent retransmssion. Streamng Bngine: TP Ivalid o o) 2
Packet dropped. Ret r ansni ssi on
5.102. 254. 3 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
84.228.215. 117 |lsrael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence alert 1
188. 120. 148. 245|l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
37.142.73. 85 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
77.125. 140. 68 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46. 34. 162. 130 ::ara;z'u :z' Z‘f""c 147.237.77. 216 |dover. i df .| Inval i d ACK nunber Bad TCP sequence moni tor |1
84.228.215. 117 |lsrael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46.19. 86. 20 I srael 147.237.77. 226 [\ chanat z. aka. 1df |, a1 g AK nunber Bad TCP sequence monitor |1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1
46. 19. 85. 58 | srael 147.237.77. 170 |naar achot . i df . i | I nval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122.205|lhited Sates 147.237.77. 212 |e.dover.idf.il Geo- | ocati on i nbound enf or cenent |Geo-1 ocati on enf or cenent drop 1
77.127.169. 77 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
46.116.131.30 |Israel 147.237.72. 166 |aka.i df .il I nval i d ACK nunber Bad TCP sequence noni t or 1
87. 69. 100. 68 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 64 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 92 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1
146. 185. 239. 104|Russi an Federation |147.237.8.27 |e.nadimatal.idf.il Geo- | ocati on i nbound enf or cenent |Geo-1 ocati on enf or cenent drop 1
77.127.169. 77 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46.117.88.180 |Israel 147.237.72. 166 |aka.i df .il I nval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 249 | srael 147.237.77. 176 [nat pash. i df .i| Inval i d ACK nunber Bad TCP sequence noni t or 1
37. 46. 39. 63 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 200 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1
173. 208. 203. 138|lLhited Sates 147.237.77.74 |lawidf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
77.237.146.28 |Czech Republic  [147.237.77.226 ;":’“"‘Cha”atz' aka idf- o sponse out of state Bl ock HTTP Non Gonpl i ant monitor |1
46. 19. 86. 5 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
188. 120. 148. 178]|l srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1
108.61.122. 72 |lhited Sates 147.237. 76. 198 |e. yohal an.i df .i | Geo- | ocati on i nbound enf or cenent |Geo-1 ocati on enf or cenent drop 1
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Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address ([Ste Action ‘Count
95. 86. 75. 3 I'srael 147.237.72. 166 |aka. i f . i Distributed Whaut hori zed LR Access on Bock |6
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
31.44.138.118 [Israel 147.237.72. 166 |aka. i df .i | Distributed Whaut horized LR Access on B ock 5
wane aka. i df . i | // mai n/ har edi ni webr esour ce. axd
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil tiple Whauthorized URL Access from 188. 165. 15. 196 B ock 4
109. 253. 134. 210|l srael 147.237.77. 243 |nobi le.idf .i | O stributed Suspi ci ous Response Gode B ock 3
207.46.13.112 |lhited Sates |147.237. 77. 216 |dover.idf .il Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 112 B ock 3
: s D stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il W navy. | df i 11/ 994 8613- hel navy. aspx. aspx Bl ock 2
37.142.104.213 |lsrael 147.237.77. 243 |nobi le.i df . i | O stributed Suspi ci ous Response Gode B ock 2
5.20.39.144  |israel 147. 237.72. 166 |aka i df i | Distributed Whaut hori zed LR Access on Bock |2
wane aka. i df . i | // mai n/ rabanut / webr esour ce. axd
80. 246. 133. 12 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
164.138. 115. 34 |Israel 147.237. 72. 166 |aka. i df . Distributed Whaut hori zed LR Access on Bock |2
waw aka. i df . i 1//mai n/ rabanut / webr esour ce. axd
184. 63.28.227 |Lhited Sates |147.237. 77. 216 |[dover.idf.il Mil ti pl e Unaut hori zed URL Access from 184. 63. 28. 227 B ock 2
122.59.80.251 |New Zeal and |147. 237. 72. 166 |aka. i df .i | Distributed Whaut horized LR Access on B ock 2
wane aka. i df . i | // mai n/ rabanut / webr esour ce. axd
DO stributed Whaut hori zed URL Access on
94.159. 231. 247 |l srael 147.237.76.42 |refuah.idf.il wwy refua. atal .idf.il//sip_storage/files/0/2950. pdf &ed=0ch0qf j ab&usg=|B ock 2
af gj cnf r hcwnhkt 5t 7bz2eyz4f vzwd_xsqé&si g2=5gdk3u4dshki cf 3t - 7m 1q
46.117.82.126 |l srael 147.237. 72. 166 |aka. i df . Unknoun Paranet er __W EVBTATEGENERATCR | n None 1
aka.idf.il/nai n/ sachar/hone. aspx
R D stributed Unaut hori zed URL Access on
213.57.210. 198 I srael 147.237.72. 166 |aka. i df .11 wwy aka. i df . i | //nai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdetai |l s Bl ock !
84.109.2.180  |Israel 147.237. 72. 166 |aka. i df . Distributed Whaut horized LR Access on B ock 1
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176.12.137.232 |lsrael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
46.237.207. 196 |Ger many 147.237.0.17 Im”y' kosher-kravi 1 df1 o 1yt r aceabl @ Connection - Unknown Server Gertificate None 1
109. 253. 142. 60 |l srael 147.237.77. 243 |nobi le.idf .i | O stributed Suspi ci ous Response Gode B ock 1
: e Uhaut hori zed URL Access to
207.46.13.112  |United Sates |147. 237. 77. 216 |dover. i df . i1 wa i df . i 1/ engl i sh/ announcenent s/ 2002/ decenber / 25. stm Bock |
89. 138. 219. 188 [l srael 147.237.72. 166 |aka.i of .i Unknown Par ameter __VI EVBTATEGENERATCR i n None 1
wn aka. i df . i |/ nai n/ sachar/ vi ewpni ot . aspx
79.182.195.28 |Israel 147. 237.72. 166 |aka i df i | Wnknown Paraneter __VI EVBTATEGENERATCR i n none 1
aka. i df.il/nai n/sachar/defaul t.aspx
184. 63. 28. 227 Lhited Sates |147. 237. 77. 216 |dover.idf.il XSS - Basic 3 Bl ock 1
66.249.78.173 |Wnited Sates [147. 237. 77. 216 |dover. i df .| Distributed Whauthori zed LRL Access on B ock 1
ww i df . i | //engli sh/ organi zati on/ honef ront / honef ront 1. st m
157.55. 39. 6 Lhited Sates [147. 237. 77. 216 |dover.idf.il Lhaut hori zed URL Access to www i df.il/newsite/french/0108-3.stm B ock 1
109. 64. 126. 122 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
46.117. 156. 83 | srael 147.237.72. 166 |aka.idf .i Uhaut hori zed URL Access to waw aka. i df.il/nai n/drushi nw B ock 1
2.54.17.148 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
84.110. 111. 63 I srael 147.237.72. 166 |aka i df .i Unknown Paranet er __VI ENSTATEGENERATCR in None |1
ww aka. i df . i |/ nai n/ sachar/regi strati onw zard/ r egi st er. aspx
176. 12. 149. 229 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
77.120.137.10 |kraine 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
} . . S Whtraceabl e Gonnection - Protocol violation
54.172. 196. 207 |lLhited Sates |147.237. 72. 166 |aka. i df . il (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
109. 253. 158. 204 |l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207.46.13.114 |lhited Sates [147. 237. 77. 216 |dover.idf .il D stributed Unaut hori zed URL Access on 147.237.77.216// B ock 1
93. 84. 1. 149 Bel ar us 147.237.77.216 |dover.idf.il D stributed Whknown HTTP Request Met hod B ock 1
79.182.195.28 |Israel 147. 237. 72. 166 |aka i of . i | Unknown Paraneter __VI ENSTATEGENERATCR i n None 1
aka. i df.il/nai n/sachar/ paysl i ps. aspx
’ . R S Untraceabl e Gonnection - Protocol violation
188.138. 1. 218 Cer many 147.237.76.39 |nobile.neitav.idf.il (SSL_CONN APPLI CATI ON_DATA EXCHANGE) None 1
} . . Uhaut hori zed URL Access to
157. 55. 39. 41 Lhited Sates |147.237. 77. 216 |dover.idf.il ww i df . i 1 / engl i sh/ announcenent s/ 2002/ nay/ 16. st m Bl ock 1
66.249.78.173 |Lhited Sates |147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ sear ch. asp B ock 1
109. 65.27. 161 |Israel 147. 237. 72. 166 |aka i of . i | Distributed haut horized LR Access on B ock 1
waw aka. i df . i | // nai n/ har edi niwebr esour ce. axd
. . Uhaut hori zed URL Access to
46.120. 219. 209 Israel 147.237.72. 166 |aka. i df .11 wwy aka. i df . i | / nai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdetai | s Bl ock !
201. 243. 190. 160|\enezuel a 147.237.77. 216 |dover.idf.il D stributed Uhknown HTTP Request Met hod B ock 1
84.111.155.191 |Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/hebrew statistics/gens. stm B ock 1
176. 12. 150. 177 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.237.146. 28 gﬁ)ﬂ c 147.237. 77. 226 [ww chanmat z. aka. i df . i | |Unaut hori zed URL Access to / B ock 1
66.249.78.159 |lhited Sates |147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 B ock 1
113. 163. 155. 149\ et nam 147.237.77. 216 |dover.idf.il D stributed Uhknown HTTP Request Met hod B ock 1
. C e Unknown HTTP Request Method COK in URL
93. 171. 243. 83 Lkrai ne 147.237.77. 216 |dover.idf.il wa i df . i |/ 1283- 18521- en/ dover . aspx Bl ock 1
46. 19. 85. 37 I srael 147.237.72. 166 |aka. i df .i | Unknown Paraneter __VI EVBTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ nai | box. aspx
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