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|Top Attackers In IPS|

Attacker Address |Att acker Gountry |Tar get Address |S te |Name |Davi ce Action |Oount |
128.242.249.12 |lLhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 25
193. 43. 246. 250 |l srael 147.237.76.31 |nakchal .idf.il |Cl000004: HTTP: options nethod (M crosoft) B ock 7
193. 43. 245. 250 |l srael 147.237.76. 31 nakchal .idf.il |CL0O00004: HITP. options nethod (M crosoft) B ock 6
87.69. 134. 201 | srael 147.237.72.166 |aka.idf.il CL000004: HTTP:. options nethod (M crosoft) B ock 5
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
109. 67.97. 171 | srael 147.237.76. 31 nakchal .idf.il |CLO0O0004: HITP. options nethod (M crosoft) B ock 2
128. 39. 142. 20 Nor way 147.237.77.216 |dover.idf.il DVRep_B-N 60 _100 B ock 1
85. 226. 63. 243 Sweden 147.237.72.166 |aka.idf.il DVRep_B-N 60_100 B ock 1
79.183.176.248 |lsrael 147.237.72.166 |aka.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
179. 0. 194. 147 147.237.77.216 |dover.idf.il DVRep_B-N 60 100 B ock 1
82.116.120. 3 Ger nany 147.237.72.166 |aka.idf.il DVRep_B-N 60 100 B ock 1
109. 66. 148. 237 |l srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Ger nany 147.237. 8. 50 e.tikshuv.idf.il|DVRep_B-N 60_100 B ock 1
5.22.129.171 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Ger many 147.237.77. 61 e.cogat.idf.il |DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste [Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 18
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
79.176. 62. 252 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 75. 113 Lhited Sates 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sA (2) 2
183. 63. 49. 18 Chi na 147.237. 76. 147 chinuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
27.50. 132. 60 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
183. 63. 49. 18 hi na 147.237.76. 31 nakchal i df . il ET SCAN Potential VNC Scan 5900- 5920 1
183. 63. 49. 18 Chi na 147.237.0.35 akaws. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
219. 153. 15. 122 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
104. 192. 0. 20 147.237.0. 19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
219. 153. 15. 122 Chi na 147.237.0. 35 akaws. i df . il ET SCAN Potential SSH Scan 1
80. 179. 219. 102 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
218.77.79.43 Chi na 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
71. 255. 248. 82 Lhited Sates 147.237.77. 216 dover.idf.il portscan: TCP DO stributed Portscan 1
198. 20. 69. 98 Lhited Sates 147.237.72. 156 aman. i df.il ET DRP Dshi el d B ock Listed Source 1
61. 240. 144. 65 Chi na 147.237.77.19 lawforumidf.il ET SCAN Potential VNC Scan 5800- 5820 1
183. 136. 216. 7 Chi na 147.237. 76. 201 e atal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
183. 63. 49. 18 Chi na 147.237.77. 216 dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
27.50.132. 61 Chi na 147.237.77.179 e nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
183. 63. 49. 18 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
27.50.132. 60 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -f -sS 1
183. 63. 49. 18 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
219. 153. 15. 122 Chi na 147.237. 76. 200 eitan. aka.idf.il ET SCAN Potential SSH Scan 1
183. 63. 49. 18 hi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
219. 153. 15. 122 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
218.77.79. 43 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237. 76. 202 e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
183. 136. 216. 7 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
37.26. 146. 205 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Jte
Country
66.249.78.159 |United Qates |147.237.77. 216 |dover.ich.i1 | 7@ 1d segnent retransmssion. Packet |Streaming Engine: TGP Invalid drop 30
dr opped. Ret r ansni ssi on
17.142.152.110 |lhited Sates |147.237.77.176|natpash.idf.il |Frst packet isn't SN dr op drop 12
109. 253. 138. 224 I srael 147. 237.77. 216 |dover.i df . i | Invalid segnent retransmssion. Packet |Sreaning Engine: T(P Invalid drop 12
dr opped. Ret r ansn ssi on
66.249.78.173 |United Qates |147.237.77. 216 |dover.icf.i1 | "V 1d segnent retransmssion. Packet |Streaming Engine: TGP Invalid drop 10
dr opped. Ret r ansni ssi on
84. 228. 4. 156 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 9
188. 120. 148. 245|l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 9
109. 253. 141. 98 |i srael 147. 237. 77. 216 |dover i df i1 Inval id segnent retransnission. Packet Sreanhng Er_]gi ne: TP Invalid drop
dr opped. Ret r ansni ssi on
109. 253. 157. 45 [Israel 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 8
dr opped. Ret r ansm ssi on
17.142.152.86 |lhited Sates [147.237.77.176|natpash.idf.il |Frst packet isn't SN drop drop 6
66.249.75.58  |United Qates |147.237.77. 216 |dover.icf.i1 | VA 1d segnent retransmssion. Packet |Streaming Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on
17.142.152. 89 Lhited Sates |147.237.77. 176 |natpash.idf.il |Frst packet isn't SN drop drop 6
17.142.152. 81 Lhited Sates |147.237.77.176|natpash.idf.il |FHrst packet isn't SN drop drop 5
5. 102. 254. 234 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 5
109. 253. 140. 185 sr ael 147.237.77. 216 |dover.icf.j1 | VA id segnent retransmssion. Packet |Streaming Engine: TGP Invalid drop 4
dr opped. Ret r ansni ssi on
66.249.75.74  |Wited Sates |147.237.77.216|dover.idf.il Invalid segnent retransmssion. Packet |Sreanng Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on
80.246.141.2  |israel 147. 237.72. 166 |aka.i df .i Invalid segnent retransmssion. Packet |Sreaning Engine: T(P Invalid drop 4
dr opped. Ret r ansni ssi on
5. 102. 254. 29 | srael 147.237. 72. 156 |anan. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 3
17.142.152. 94 Lhited Sates |147.237.77.176|natpash.idf.il |Frst packet isn't SN drop drop 3
46. 19. 85. 246 | srael 147.237.77. 176 [natpash.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 3
31. 186. 228. 30 U_\i ted 147. 237. 77. 216 |dover i df i1 Inval i d segnent retransnission. Packet Sreanimg Er_19i ne: TP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
5. 102. 254. 17 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
188. 165. 15. 196 |France 147.237.77. 216 |dover.idf i1 | v d segnent retransmssion. Packet |Streaming Engine: TGP Invalid drop 2
dr opped. Ret r ansni ssi on
31. 186, 228. 90 u_1i ted 147. 237. 77. 216 |dover i df i1 Inval i d segnent retransmssion. Packet Sreanhng Eljgi ne TP Invalid drop 2
Ki ngdom dr opped. Ret r ansni ssi on
46. 19. 85. 236 | srael 147.237.77. 216 |dover.idf.il I nval id ACK nunber Bad TCP sequence alert 2
95. 234. 123. 65 Italy 147.237.77. 170 |n@arachot . i df .i| |[H rst packet isn't SN drop drop 2
68.180. 228. 117 |United Qates |147.237.77. 216 |dover.ich.i1 | v 1d segnent retransmssion. Packet —|Streaming Engine: TGP Invalid drop 2
dr opped. Ret r ansni ssi on
31. 186, 228. 94 Uji ted 147. 237. 77. 216 |dover i df . i1 Inval i d segnent retransnission. Packet Streanimg Engi ne: TP Invalid drop 2
Ki ngdom dr opped. Ret r ansn ssi on
46. 19. 85. 236 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
37.46.39. 79 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
5. 102. 254. 17 | srael 147.237.0.34 |tikshuv.idf.il |lnvalid ACK nunber Bad TCP sequence noni t or 2
85. 64. 163. 167 |l srael 147.237.77. 243 |nobi l e.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
5.22.129. 230 | srael 147.237.77. 216 |dover.idf.il I nval id ACK nunber Bad TCP sequence alert 1
46. 19. 86. 54 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
188. 138. 17. 205 |Fance 147.237.77.212|e.dover.idf.il |Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 1
84.108. 24. 21 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
62.0.228. 129 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN dr op drop 1
221.10.131. 95 Chi na 147.237.0. 35 akavs. i df.il drop drop 1
46.19. 85. 154 | srael 147.237.77. 216 |dover.idf.il I nval id ACK nunber Bad TCP sequence noni t or 1
141.212.122. 173|lhited Sates |[147.237.76.197|e. hinush.idf.il |Geo-1ocation inbound enfor cenent Geo- | ocati on enf or cenent drop 1
94.159. 212. 217 |lsrael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
5.22.129. 230 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
66.249.81.222 |lhited Sates |147.237.76.31 |nakchal.idf.il |directory traversal overflow Drectory Traversal noni t or 1
46.19. 86. 61 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
84.108. 24. 21 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
141.212.122.202|lhited Sates |147.237.0. 33 idf.il drop drop 1
5. 102. 205. 2 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
46. 19. 86. 185 | srael 147.237.0.19 |nadimatal.idf.i|lnvalid ACK nunber Bad TCP sequence noni t or 1
193. 43. 245. 250 |l srael 147.237.76.31 |nakchal.idf.il |Frst packet isn't SN dr op drop 1
5.102.254.171 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
84.109. 132. 131 |l srael 147.237.77. 170 |n@arachot.idf.il |l nval i d ACK nunber Bad TCP sequence noni t or 1
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46.19.86.203  |Israel 147. 237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 3
waw aka. i df . i | // mai n/rabanut/webresour ce. axd
157. 55. 39. 42 Lhited Sates |147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 42 B ock 3
207.46.13.112 |lhited Sates |147.237.77. 216 |dover.idf.il Ml ti pl e Unhaut hori zed URL Access from 207.46.13. 112 B ock 2
80. 246. 141. 2 | srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
79.179.127. 214 |lsrael 147.237.77.233|atal .idf.il Ml tipl e Whaut hori zed URL Access from 79.179. 127. 214 B ock 2
37.239.132.120 |lrag 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/qgar/ B ock 2
188. 165. 15. 196 |FRance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 2
79.179.127. 214 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 2
) . . - {Uhaut hori zed URL Access to
84. 228. 110. 58 | srael 147.237.0. 19 nadi matal .idf.i madi matal . i df il / shared aj ax/ updat emakat gaunt i ty. aspx B ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
) . . {0 stributed Lhaut hori zed URL Access on
85.64.195.41 |lsrael 147.237.0.19  |madimatal . iof- 1), oy oy ol i . i11// shar ed/ &j ax/ updat enakat gaunt i ty. aspx Bl ock !
66. 249. 69. 48 Lhited Sates |147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1133- 20063- he/ i df gdover . aspx |B ock 1
178. 135. 95. 214 |Lebanon 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/ B ock 1
80. 215. 130. 22 France 147.237.72. 166 |aka i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.177.197. 144 |lsrael 147.237.72. 166 |aka. i df .i | Unknown Par anet er 1427572600384 i n waw aka. i df . i | / mai n/ gi yus/ gener al . aspx |None 1
109. 186. 226. 109|1 sr ael 147.237.72. 166 |aka i df i1 Distributed Lhaut horized LR Access on B ock 1
wwn aka. i df . i | // mai n/rabanut/webresour ce. axd
66. 249. 78. 97 Lhited Sates |147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
87.69.53. 127 | srael 147.237.72. 166 |aka. i df . il Unknown Paraneter q in ww aka.idf.il/nain/giyus/|ogin. aspx None 1
84.109. 165. 110 |l srael 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to wwwu aka.idf.il/https:/ww aka.idf.il/ B ock 1
46.19. 85. 20 I srael 147.237.72. 166 |aka i df i1 Distributed Lhaut horized LR Access on B ock 1
wwn aka. i df . i | // mai n/ rabanut/webresour ce. axd
157.55. 39. 6 Lhited Sates |147.237.77. 216 |dover.idf.il Mil tiple Unauthorized URL Access from 157.55. 39. 6 B ock 1
79.180.165.75 I srael 147, 237.72. 166 |aka.i . Distributed Lhaut horized LR Access on Bl ock 1
wwy aka. i df . il // mai n/rabanut/webresour ce. axd
109. 64. 22. 12 | srael 147.237.72. 166 |aka. i df.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
77.126.51.191 | srael 147.237.72. 166 |[aka. i df . il DO stributed Lhaut hori zed UR. Access on waw aka. idf.il//https:/ww aka.idf.il/ |B ock 1
66. 249. 75. 58 Lhited Sates |147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/jenin/sitelenglish/ nain B ock 1
. . Unaut hori zed URL Access to
85.65.230. 218 I srael 147.237.72. 166 |aka. i df . ww aka. i df . i |/ mai n/ gi yus/ aut henti cati onservi ce. asnx/ get user detai | s B ock !
178. 255. 215. 87 |Fance 147.237.72. 166 |aka. i df.il Lhaut hori zed URL Access to ww aka.idf.il/eitan B ock 1
79.177.197. 144 |lsrael 147.237.72. 166 |aka. i df . il Unknown Par anet er 1427572614120 i n waw. aka. i df . i |/ mai n/ gi yus/ None 1
109. 253. 138. 236l srael 147.237.77. 243 |nobil e.idf . il Lhaut hori zed UR_ Access to nobile.idf.il/sip storage/fil es/8/ B ock 1
66.249. 78.159 |lhited Sates |147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawn idf.il/atal 1/izkor/ search. asp B ock 1
89. 139. 187. 101 |Israel 147. 237. 72. 166 |aka. i df i Distributed thaut horized URL Access on Bl ock 1
wwy aka. i df . il // mai n/rabanut/webresour ce. axd
84. 228, 4. 156 | s a6l 147 237. 72. 166 |aka. i df i1 Unknown .Par e}net er ct I 00%ct | 00$cphMai n$TochenP acetbl der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46. 19. 86. 61 | srael 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133- he/ at al . aspx B ock 1
207.46.13.112 |lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1208-2. stm B ock 1
157.55. 39. 6 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waww i df.il/newsite/english/0613-1.stm B ock 1
79.181. 168. 192 |Israel 147. 237. 72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 1
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
109, 64. 185. 236 |1 srael 147 237. 72. 166 laka. i df i1 Lhknovm_Pargmet er ct100sct | 00$cphl\/hi n$cphSachar $naamadSachi rG oup in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
79.176.65.200 |lsrael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 75. 74 Lhited Sates |147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwidf.il/1133 B ock 1
85.250,97. 146 I srael 147, 237.72. 166 |aka.i . Unknown Paranet er __VI EASTATEGENERATCR i n None 1
wwy aka. i df . i1/ nai n/ gi yus/ def aul t. aspx
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
82.224.25.159 |Fance 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 253. 144. 113|l srael 147.237.77. 243 |nobil e.idf . il DO stributed Lhaut hori zed URL Access on nobile.idf.il//sip storage/files/ 8/ B ock 1
95. 86. 85. 9 | srael 147.237.72. 166 |aka i df . il Lhaut hori zed URL Access to wwn aka. idf.il/sip storage/files/ U B ock 1
66.249.78.173 |lhited Sates |147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to v i df.il/newsite/english/122403-3.stm B ock 1
84.228. 4. 156 lsrael 147 237. 72. 166 |aka i df i1 Unknown _Par qr‘ret er ct|_00$ct| 00$cphMai n$TochenPl acetol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . D stributed Uhauthori zed URL Access on
213.151. 32. 163 |l srael 147.237.72. 166 |aka.i df.il v aka. i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 1
79.182. 100. 236 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 65. 18. 244 i srael 147. 237. 72. 166 |aka. i df . Unknown Paranet er Scri pt Minager 1 H ddenF el d in None 1
wan aka. i df . i |/ mai n/ kapat z/ ci ti zencont act . aspx
79.177.163. 191 |lsrael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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