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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry \Tar get Address |S te |Name |Davi ce Action |Oount |
184.173.183.172 |Lhited Sates 147.237.77.176 |matpash.idf.il |DVRep_P- N 40-59 Per ni t 186
128. 242. 249. 12 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per ni t 28
212.34.12.173 Jordan 147.237.77.216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
46.117. 31. 40 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
46.120. 115. 157 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1

149. 78.179. 123 Lhited Sates 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
72.186. 5. 22 Lhited Sates 147.237.77.216 |dover.idf.il 7120: TCQP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 1
84.111. 227. 100 | srael 147.237.72.166 |aka.idf.il C1000004: HITP: options nethod (M crosoft) B ock 1

93. 120. 27. 62 Ronani a 147.237.77. 61 e.cogat.idf.il |DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
79. 181. 225. 246 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
61. 240. 144. 66 Chi na 147.237. 76. 34 yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.22.130. 144 | srael 147.237.72. 156 anan.idf.il ET SCAN Possible S Brute Force attack or Ste Gaw 1
218.77.79.43 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
212.147.56. 190 S tzerl and 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
81.200.91. 2 Russi an Federation 147.237.77.170 naarachot . i df . il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 64 Chi na 147.237. 76. 44 e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213. 60. 51. 127 Spai n 147.237.77. 233 atal.idf.il ET DOS SSL Bonb DoS Att enpt 1
212. 147. 56. 190 Sn t zerl and 147.237.76. 34 yohal an. i df .il ET SCAN NVAP -sS w ndow 3072 1
103. 41. 124. 60 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
81.200.91. 2 Russi an Federation 147.237.77.170 naar achot . i df .il ET SCAN NVAP -sS w ndow 4096 1
81.200.91. 2 Russi an Federation 147.237.77.170 naarachot . i df . il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry

‘Tar get Address ([Ste

197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2787

197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2061

197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il drop dr op 1502

5.22.130.144  |israel 147.237.72. 156 |anan. i of .1 SWNretransmt wth different Bad TCP sequence monitor |31
w ndow scal e

66.249.81.215 |lited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP I nval i d drop 30
Packet dropped. Ret r ansni ssi on

109. 253. 157. 54 |Israel 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Engi ne: TGP I nval i d drop 30
Packet dropped. Ret r ansn ssi on

5.22.130. 144 | srael 147.237. 72. 156 |anan.i df .i | FHrst packet isn't SN drop drop 21

109. 253. 142. 111 |l srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 18
Packet dropped. Ret r ansni ssi on

109. 253. 142, 188|I srael 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 18
Packet dropped. Ret r ansn ssi on

176.12. 150. 236 | srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 18
Packet dropped. Ret r ansni ssi on

109. 253. 145, 110|I srael 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 12
Packet dropped. Ret r ansn ssi on

109. 253. 157. 178|l srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 12
Packet dropped. Ret r ansni ssi on

62.210. 141, 227 |Fance 147.237.77. 216 |dover.idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 8

109. 253. 141. 37 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segent retransmssion. Streaning Engi ne: TCP Inval i d drop 8
Packet dropped. Ret r ansni ssi on

109. 253. 156. 43 | srael 147. 237. 77. 216 |dover. i of . i | Inval i d segrent retransmssi on. Sreaning Engi ne: TP Invalid drop 8
Packet dropped. Ret r ansni ssi on

66.249.78.159 |Wnited Sates 147.237.77. 216 |dover. i df . i1 Invalid segnent retransmssion. Streaning Engi ne: TP Invalid drop 8
Packet dropped. Ret r ansni ssi on

109. 253. 143. 216 I srael 147.237.77. 216 [dover.icf i1 |."Va 1 d segment retransni ssi on, Sreaning Engine: T Ivalid g o 6
Packet dropped. Ret r ansn ssi on

176.12.145.57 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 6
Packet dropped. Ret r ansni ssi on

109. 253. 136. 76 |Israel 147.237.77. 216 |dover.icf i1 |."Va 1 d segment retransni ssi on, Sreaning Engine: T Ivalid g o 6
Packet dropped. Ret r ansn ssi on

66.249.78.173 |lnited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 6
Packet dropped. Ret r ansni ssi on

66.249.75.58  [Lnited Sates 147.237.77. 216 |dover idf i1 [LVe1d segnent retransnission. Sreaming Engine: TG Imvalid o o 6
Packet dropped. Ret r ansn ssi on

176.12.136.3  |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segent retransmssion. Streaning Engi ne: TQP Inval i d drop 6
Packet dropped. Ret r ansni ssi on

176.12.143.5  [Israel 147.237.77. 216 |dover idf. i [LVe1d segnent retransnission. Sreaming Engine: TG Imvalid o o 6
Packet dropped. Ret r ansn ssi on

5.22.130.144  |israel 147. 237. 72. 156 |anen. i of .1 S retransmt with different Bad TCP sequence alert 5
w ndow scal e

188. 120. 148. 130! srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 4

5.102.254. 171 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4

176.12. 147. 111 |israel 147.237.72. 166 |aka. i f . Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 4
Packet dropped. Ret r ansn ssi on

85. 130. 249. 92 | srael 147.237.72. 166 |aka.idf.il FHrst packet isn't SN drop drop 4

46. 19. 86. 172 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 4

197.9.134.90  |Tunisia 147. 237. 77. 216 |dover . i of . i ﬁg;”ym’us DoSer Denial of Service |\u oorver Enforcenent Violation |reject 4

94. 230. 86. 165 | srael 147.237. 72. 167 |i shuri maka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 3

197.41. 76. 84 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3

84.109. 109. 110 |lsrael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 3

188. 161. 186. 120 glcisgi'géa” Territory, 1147, 237. 77. 216 |dover. i of . i1 First packet isn't SN drop drop 3

37. 46. 39. 63 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 3

46.117.108. 18 |Israel 147.237.77. 170 |naar achot . i df . i | SYN retransmt wth different Bad TCP sequence noni t or 3
wi ndow scal e

5. 102. 254. 104 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

66.249.78.166 |lnited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

46.116.175.2 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 2

37.46. 39. 133 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

197.9. 134. 90 Tuni si a 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2

46. 19. 85. 239 | srael 147.237.72. 166 |aka.i df .il I nval i d ACK nunber Bad TCP sequence noni t or 2

46.116. 207. 216 |l srael 147.237.72. 166 |aka.idf .il FHrst packet isn't SN drop drop 2

84.109. 109. 110 |Israel 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence aert 2

79.178.189. 166 |l srael 147.237.72. 156 |anan. i df . il SYN retransmt wth different Bad TCP sequence noni t or 2
wi ndow scal e

46. 19. 86. 100 | srael 147.237.72. 166 |aka.i df .il I nval i d ACK nunber Bad TCP sequence noni t or 2

94. 230. 86. 212 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 2

79.183.160. 172 |lsrael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2

66.249.75.74  |wited Sates 147. 237. 77. 216 |dover. i of . i | Inval i d segrent retransmssi on. Streaning Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

66.249.81.218 |Wnited Sates 147.237.77. 216 |dover. i df .| nvalid segnent retransmssion. Sreanng Engine: TP Invalid g ) 2
Packet dropped. Ret r ansni ssi on
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Ste Acti on ‘Count
197.9.134. 90 Tuni si a 147.237.77. 216 |dover.idf.il Post Request - Mssing Gontent Type from 197.9. 134. 90 Bl ock 41
197.9.134. 90 Tuni si a 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 38
85. 250. 5. 204 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 7
93.172.37.215 |Israel 147.237.76. 42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from93.172. 37. 215 Bl ock 4
94. 23. 30. 222 France 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 3
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 3
93.172.113. 135 |l srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 2
R O stributed Unaut hori zed URL Access on
2.54.185.191 I srael 147.237.72. 166 |aka. i df . ww aka. i df .i1//sites/resources/chi nuch/ styl es/i nport/bott onmavi gat on. asp B ock 2
s D stributed Lhaut hori zed URL Access on
87.69.218.55 | srael 147.237.72. 166 |aka. i df .1 wan aka. i df . i 1//sites/resources/chi nuch/ styl es/i nport/bottonmavi gat on. asp B ock 2
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Uhauthorized URL Access from 157.55. 39. 42 Bl ock 2
s D stributed Lhaut hori zed URL Access on
84.109. 109. 110 (I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 1518- he/ r ef uah. aspx Bl ock 2
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 112 B ock 2
197.9.134. 90 Tuni si a 147.237.77. 216 |dover.idf.il Post Request - Mssing Gontent Type Bl ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx Bl ock 2
R D stributed Lhaut hori zed URL Access on
213. 151. 32. 163 |l srael 147.237.72. 166 |aka. i df . il e aka i dff i 1// mai 0/ r abanut / webr esour ce. axd Bl ock 2
84.108. 213.13 |[Israel 147.237.76.31 |nakchal .idf.il |Uhauthorized URL Access to nakhal .idf.il/page. asp Bl ock 1
185. 32. 178. 136 |I srael 147.237.72. 166 |aka.i df .i Distributed Lhauthorized LR Access on B ock 1
ww aka. i df . il// mai n/ har edi i webr esour ce. axd
77.127.18.236 |lsrael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/navy/ htm/ profs. asp Bl ock 1
. . Unknown Parareter _ VI EANSTATEGENERATCR i n
109. 64. 98. 122 |l srael 147.237.72. 166 |aka. i df . il www aka, i df . i 1/ nai 1/ sachar / r egi strat i onw zar d st ep3. aspx None 1
46.19. 85. 228 | srael 147.237.72. 166 |[aka. i df .i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
79.177.197. 144 |I srael 147.237.72. 166 |aka.i df .1 Wnknown Par anet er 1427567029763 in None 1
wwn aka. i df . i |/ nai n/ gi yus/ ki osk/ ki osk. aspx
188. 165. 15. 196 |F ance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0223-2.stm B ock 1
68. 180. 228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tiple Whaut hori zed URL Access from 68. 180. 228. 117 Bl ock 1
93.173.189. 44 |l srael 147.237. 72. 156 |anan.i df .i | Uhaut hori zed URL Access to waw anan.idf.il/https:/ww aman.idf.il/ Bl ock 1
5.9.9.4 Ger many 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 16 Bl ock 1
185. 32.179. 8 | srael 147.237.72. 166 |aka.idf.il Lhknown Paraneter q in ww aka.idf.il/nain/giyus/login. aspx None 1
R Unhaut hori zed URL Access to
79.177.132. 126 |l srael 147.237.72. 166 |aka. i df .1 vy aka. i df . i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get userdetai | s B ock !
46.117.108. 18 |lIsrael 147.237. 77. 170 |naar achot . i df . i ||CVE- 2011- 3192: Apache_ht t pd_Renot e_Deni al _of _Servi ce_ME Bl ock 1
144. 76. 201. 69 |Cer nany 147.237. 77. 170 [naar achot . i df . i I|Uhaut hori zed URL Access to naarachot.idf.il/tenpl at es/ Bl ock 1
s D stributed Lhaut hori zed URL Access on
89. 139. 188. 247 |l srael 147.237.72. 166 |aka. i df . il v aka. i df i 1// i n/ r abanut / webr esour ce. axd B ock 1
79.177.197. 144 |I srael 147.237.72. 166 |aka.i df .i Wnknown Paranet er 1427567048759 in None 1
waw aka. i df . i |/ mai n/ hone/ def aul t. aspx
. e URL is Above Root Drectory
192. 99. 12. 99 Canada 147.237.0.34 |tikshuv.idf.il whw ti kshuv. i of .i 1/ . / shar ed/ user cont rol s/ header upper / Bl ock 1
: s Unaut hori zed URL Access to
68. 180. 228. 117 |Uhited Sates 147.237.77. 216 |dover . i df .11 waw i df . i | /english/announcenent s/ 2002/ mar ch/ 13. st m Bl ock !
176.12. 146. 157 |l srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
5.9.9.4 Ger many 147.237.72. 166 |aka.i df .i | Lhknown Paraneter anp; catld in ww aka.idf.il/rights/asp/info.asp None 1
84.109.192.43 [Israel 147.237.72. 166 |aka.i df . Distributed Lhauthorized LR Access on B ock 1
ww aka. i df . il// mai n/ har edi i webr esour ce. axd
188. 165. 15. 176 |Fance 147.237.76. 42 |refuah.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 176 Bl ock 1
79.177.197. 144 |l srael 147.237.72. 166 |aka.idf.il Unknown Par amet er 1427566945689 i n waw. aka. i df.il/main/ gi yus/ None 1
46.117. 245. 151 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response GCode Qust om Tenpor ary Bl ock 1
149. 78. 86. 82 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/https:/wwidf.il/ Bl ock 1
79.178. 189. 166 |l srael 147.237. 72. 156 |anan.i df .i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
176.12.147. 111 |l srael 147.237.72. 166 |aka. i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
70.167. 8. 42 Lhited Sates 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to ww aka.idf.il/nilui mienpl ates/inner.asp Bl ock 1
95.7.183.235 |Turkey 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waww i df.il/navy/ Bl ock 1
5. 255, 253, 124 |FUSSian 147.237.77. 216 |dover.idf.il  |Distributed Suspicious Response Code B ock 1
Federati on
213.57.32.205 [Israel 147, 237.72. 166 |aka.i f .i Unknown Par amet er _W EVETATEGENERATCR i n None 1
aka. i df.i|/nai n/ sachar/ hone. aspx
188. 165. 15. 176 |FH ance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9738- he/ r ef uah. aspx B ock 1
79.177.197. 144 |I srael 147.237.72. 166 |aka.i df .i Wnknown Par anet er 1427567006570 in None 1
wn aka. i df . i |/ mai n/ gi yus/ ki osk/ ki osk. aspx
62.210. 141. 227 |Fance 147.237.77. 216 |dover.idf.il Adm n Bl ocki ng Bl ock 1
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