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|Top Attackers In IPS|

At t acker

’Attacker Qount ry

Target Address

Ste

79.182.187.217 |l srael 147.237. 77. 170 [naar achot . i df . i ||CLO00004: HITP. options nethod (M crosoft) Bl ock

84.153. 66. 198 |Ger many 147.237.77. 176 |nat pash. i df . i1 Zrligmﬁ Segnent Qverlap Wth Dfferent Data, e.g. H ock

77.127.132.2  |israel 147, 237.77. 216 |dover. i df. i1 |20 TCP Segnent Qerlap Wth Dfferent Data, e.g. Bl ock
Fagrout e

31. 223, 188. 113 Palest_| nian Territory, 147. 237. 77. 216 |dover i df .1 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g. B ock
Qccupi ed Fragroute

84.153. 66. 198 |Ger many 147. 237.77. 216 |dover . of . | Eligrolf Segrent Qerlap Wth Different Data, e.g B ock

77.125.87. 37 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock
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|Top Attackers In |D|

Attacker Address |Attacker Country|Target Address |Ste | Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 6
5.22.130. 149 | srael 147.237. 72. 167 |i shuri maka.idf . il ET SCAN Possi ble SS_ Brute Force attack or Ste Gaw 3
80. 246. 133. 80 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
194. 114. 146. 2271 sr ael 147. 237. 72. 167 |i shuri maka.i df i1 ZE:R;/E;APAO—E Apache nmod_ssl non-SSL connection to SSL port denial of service 2
80. 246. 133. 237 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
77.125.223.164 |lsrael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
43.255.191. 170 [Japan 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |Chi na 147.237. 77. 227 |e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.8.46 |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
218.50. 2. 105 Ok‘f)re& RepUbliC 1147 237.77. 233 |atal i df il ET SOAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
41.231.53. 25 Tuni si a 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
218.50.2.105 (N> FPDIIC 147 537 0,16 |ny-kosher-kravi i il [ET SO Potential SH Scan 1
61. 240. 144. 65 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df .i | ET DROP Dshi el d Bl ock Listed Source 1
41.231.53. 25 Tuni si a 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
61.240. 144. 65 |Chi na 147.237.8.46 |e.chinuch.idf.il ET SCAN Potential SSH Scan 1
41.231.53. 25 Tuni si a 147.237.0. 35 akaws. i df.i | ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
131. 104. 106. 84 |Canada 147.237. 8. 27 e.nadimatal .idf.il ET SCAN NMVAP -sS wi ndow 3072 1
43.255.191. 170 |Japan 147.237.77. 234 |hal ag.i df .i| ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.77. 179 |e.nazi .idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 234 |hal ag.idf .il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.72. 14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77.179|e.nazi .idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
218.50. 2. 105 g’rea’ Republic 147 237.76. 201 |e. atal i of il ET SOM Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 176 |test. ncore.idf.il ET SCAN Potential SSH Scan 1
41.231.53. 25 Tuni si a 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
211.138. 34. 58 Chi na 147.237.76. 197 |e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 |Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il portscan: TCP Distributed Portscan 1
41.231.53. 25 Tuni si a 147.237.0.200 |[mdu.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 1
41. 231. 53. 25 Tuni si a 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
111.203.22.56 |Chi na 147.237.8.45 |e.eitan.idf.il ET SCAN NVAP -sS w ndow 4096 1
43.255.191. 170 |Japan 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 |Japan 147.237.76. 42 |refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il drop drop 2843
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2473
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2270
o S Dat a recei ved before SYN AXK was Sreamng Engi ne: TGP SYN
197.7.161.8 Tuni si a 147. 237.77. 216 |dover.i of .i | acknow edged. Sripping al| packet data. Nodk f1 ed Fet ansmi ssi on drop 441
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 150
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 146
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 105
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 26
5.22.130. 149 | srael 147.237.72. 167 |i shurimaka.idf.i|[SYNretransmt wth different w ndow scal e Bad TCP sequence noni t or 23
66.249.78.173 |Uwited Sates |147.237.77. 216 |dover.idf.il nvalid segnent retransmssion. Packet Streamng Engine: TP Invalid drop 18
dr opped. Ret r ansnii ssi on
176.12. 144. 167 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet Streamng Engi ne: TP Inval id drop 12
dr opped. Ret r ansnii Ssi on
176. 12. 136. 215 |Israel 147.237.77. 216 |dover. i df . i1 Invalid segnent retransmission. Packet Sreaning Engi ne: TP Invalid drop 12
dr opped. Ret r ansnii ssi on
5.22.130. 149 | srael 147.237.72. 167 |i shurimaka.idf.i|H rst packet isn't SN dr op drop 12
176.12.140. 174 |Israel 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Packet Sreamng Engi ne: TP Invalid drop 12
dr opped. Ret r ansnii ssi on
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Anonynous DoSer Denial of Service Tool Wb Server Enforcenent Mol ation |reject 12
66.102.6.202  |Uited Sates |147.237.77. 216 |dover. i df i Invalid segnent retransmssion. Packet Sreamng Engine: TP Invalid 1, 10
dr opped. Ret r ansni ssi on
176. 12. 140. 234 |Israel 147.237.77. 216 |dover. i of .i | Invalid segnent retransmssion. Packet Streamng Engi ne: TP Invalid drop 8
dr opped. Ret r ansni ssi on
217.132.108. 246|l srael 147.237.72. 166 |aka.idf .il FHrst packet isn't SN drop drop 7
188. 120. 148. 135]|I srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 7
66.102.6.194  |wited Sates |147.237.77. 216 [dover.idf.il nvalid segnent retransmssion. Packet Sreamng Engine: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
Lhi ted . . -
31. 186. 228. 68 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 6
Lhited R -
31. 186. 228. 64 Ki ngdom 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 6
176.12.151. 191 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet Streaning Engine: TCP I nval i d drop 6
dr opped. Ret r ansnii ssi on
Lhited R -
31. 186. 228. 31 Ki ngdom 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 6
31. 186. 228. 27 Uni ted 147.237.77.74 |lawidf.il Hrst ket isn't SN dro dro 6
) ) ) Ki ngdom ) T ) pac P P
66.249.78.159 |wited Sates |147.237.77. 216 [dover.idf.il nvalid segnent retransmssion. Packet Sreamng Engi ne: TP Invalid drop 6
dr opped. Ret ransnii ssi on
Lhited . . -
31. 186. 228. 67 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 6
109. 253. 129, 154I srael 147. 237. 77. 216 |dover. i df .i | nvalid segnent retransmssion. Packet Sreamng Engi ne: TP Invalid drop 6
dr opped. Ret r ansnii ssi on
Lhited . . -
31. 186. 228. 57 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 6
Lhited R -
31. 186. 228. 92 Ki ngdom 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 5
5.22.130. 149 | srael 147.237. 72. 167 |i shurimaka.idf.i |[SYNretransmt with different w ndow scal e Bad TCP sequence alert 5
31.210. 186. 139 |Israel 147.237. 72. 167 |i shuri maka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 5
5.102.254.171 |lsrael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 4
Lhited R -
31. 186. 228. 94 Ki ngdom 147.237.77.74 |lawidf.il First packet isn't SN drop drop 4
132. 66. 231. 57 | srael 147.237.77. 170 [n@arachot . i df.i| |SYNretransmt wth different w ndow scal e Bad TCP sequence noni t or 4
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Net wor k quot a was exceeded Network Quota Mol ation noni t or 4
31.186. 228. 58 u.“ ted 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 4
Ki ngdom
46.19.85.134  |israel 147.237.77. 243 |mubile.icf. i1 | V@ 1d segnent retransmssion. Packet Streamng Engi ne: TP Invalid drop 4
dr opped. Ret r ansnii ssi on
89. 138. 200. 219 |Israel 147.237.77. 243 |nwbi L e i of i1 | V@i d segment retransmssion. Packet Streamng Engine: TP Invalid | 4
dr opped. Ret r ansnii Ssi on
Lhi ted s -
31.186. 228. 30 Ki ngdom 147.237.77.74 |(lawidf.il Frst packet isn't SN drop drop 4
Lhited R -
31.186. 228. 95 ) 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 4
Ki ngdom
31. 186. 228. 86 Wi ted 147.237.77.74 |(lawidf.il FHrst ket isn't SYN droj drof 4
) ) ) Ki ngdom ) T ) pac P P
Lhited R -
31.186. 228. 59 ) 147.237.77.74 |lawidf.il Frst packet isn't SN drop drop 4
Ki ngdom
197.7.161. 8 Tuni sia 147. 237. 77. 216 |dover. i df .| Wexpected post SYN packet - RST or SN, ) drop 4
expect ed
37.247. 36. 83 Net herl ands  |147.237. 76. 197 |e. hinush.idf.il |Geo-1ocation i nbound enf or cenent Qeo-| ocati on enf or cenent drop 4
46.19. 85. 105 | srael 147.237.77. 243 |nobi le.idf . i | Inval id ACK nunber Bad TCP sequence noni t or 4
Lhi ted s .
31. 186. 228. 23 Ki ngdom 147.237.77.74 |lawidf.il First packet isn't SN drop drop 4
Lhi ted s -
31.186. 228. 61 ) 147.237.77.74 |lawidf.il First packet isn't SN drop drop 4
Ki ngdom
Lhi ted s .
31. 186. 228. 93 Ki ngdom 147.237.77.74 |lawidf.il First packet isn't SN drop drop 4
Lhi ted s -
31.186. 228. 62 147.237.77.74 |lawidf.il First packet isn't SN drop drop 3

Ki ngdom
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Jte ) Count
Country Action
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 205
46.19. 86. 164 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 130
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 4
Unaut hori zed URL Access to
2.54.55. 58 | srael 147.237.72. 166 |aka. i df .i | v aka. i df . i1/sites/resources/ chinuch/ styl es/inport/bottonmavi gat on. a [Bl ock 4
Sp
207.46. 13. 16 Lhited Sates |[147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 16 B ock 3
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Miltiple Malforned URL from197.7.161.8 B ock 3
. . S Mil tiple Uhtraceabl e SSL Sessi ons from 194. 114. 146. 227 (Pr ot ocol
194. 114. 146. 227l srael 147.237.72. 167 |i shuri maka. i df . il violation (SSL_QOW QLI ENT HELLO) None 2
79.180. 111. 203 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
R O stributed Whaut hori zed URL Access on
79.183.37.122 |lsrael 147.237.77. 233 |ata .idf.il 147. 237. 77. 233/ 1134- he/ at al . aspx B ock 2
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 207.46.13. 112 B ock 2
87.69. 1. 249 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
85.65.13.226 I srael 147, 237.72. 166 |aka. i o . i | Unknown Paranet er __VI EASTATECENERATCR i n None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
77.126.40.235 |Israel 147. 237.72. 166 |aka. i df .1 Unknown Par anet er __VI BASTATEGENERATCR i n None 1
aka.idf.il/nai n/ sachar/ hone. aspx
176.12.150.62  |Israel 147, 237.72. 166 |aka. i o . i | Distributed haut horized LR Access on Bock |1
wwy aka. i df . il // mai n/rabanut/webresour ce. axd
’ s Unaut hori zed URL Access to
54. 145. 180. 58 Lhited Sates 147.237.77. 216 |dover.idf .il waw i of i 1/ engl i sV or gani zat i onY i af / present 2. stm B ock 1
93.172.153. 6 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
31.13.110. 122 Irel and 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
] .. . |SSL Untraceabl e Gonnection - Protocol violation
198. 20. 69. 74 Lhited Sates 147.237.0.16 |ny-kosher-kravi.idf.il (SSL_CONN_APPLI CATI ON DATA EXCHANGE) None 1
66.249.78.109 |lLhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 78. 109 B ock 1
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9773- he/ r ef uah. aspx |B ock 1
37.26.147.227 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
132. 66. 231. 57 | srael 147.237.77. 170 |naarachot . i df . i | CVE- 2011- 3192: Apache httpd Renote Deni al of Service ME B ock 1
Unknown Par arret er
85. 65. 228. 31 | srael 147.237.72. 166 |aka.i df . il ct | 00$ct | 00$cphMai n$TochenP acetHbl der $bt nAt udaBack i n None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
77.127.126. 143 |israel 147. 237. 72. 166 |aka i df .i Unknown Par amet er __VI ENETATEGENERATCR i n None 1
aka. i df.il/nai n/sachar/defaul t.aspx
176.12.151.63 |Israel 147.237.72. 166 |aka.i df .i Distributed Lhauthorized URL Access on B ock 1
wwy aka. i df . i | // mai n/ rabanut/webr esour ce. axd
62.212. 82. 33 Net her | ands 147.237.77. 216 |dover.idf.il Enai|l collector robots 14 B ock 1
31.23.6.114 Russi an 147. 237. 77. 216 |dover . i df . D stributed Suspicious Response Qode B ock 1
Federati on
95.58.129. 135 |Kazakstan 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
198. 20. 69. 74 Lhited Sates |[147.237.0.16 |ny-kosher-kravi.idf.il |Uhaut hori zed UR. Access to 147.237.0. 16/ B ock 1
79.182.171. 45 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
’ s Unhaut hori zed URL Access to
66. 249. 78. 109 Lhited Sates 147.237.77. 216 |dover.idf .il 147. 237. 77. 216/ 1133- 15693- he/ dover . aspx B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 1
38.107.189. 136 |lhited Sates 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
145. 255. 161. 143|Kazakst an 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
85.250.24.38  |Israel 147. 237.72. 166 |aka. i df . Distributed Lhaut horized LR Access on B ock 1
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
2.52.38.180 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wanw idf.il/hebrew statistics/gens.stm B ock 1
197.7.161.8 Tuni si a 147.237.77. 216 |dover.idf.il Mal forned URL are B ock 1
77.127.126. 143 |israel 147. 237. 72. 166 |aka i df .i Unknown Par amet er __VI EWETATEGENERATCR i n None 1
aka. i df.il/mai n/ sachar/f or got passwor d. aspx
176.12.151. 235 |Israel 147.237.72. 166 |aka.i df . Distributed Lhauthorized UL Access on B ock 1
wwy aka. i df . i | // mai n/ rabanut/webr esour ce. axd
62.212.82. 33 Net her | ands 147.237.77. 216 |dover.idf.il el | Hoardi ng B ock 1
31.129.117.199 |kraine 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
95. 86. 81. 88 I'sr ael 147.237.72. 166 |aka.i df . Distributed Lhaut horized LR Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
68.180.228. 117 |lhited Sates |147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 1
190. 232. 28. 2 Peru 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ hebrew docunents. asp |B ock 1
46.19. 86. 116 | srael 147.237.77. 243 |nobil e.idf .il Lhaut hori zed URL Access to nobile.idf.il/authentication B ock 1
85. 250. 87.207 |l srael 147.237.72. 166 |aka.i df . i Unknown Par amet er __VI EABTATEGENERATCR i n None 1
v aka. i df . i |/ mai n/ sachar/ t f asi m aspx
77.237.138.51 |Czech Republic |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock 1
178.120. 153. 132|Bel arus 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
66.249. 64. 141 |lhited Sates 147.237.77. 233 |atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 994- 7237-he/ at al . aspx |B ock 1
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