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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S te |Name | Devi ce Action |Oount |
77.125.87. 160 | srael 147.237.72.166 |aka.idf.il DVRep_P- N 40- 59 Per ni t 155
184.173.183. 172 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per ni t 140
189. 104. 28. 75 Bazil 147.237.77.216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 6
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
109. 67. 104. 28 | srael 147.237.72.166 |aka.idf.il C1l000004: HTTP: options nethod (M crosoft) B ock 1
149.78. 1. 188 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
79.179. 22. 18 | srael 147.237.72.166 |aka idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 1
46. 19. 86. 20 | srael 147.237.72.166 |aka. idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Ger nany 147.237.8. 14 e.orchot.idf.il |DVRep B-N 60 100 B ock 1
46.19. 86. 255 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Ger nany 147.237.76.176 |test.ncore.idf.il|[DVRep_B-N 60 100 B ock 1




03-28-2015-18:03:00 to 03-28-2015-19:03:00

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name |count |
82. 80. 25. 221 | srael 147.237.77.216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
85. 250. 202. 142 | srael 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 6
87.69. 64. 66 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46. 120. 146. 147 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
193. 107.17. 72 Russi an Federation 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
115. 231. 218. 147 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
107.167.181. 107 Lhited Sates 147.237.77.170 naarachot . i df.il ET SCAN NVAP -sS w ndow 3072 1
37.26. 147. 161 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
5. 196. 248. 85 CGer many 147.237.0. 17 mny- kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
178.19. 107. 114 Pol and 147.237.72. 156 anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
107.167.181. 107 Lhited Sates 147.237.77.170 naar achot . i df .i | ET SCAN NVAP -sS w ndow 4096 1
89. 139. 62. 22 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
5. 196. 248. 85 Cer many 147.237.0. 35 akavs. i df.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Sl te ‘ Message
66.249.73.201 |wited Sates 147.237.77. 216 |dover. i of .1 |!V@1d segnent retransnissi on. Streaning Engi ne: TGP Inval i d drop 46
Packet dropped. Ret r ansn ssi on
109. 253. 146. 41 |Israel 147.237.77. 216 |dover. i of .1 |V 1d segnent retransmssion. Streaning Bngi ne: TCP Inval i d drop 36
Packet dropped. Ret r ansni ssi on
66.249.73.193 |lited Sates 147.237.77. 216 |dover. i of .1 | V@1 d segnent retransnissi on. Streaning Engi ne: TGP Inval i d drop 32
Packet dropped. Ret r ansn ssi on
173.192. 238. 44 |lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 22
66.249.73.185 |Wnited Sates 147.237.77. 216 |dover.iof .1 |V 1d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 22
Packet dropped. Ret r ansni ssi on
188. 161. 245. 194 glcis;ilgéan Tertitory, 1147 237.77. 176 |mat pash.i of .i1|First packet isn't SN drop dr op 14
31.176.173.100 |Bosnia and Herzegovi na |147. 237. 7. 216 |dover. i df i1 |/ V@1 d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
31.186.228.96 |Wnited K ngdom 147.237.72. 166 |[aka. i df .i | Frst packet isn't SN drop drop 12
31.186.228.58 |Uhited Ki ngdom 147.237.72. 166 |aka. i df .i | First packet isn't SN drop dr op 12
192.198. 151. 44 |Eur ope 147.237.77. 216 |dover.idf .1 |V 1d segnent retransmssion. Streaning Bngi ne: TCP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
31.186.228.88 |United Ki ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 10
31.186.228.64 |United K ngdom 147.237.72. 166 |[aka. i df . il Frst packet isn't SN drop drop 10
31.186.228.61 |Uhited Ki ngdom 147.237.72. 166 |aka. i df .i | First packet isn't SN drop dr op 9
192.198. 151. 36 |Eur ope 147. 237, 77. 216 |dover. i f i1 |/V&1d segnent retransmssi on. Streamng Engi ne: TP Invalid drop 8
Packet dropped. Ret r ansni ssi on
199.30.24.13  |lited Sates 147.237.77. 216 |dover. i of .1 |!V@1d segnent retransnission. Streaning Engi ne: TGP Invalid drop 8
Packet dropped. Ret r ansn ssi on
31.186.228.68 |United Ki ngdom 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 8
5. 102. 254. 246 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 8
216. 223. 27. 54 Lhited Sates 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 8
31.186.228.86 |United Ki ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 6
79. 183. 98. 249 | srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 6
109. 253. 144. 72 |Israel 147.237.77. 216 |dover.idf i1 | V@1 d segnent retransnssion. Streaning Engi ne: TGP Inval i d dr op 6
Packet dropped. Ret r ansni ssi on
192.198. 151. 37 |Europe 147.237.77. 216 |dover. i of .1 | V@1 d segnent retransnissi on. Streaning Engi ne: TGP Inval i d drop 6
Packet dropped. Ret r ansni ssi on
31.186.228.66 |Uhited Ki ngdom 147.237.72. 166 |aka. i df .i | First packet isn't SN drop dr op 6
192.198. 151. 43 |Eur ope 147. 237, 77. 216 |dover. i f i1 |/V@1d segent retransmssi on. Streamng Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansni ssi on
31.186.228.93 |United K ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 6
31.186.228.89 |Wnited Ki ngdom 147.237.72. 166 |aka. i df .i | Frst packet isn't SN drop drop 6
46. 19. 86. 156 | srael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 5
31.186.228.87 |United Ki ngdom 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 5
31.186.228.62 |United K ngdom 147.237.72. 166 |[aka. i df.il Frst packet isn't SN drop drop 5
46.19. 85. 221 | srael 147.237.76.42 |refuah.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 5
31.186.228.90 |United K ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 5
31.186.228.60 |United Ki ngdom 147.237.72. 166 |aka. i df .i | Frst packet isn't SN drop drop 4
31.186.228.27 |Uhited Ki ngdom 147.237.72. 166 |aka. i df .i | First packet isn't SN drop dr op 4
5.102. 254. 3 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
31.186.228.28 |United K ngdom 147.237.72. 166 |[aka. i df.il Frst packet isn't SN drop drop 4
31.186.228.92 |Uhited Ki ngdom 147.237.72. 166 |aka.i df .i | Frst packet isn't SYN drop drop 4
31.186.228.57 |United K ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 4
31.186.228.24 |United K ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 4
31.186.228.170 |Uhited Ki ngdom 147.237.72. 166 |aka. i df .i | First packet isn't SN drop dr op 4
5. 102. 254. 180 | srael 147.237.72. 156 |anan.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 4
31.186.228.29 |United K ngdom 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 4
31.186.228.67 |Uhited K ngdom 147.237.72. 166 |aka.i df.i | First packet isn't SYN drop drop 4
31.186.228.25 |United K ngdom 147.237.72. 166 |aka. i df .i | Frst packet isn't SN drop drop 4
31.186.228.63 |Wnited K ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 4
31.186.228.30 |Uhited Ki ngdom 147.237.72. 166 |aka. i df .i | First packet isn't SN drop dr op 4
31.186.228.59 |United K ngdom 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 4
31.186.228.26 |United K ngdom 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 4
46. 19. 85. 50 | srael 147.237.72. 166 |aka.i df.i | Inval id ACK nunber Bad TCP sequence noni t or 3
31.186.228.91 |United K ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 3
31.186.228.65 |Wnited K ngdom 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address ([Ste Action ‘Count
46.19.86.150  |Israel 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bock |208
46. 19. 86. 150
149.88.68.118 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
79.183.136. 232 |Israel 147. 237.72. 166 |aka. i df . Distributed Lhaut horized LR Access on Bock |4
wan aka. i df . il // mai n/ rabanut / webr esour ce. axd
79.179.52. 113 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 3
DO stributed Lhaut hori zed URL Access on
109. 65. 73. 186 | srael 147.237.72.166 |aka.idf.il wwy aka. i df . il //sites/resources/ chi nuch/ styl es/ i nport/bottommavi gat on. a |B ock 3
Sp
93.172. 128. 180 |Israel 147, 237.72. 166 |aka. i o . | Wnaut hori zed URL Access to Bock |2
wwy aka. i df . i |/ mai n/rabanut/webresour ce. axd
207.46.13.112 |lhited Sates |147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207.46.13. 112 B ock 2
80. 178. 9. 145 | srael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
194. 114. 146. 227l srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 194. 114. 146. 227 B ock 2
: o Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
176.228.179.59 |lsrael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
157. 55. 39. 42 Lhited Sates [147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157. 55. 39. 42 B ock 2
207. 46. 13. 16 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 16 B ock 2
o Unaut hori zed URL Access to
212.179.46.21 I srael 147.237.72. 166 |aka. i df .11 wn aka. i df . i |/ sites/resources/ kanhar/ styl es/i nport/bott onmavi gat on. asp Bl ock 2
’ C e D stributed Lhaut hori zed URL Access on
66. 249. 79. 128 Lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | scri pt r esour ce. axd B ock 1
149, 78.224. 167 |Wiited Sates [147.237.72.166 |akaidf. | Unknown Paranet er _VI EASTATEGENERATCR i n None |1
wwv aka. i df . i |/ mai n/ sachar/ def aul t . aspx
NULL Character in Header Name at BA +#A« AceAFAA If A
o A[ [ #20] 1 9[ [ #7] ] Ao[ [ #16] ] A¥FA?AceAL
. A [ #2711 [ [ #5] ] UBsRe[ [ #31] | 9CASAf
79.182.31.164 |lsrael 147.237.72. 156 |anan. i df .il VBA [ [ #6] ] [[#12] ] AvvAcAt YNoi A [ #16] ] A2 AA Bl ock 1
+Ax/ e[ [#4] ] =PoRe ] {[ [#22] ] A~ZA?A«ASc| [ #18] ] A%oA¢ AtCA? AAEAZ
A-AS[ [ #18] 1, j 91A¥A?[ [ #29] | A'A?6s A3 AxA* A
157.55.39.137 |Wnited Sates |147.237.72. 166 |aka.idf.il Wnaut hor i zed URL Access to . Bock |1
wan aka. i df . i 1/ rights/ asp/ hone. asp/ i nf 0. asp
79.178.49.9 | srael 147.237.72. 166 |aka.idf .i Uhaut hori zed URL Access to waw aka.idf.il/giyus/asp/rec. asp B ock 1
109. 65. 208. 226 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www idf.il/https:/wwidf.il/ B ock 1
Unhaut hori zed URL Access to
62.122. 182, 106 | 251" 147. 237. 77. 216 |dover. i df . i www. i df . [1/1283-18020- en/ dover. aspx+tttattttttttttstttss 1o 0 |1
Federati on ++++++++++++++++H++resul t o +xZx7 xXTxx§
x?: +"[ +- +/ +- +docurent . | ocati on. href +=+' /404 i e6_en. ht m
37.142.239.161 |israel 147. 237. 72. 166 |aka. i df . | Unknown Par amet er __VI ENETATEGENERATCR i n None 1
v aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
216.223.27.59 |Uited Sates |147.237.76.31 |nakchal .idf.il URL i's Above Foot Directory Bock |1
wwn nakhal i df.il/../inages/ shar ed/ hone. png
79.182. 31. 164 | srael 147.237. 72. 156 |anan. i df .i | Ill1egal Byte Gode Character in Header Val ue B ock 1
188. 165. 15. 121 |Rance 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1402- he/ at al . aspx B ock 1
66.249.79.136 |lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
94. 23. 30. 222 France 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 1
46. 120. 4. 202 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
R SS. Lhtraceabl e Gonnection - Protocol violation
79.182. 31. 164 | srael 147.237.72. 156 |anan. i df . il (SSL_ CONN APPLI CATI ON DATA EXCHANGE) None 1
207.46.13.112 |lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to wan i df.il/hebrew statistics/wounded.stm |B ock 1
176. 12. 145. 47 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66.249.73.185 |lhited Sates |147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to wan i df.il/newsite/english/articled. stm B ock 1
109. 66. 32. 220 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
37.247.36. 99 Netherlands [147.237.0.17 inlmy- kosher-kravi- 1 df. |oq \ntraceabl e Connection - Unknown Server Certificate None 1
s D stributed Unhauthorized URL Access on
84.228.27.63 I srael 147.237.72. 166 |aka. i df .11 viwy aka. i df . i | // mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get userdet ai | s Bl ock !
Illegal Byte Qode Character in URL x2x$ AY
79.182.31.164 |lIsrael 147.237.72. 156 |anan. i df .i | bnQup[ [ #16] 1 Ai [ [ #30] ] e AcA?A—cAEAE"t A A€ xYpA»A; A-bga€Z  |B ock 1
A xc}eA A€ #[[#16]] 42 o#hAvac!
157.55.39. 6 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 6 B ock 1
R Unhaut hori zed URL Access to
109.64.185. 101 |l srael 147.237.72. 166 |aka. i df .11 aka.idf.il/sites/resources/ chi nuch/styl es/i nport/bottommavi gat on. asp Bl ock !
s D stributed Uhauthori zed URL Access on
46.120. 4. 202 I srael 147.237.72. 166 |aka. i df .11 viwy aka. i df . i | // mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get userdet ai | s Bl ock !
2.54.15.78 | srael 147.237.72.166 |aka.idf.il Mil tiple Uhaut hori zed URL Access from2.54. 15, 78 B ock 1
208.80.192.33 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Unauthori zed URL Access on 147.237.72. 166/ / B ock 1
Unknown HTTP Request Method n in URL xZx3e AY
79.182.31. 164  |[Israel 147. 237. 72. 156 |anan. i df . i | bnQup[ [ #16] 1 Ai [ [ #30] ] e04 AcA?A—cAEAE"t A A€ xYpA»A;A-bga€Z  |B ock 1
A x€}eA A°a€ #[[#16]] a2 o#hAvagr
79.182. 31. 164 | srael 147.237.72. 156 |anan.i df .i | Abnornal |y Long Header Line request header nane B ock 1
66.249.73.201 |Wnited Sates [147.237.77.216 |dover.idf.il Wnauthori zed URL Access to . . Bock |1
ww i df . i | /english/organi zat i on/ chapl ai ncy/ chapl ai ncy. stm
109. 253. 128. 237l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46. 19. 86. 18 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
84.228.80.195 |[Israel 147. 237.72. 166 |aka. i df .1 Unknown Paraneter __VI BASTATECENERATCR i n None |1
aka.idf.il/nai n/ sachar/ def aul t. aspx
79.182.31.164 |lIsrael 147.237.72. 156 |anan. i df . | Il11egal HITP Version Akf[[#25]]8 eAtKA - Afe=@+a B ock 1
194. 114. 146. 227l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ scri ptresour ce. axd B ock 1
73.41.176. 57 Lhited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 1
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