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03-28-2015-17:03:08 to 03-28-2015-18:03:08

|Top Attackers In IPS|

At t acker Address|AItacker Qountry |Target Address |Ste |Name |Davi ce Action|Coum|
77.127.132.2 | srael 147.237.77.216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
85. 65. 195. 136 |l srael 147.237.77.74 |lawidf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
37.187.129. 166 |Fance 147.237.77.216 |dover.idf.il |DVRep B-N 60 100 B ock 1
176.67.123. 227 |Pal estinian Territory, Gcupied147.237.77. 176 |nat pash.idf.il|7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute |B ock 1
46.19. 85. 150 | srael 147.237.72.166 |aka.idf .i | 7120: TGP Segnent Qverlap Wth Offerent Data, e.g., Fragroute |B ock 1
77.127.246.217 |lsrael 147.237.72.166 |aka.idf . il 7120: TCQP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |B ock 1
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|Top Attackers In |D|

Atacker Address |Attacker Country |Target Address |Ste | Name | count |
82.80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LVWP wth fake user agent 6
89. 138. 11. 240 | srael 147.237.77.216 |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 4
217.132.123. 238 |Israel 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
66. 249. 73. 220 Lhited Sates 147.237.77.176 |matpash.idf.il ET SCAN NVAP -sA (2) 2
61. 240. 144. 64 Chi na 147.237.76. 34 yohal an.i df.il ET SCAN NVAP -sS w ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77.212 |e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 136.216. 7 Chi na 147.237.76. 30 hi nush. i df . il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.77.176 |natpash.idf.il ET SCAN Potential SSH Scan 1
162. 244. 24. 233 147.237. 0. 35 akaws. i df .il ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.76. 34 yohal an.i df .il ET SCAN Potential SSH Scan 1
115. 238. 55. 163 Chi na 147.237.76.202 |e.halag.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 170 Japan 147.237.0. 17 m ny- kosher - kravi . i df . i | ET SCAN Potential SSH Scan 1
5. 196. 248. 85 Ger many 147.237.76.177 |ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 66 Chi na 147.237.76. 38 e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN Rapi d PCP3 Gonnections - Possi bl e Brute Force Attack 1
61. 240. 144. 64 Chi na 147.237. 0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 136. 216. 7 Chi na 147.237.76. 34 yohal an.i df .il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.77.179 |e.nazi.idf.il ET SCAN Potential SSH Scan 1
162. 244. 24. 233 147.237.76. 39 nobi | . nei tav.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 170 Japan 147.237.77.19 | aw forumidf.il ET SCAN Potential SSH Scan 1
162. 244. 24. 233 147.237.0. 16 ny- kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
43. 255. 191. 170 Japan 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
115. 238. 55. 163 Chi na 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
41.200. 39. 102 Ageria 147.237.77.216 |dover.idf.il SERVER- WEBAPP Manbo upl oad. php access 1
82.117. 208. 243 147.237. 8. 28 e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 65 Chi na 147.237.77.243 |nobile.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.226.106.188 [China 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address ‘Tar get Address ([Ste
Country

77.127.246.217 |israel 147.237.72. 166 |aka.i df . ?Z;';e”ansmt Wth different wndow |o 1cp sequence monitor |35

66.249.79.104 |wited Sates |[147.237.77.234|hal ag.idf.il Invalid segment retransmssion. Streaning Bngine: TP Invalid o o) 16
Packet dropped. Ret r ansm ssi on

66.249.79.96  |lnited Sates |147.237.77.234|halag.idf il Invalid segnent retransmssion. Streaning Bngine: TP Invalid o o) 14
Packet dropped. Ret r ansni ssi on

66.249.73.185 |wited Sates [147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Streaning Bngine: TP Invalid o o) 14
Packet dropped. Ret r ansm ssi on

176.12.141.60 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid o o) 10
Packet dropped. Ret r ansni ssi on

46.19. 85. 246 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 8

176.12. 151. 209 |Israel 147. 237. 77. 216 |dover. i of . i | nval i d segnent retransmssi on. Sreaning Engine: TP Invalid g 8
Packet dropped. Ret r ansn ssi on

66.249.73.193 |lnited Sates |147.237. 77. 216 |dover.idf il Invalid segent retransnission. Streaning Engine: TP Invalid o o) 6
Packet dropped. Ret r ansni ssi on

66.249.73.201 |lited Sates |147.237.77. 216 |dover.idf. il nval i d segnent retransmssi on. Sreaning Engine: TP Invalid g 6
Packet dropped. Ret r ansn ssi on

109. 253. 135. 14 |1 srael 147. 237. 77. 216 |dover. i of . i | Invalid segent retransnission. Streaning Engine: TP Invalid o o) 6
Packet dropped. Ret r ansni ssi on

109. 253. 140. 78 |1 srael 147. 237. 77. 216 |dover. i of . i | nval i d segnent retransmssi on. Sreaning Engine: TP Invalid g 6
Packet dropped. Ret r ansn ssi on

2.54.150. 128 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence alert 5

46. 19. 85. 191 | srael 147.237.77. 243 |nobi | e.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 5

2.54.150. 128 | srael 147.237.72. 156 |anan.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 5

2.54.150. 128 | srael 147.237.72. 156 |anan.idf.il I nval i d sequence nuniber Bad TCP sequence noni t or 5

5.102. 254. 246 |l srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 4

37.247. 36. 84 Net her | ands 147.237.0.200 [mdu.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4

189. 104. 28. 75 Brazil 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4

] S Inval i d segnent retransnission. Sreaning Engine: TCP Invalid

66.249.79.112 |lhited Sates 147.237.77. 234 |hal ag.idf . il S drop 4
Packet dropped. Ret r ansn ssi on

5.22.129.254 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

189.104.28.75 |Bazil 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

46.19. 85. 173 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence aert 2

189.104.28.75 |mrazil 147. 237. 77. 216 |dover i df . i Unexpect ed post SYN packet - RST |, drop 2
or SYN expect ed

46.19. 85. 173 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

46.121. 121. 227 |lsrael 147.237.72. 166 |aka.idf .il FHrst packet isn't SN drop drop 2

5.102. 254. 246 |l srael 147.237.77. 226 :A:MN chanat z. aka. i df . Inval id ACK nunber Bad TCP sequence noni t or 2

41.200.39.102 |Ageria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2

46. 19. 85. 156 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

207. 241. 237. 223|Wnited Sates  |147.237. 77. 216 |dover. i df .il Invalid segnent retransmssion. Streaning Engine: TP Invalid o o) 2
Packet dropped. Ret r ansni ssi on

157.55.39.42  |Wited Sates |147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Streaning Bngine: TP Invalid o o) 2
Packet dropped. Ret r ansm ssi on

Anonynous s . .

8. 37.227. 68 Pr oxy 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 2

46.19. 85. 246 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 2

141.212.122.200|lhited Sates 147.237. 76. 148 |gacenter. aka. i df .i | drop drop 1

37.247. 36. 67 Net her | ands 147.237. 76. 200 |ei tan. aka.i df .i | drop drop 1

94.159. 141. 180 |l srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

77.127.106. 95 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

176.12.136. 110 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

46.19. 85. 141 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

122.224.121. 147|Chi na 147.237. 76. 199 |e. nakchal .i df .i | Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

85. 64. 247.169 |l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1

141.212.122.201|lhited Sates 147.237.76. 197 |e. hi nush.idf . il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

109. 64. 188. 163 |l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

46. 19. 85. 150 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1

141, 212.122. 44 |lhited Sates 147.237.0.200 |[mdu.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent dr op 1

85. 65. 79. 79 | srael 147.237.77. 170 |naar achot . i df . i | Inval id ACK nunber Bad TCP sequence noni t or 1

193. 37.152. 241 |Ger many 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1

141.212.122.209|lhited Sates 147.237. 76. 200 |ei tan. aka.i df .i | drop drop 1

109. 226. 60. 101 |l srael 147.237.72. 166 |aka.idf .il FHrst packet isn't SN drop drop 1

77.237.138.51 |Czech Republic |147.237.77.19 |lawforumidf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1

62. 90. 122. 230 | srael 147.237. 72. 167 |i shuri maka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Count
109. 67. 193. 93 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 487
89. 138. 224. 74 | srael 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 89. 138. 224. 74 B ock 3
84.228.58.78  |Israel 147. 237. 72. 166 |aka. i df i Distributed thaut horized UR. Access on Bl ock 3
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 157. 55. 39. 42 B ock 3
176. 12. 138. 58 | srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
79.181.131. 84 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2
207.46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207. 46. 13. 16 B ock 2
: R Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il wiw navy. i df . i | / 994- 8613 he/ navy. aspx. aspx B ock 2
85. 64. 70. 49 I srael 147. 237. 72. 166 |aka. i df .| Distributed Lhauthori zed URL Access on B ock 2
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
93.173.233. 161 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
204. 28. 105. 82 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/hebrew nain.stm B ock 2
41.200.39.102 |Ageria 147.237.77. 216 |dover.idf.il PHP At enpt B ock 2
125. 209. 235. 184 |Korea, Republic of 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wan i df.il/newsite/english/main.stm B ock 1
. . DO stributed Unaut hori zed URL Access on
85. 65. 26. 65 I srael 147.237.72. 166 |aka. i of . 11 ww aka. i df . il //nmai n/ gi yus/ aut henti cati onservi ce. asnx/ get user detai | s Bl ock !
68. 180. 228. 232 |lhited Sates 147.237.72. 166 |aka.i df .i | Uhknown Paraneter g in ww aka.idf.il/nain/giyus/|ogin. aspx None 1
Doubl e LRL Encodi ng - paraneter: in
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il wa i df . i1/ hebrew organi zati on/ pat zar/ at ar 1/ mh s1/ pi r sum i j our nal / 15%| Bl ock 1
5cavi ranib. doc
e DO stributed Whaut hori zed URL Access on
46. 19. 85. 224 | srael 147.237.72. 166 |aka. i df . il Vi aka, i df i 1// i v/ har edi m webr esour ce. axd B ock 1
. . DO stributed Unaut hori zed URL Access on
109. 65. 99. 75 | srael 147.237.72. 166 |aka.idf.il v aka, i o . 1//ht t ps: / v aka. i df i1/ B ock 1
66.249.75.7 Lhited Sates 147. 237. 72. 156 |anan.i df .i | Distributed Lhauthorized UR. Access on B ock 1
list.ips.gov.il//nodiin/default.aspx
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Whaut hori zed URL Access from 188. 165. 15. 196 B ock 1
: R Uhaut hori zed URL Access to
142.54,183.130 |lLhited Sates 147.237.77. 216 |dover.idf.il wnan i df i | / 1283- 18092- en/ dover . aspx/ t r ackback/ B ock 1
176. 12. 144. 155 |l srael 147.237.72. 166 |aka. i df. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
46. 19. 86. 225 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
66. 249. 75. 15 Lhited Sates 147.237. 72. 156 |anan. i df .i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx B ock 1
R Uhaut hori zed URL Access to
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il v i o . i |/ hebr ew or gani zat i on/ pazan/i ftah. stm B ock 1
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 157.55. 39. 6 B ock 1
. . D stributed Unaut hori zed URL Access on
5.29.149. 123 I srael 147.237.72. 166 |aka. i df .11 viwy aka. i df . i | // mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get userdet ai | s Bl ock !
89. 138. 224. 74 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
207.46. 13. 30 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/capt cha. ashx B ock 1
77.127.106. 95 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
176. 67. 123. 227 gjceusgi':('ja” Territory.l1 47 237, 77. 176 |natpash.idf il |Dstributed Unaut hori zed URL Access on v cogat . i df . i1//894-ar B ock 1
66. 249. 69. 36 Lhited Sates 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 253. 159. 194 || srael 147. 237. 72. 166 |aka. i df . Unknown Paranet er __VI EVBTATEGENERATR i n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
: . . Uhaut hori zed URL Access to
66. 249. 75. 34 Lhited Sates 147.237.72. 166 |aka.idf.il 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 1
R URL is Above Root Drectory
193. 37.152. 241 |Ger many 147.237.77. 216 |dover.idf.il Wi df i1/, ./ shared/ ol entscripts/j querylj query-1.4.2.nin.j s B ock 1
: . . Uhaut hori zed URL Access to
157.55.39.6 United Sates 147.237.77. 216 |dover. i f .| waw i df . i |/ engli sh/ announcenent s/ 2002/ j une/ 22. st m Bl ock !
31. 31. 26. 107 Ml dova, Republic of [147.237.72. 166 |aka.idf.il Lhknown Paraneter catid in ww aka.idf.il/brothers/skira/ defaul t.asp None 1
213.57.133. 71 | srael 147.237.72. 166 |aka. i df. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
. . Mil tiple Ful lw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
77.127.246. 217 |lsrael 147.237.72. 166 |aka. i df . il from77. 127 246. 217 B ock 1
180. 76. 4. 180 Chi na 147.237.77. 176 |natpash.idf.il |Uhauthori zed URL Access to 147.237.77.176/ B ock 1
66. 249. 69. 50 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
115. 25.81. 70 Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/anman B ock 1
85. 64.119. 110 I srael 147.237.72. 156 |anan. i df.i | Uhaut hori zed URL Access to waw aman.idf.il/https:/ww aman.idf.il/ Bl ock 1
68. 180. 228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wa i df.il/newsite/english/0501-1. stm Bl ock 1
95. 153. 184. 235 |Russi an Federation 147.237.72. 166 |aka.idf.il Uhknown Paraneter in vww aka.idf.il/brothers/skira/default.asp None 1
77.237.138.51 |Czech Republic 147.237.77.19 |lawforumidf.il |Unauthorized UR. Access to / B ock 1
66.249. 69. 127 |Wnited States 147. 237. 72. 156 |anan.i df .i | Distributed Lhauthorized UR. Access on B ock 1
list.ips.gov.il//nodiin/default.aspx
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il Mil ti pl e Whaut hori zed URL Access from 188. 165. 15. 176 B ock 1
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