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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry |Tar get Address |S te | Name |Davi ce Action |Coum \
77.127.132.2 | srael 147.237.77.216 |dover.idf.il|7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 4
188. 120. 148. 240 |l srael 147.237.76. 86 navy.idf.il |CL000004: HTTP: options nethod (M crosoft) B ock 2
87.69. 63. 169 | srael 147.237.77.216 |dover.idf.il|7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
2.54. 38. 248 | srael 147.237.72.166 |aka.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1
109. 67. 104. 28 | srael 147.237.72.166 |aka.idf.il |CL000004: HTTP. options nethod (M crosoft) B ock 1
5.29.114. 180 | srael 147.237.72.166 |aka.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
46.116. 167. 168 | srael 147.237.72.166 |aka idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
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|Top Attackers In |D|

‘Attacker Country‘Target Address |Ste

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 27
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
87.213.35.126 |Net herl ands 147.237.0.15 |kosher-kravi.idf.il Tehila - Perl LW wth fake user agent 4
87.213.35.126 |Netherl ands 147.237.0.17 |mny-kosher-kravi.idf.il |Tehila - Perl LW wth fake user agent 4
85. 250. 238. 251 |l srael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCS attack 01/2012 4
132.74.95. 19 | srael 147.237. 77. 170 |na@arachot . i df .i | ET DG5S Large amount of TCP ZeroWndow - Possi bl e Nki |l er2 DDos attack 3
85. 64. 42. 26 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
79.181. 39. 139 |Israel 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
79.179. 8. 109 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
46. 19. 85. 14 | srael 147.237.0.34 |tikshuv.idf.il LOCAL RULES DOS attack 01/2012 2
66. 249. 79. 22 Lhited Sates 147.237.76.86 |[navy.idf.il ET SCAN NVAP -sA (2) 2
58. 20. 54. 249 Chi na 147.237.76. 197 |e. hinush.idf . il ET SCAN NVAP -sS wi ndow 1024 1
88. 204. 187. 90 |Kazakst an 147.237.77. 233 |atal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
2.52.135.233 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
88. 204. 187. 90 |Kazakst an 147.237.77.233|atal .idf.il ET SCAN NVAP -f -sS 1
193.107. 17. 72 Eé;::::i o 147. 237.76. 176 |test . ncore. i df . ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
113. 120. 104. 16 |ni na 147. 237 0.19  |nadi matal idf il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan 1
or Brute Force
103. 238. 214. 79 147.237. 76. 148 |gacenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
58. 129. 0. 52 Chi na 147.237.76. 199 |e. nakchal . i df .i | ET SCAN Potential SSH Scan 1
99. 244.135. 30 |Canada 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
58.129. 0. 52 Chi na 147.237.76. 197 |e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
99. 244, 135. 30 |Canada 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NVAP -f -sS 1
88. 204. 187. 90 |Kazakst an 147.237.77.233|atal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
208. 80. 155. 147 |Lhited Sates 147.237.0.34 |tikshuv.idf.il Tehila - Perl LW wth fake user agent 1
103.107.17.72 |[¥sstan 147.237.76. 176 |test. ncore. i df . | ET SCAN NVAP -sS wi ndow 1024 1
Federati on
79.179. 8. 109 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
103. 238. 214. 79 147.237. 76. 148 |gqcenter. aka. i df . i | ET SCAN NVAP -sS wi ndow 4096 1
103. 238. 214. 79 147.237. 76. 148 |gacenter. aka. i df .i | ET SCAN NVAP -f -sS 1
58. 129. 0. 52 Chi na 147.237.76.198|e.yohal an.i df.i | ET SCAN Potential SSH Scan 1
99. 244. 135. 30 |Canada 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country

66.249.73.185 |lnited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreanng Engine: TP Invalid drop 30
dr opped. Ret r ansni ssi on

66.249.73.201 |wited Sates [147.237.77.216|dover.idf.il Invalid segnent retransmssion. Packet (Streamng Engine: TP Invalid drop 24
dr opped. Ret r ansn ssi on

66.249.73.193 |lited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Pecket |Sreanmng Engine: TP Invalid drop 24
dr opped. Ret r ansni ssi on

66.249.79.112 |wited Sates [147.237.77.234|hal ag.idf. il Invalid segnent retransmssion. Packet |Streamng Engine: TP Invalid drop 12
dr opped. Ret r ansn ssi on

199.30.24. 248 |Wited Sates |147.237.77. 216 |dover.idf il Invalid segnent retransmssion. Pecket |Sreamng Engine: TP Invalid drop 10
dr opped. Ret r ansni ssi on

2.52.171.128  |israel 147.237.0.19  |nadimatal .icf.i| 'V 1d segnent retransmssion. Packet (Sireaning Engine: TCP Invalid dr op 6
dr opped. Ret r ansn ssi on

85. 64. 245. 104 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SYN drop drop 6

109. 253. 135. 112i srael 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret r ansni ssi on

109. 253. 61. 201 |Israel 147.237.77. 243 |nobi l e i df .| Invalid segnent retransmssion. Packet |Streamng Engine: TP Invalid drop 4
dr opped. Ret r ansn ssi on

66.249.79.104 |United Sates |147.237.77. 234 |nal ag.i df i1 Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret r ansni ssi on

87.68.42.143  |israel 147.237.77. 243 |robi L e. i o . | Invalid segnent retransmssion. Packet |Streamng Engine: TP Invalid drop 4
dr opped. Ret r ansn ssi on

109. 253. 139. 161l srael 147. 237. 72. 166 |aka i f . i Invalid segnent retransmssion. Packet |Sreanmng Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on

46.19. 86. 138 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3

94.159. 164. 46 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Pecket |Streamng Engine: TP Invalid drop 3
dr opped. Ret r ansni ssi on

94.230. 86. 144 |l srael 147.237.72. 167 |i shurimaka.idf.il |I nval i d ACK nunber Bad TCP sequence noni t or 3

109. 64. 254. 196 |l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3

66. 249. 75. 5 Wited Sates |147.237.72. 166 |aka i df i Inval id segnent retransnission. Packet Sreaniung Ejgi ne: TP Invalid drop 2
dr opped. Ret r ansn ssi on

84.109. 166. 14 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence alert 2

2.54.4.164 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence alert 2

46.19. 85. 224 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

2.54.4.164 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

207.46.13.5 Lhited Sates |147.237.72.166 |aka.idf.il Frst packet isn't SN drop drop 2

157.55.39.42  |Wwited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Pecket |Sreamng Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on

185. 14. 29. 221 |Netherl ands 147.237.0.33 |idf.il drop drop 2

93.173.173. 148 |Israel 147.237.0.19 |nadimatal.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1

84.94. 34. 108 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1

171.96.6.70  |Thailand 147. 237. 77. 216 |dover. i df . i1 ?Eﬁgtre’ ection pattern found in Header Ryj ection moni tor |1

141.212.122.91 |lhited Sates |147.237.76.196|e.sviva.idf.il Geo- | ocati on i nbound enf or cenent (eo- 1 ocati on enf or cenent drop 1

109. 66. 136. 96 |l srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1

84.228.227.120 |lsrael 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 1

188. 120. 148. 240]|l srael 147.237.76.86 [navy.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.203|lhited Sates |147.237.76.202|e.halag.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

46. 19. 85. 55 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

116. 193. 159. 52 |Hong Kong 147.237. 76. 148 |gacenter. aka. i df . i | drop drop 1

84.108. 10. 216 | srael 147.237.72. 156 |anan.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1

184. 105. 139. 67 |lhited Sates |147.237.72.167|ishurimaka.idf.il |SAMrul e drop drop 1

46.120. 132. 105 |l srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.97 |lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1

109. 253. 43. 153 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1

141.212.122.204|lhited Sates [147.237.0. 35 akaws. i df.il drop drop 1

46. 19. 85. 189 | srael 147.237.72. 156 |anan.i df .i| I nval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122. 42 |lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocat i on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1

184.105. 139. 100|lhited Sates |147.237.8.27 |e.nadimatal.idf.il|Geo-| ocation inbound enforcenent Geo- | ocati on enf or cenent drop 1

46.210. 162. 138 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.97 |lhited Sates |147.237.77.178|e.natpash.idf.il |Geo-| ocation inbound enforcenent Geo- 1 ocati on enf or cenent drop 1

85. 65. 96. 234 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.209|lhited Sates |147.237.0.200 |ndu.idf.il Geo- | ocat i on i nbound enf or cenent Geo-1 ocati on enf or cenent drop 1

141.212.122. 47 |lhited Sates |147.237.8.27 |e.nadimatal.idf.il|Geo-|ocation inbound enforcenent Geo-1 ocati on enf or cenent drop 1

94. 230. 86. 194 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Count
2.52.171.128 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 185
66.249.73.201 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 73. 201 B ock 5
87.213.35.126  [Netherl ands 147.237.0. 17 Imny- kosher-kravi idf.i 1y ¢ pl e Whaut hori zed URL Access from 87.213. 35. 126 B ock 4
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 16 B ock 4
204.12.251.37 |Whited Sates 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka. idf.il/defaul t.aspx B ock 3
O stributed Unaut hori zed URL Access on
62.219.209. 193 |[Israel 147.237.72. 166 |aka.idf . il ww aka. i df . i1//sites/resources/ chi nuch/styl es/inport/bottommav |B ock 3
i gat on. asp
87.213.35.126 |Netherl ands 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Uhaut horized URL Access from 87.213. 35. 126 B ock 3
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Uhaut hori zed URL Access from 157.55. 39. 6 B ock 3
188. 165. 15. 196 |FRance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 2
; S Unaut hori zed URL Access to
72.9.148.10 Lhited Sates 147.237.76.86 |navy.idf.il wiw navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
Unaut hori zed URL Access to
89.138.248.55 |lsrael 147.237.72. 166 |aka. i df . il ww aka. i df . i |/sites/resources/ chi nuch/styl es/inport/bottommavi |B ock 2
gat on. asp
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 112 B ock 2
s Unaut hori zed URL Access to
5.9.151. 67 Ger many 147.237.76.42 |refuah.idf.il refua atal .idf.i1/shared usercontrdl s/ header upper/ B ock 2
D stributed Lhaut hori zed URL Access on
84.229.134.5 | srael 147.237.72. 166 |aka. i df . il wan aka. i df . i |//mai n/ gi yus/ aut henti cati onservi ce. asnx/ get user de |B ock 1
tails
198. 20. 69. 74 Lhited Sates 147.237.77. 243 |nobi l e.idf .i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wwidf.il/irag/english/info0l. stm |B ock 1
176.12. 148. 123 | srael 147. 237. 72. 166 |aka. i df . Unknown Paraneter __VI EABTATEGENERATCR In None 1
wwv aka. i df. i |/ nai n/ sachar/ regi strati onw zar d/ regi st er. aspx
109. 253. 139. 161 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.10.86.198  |Israel 147. 237. 72. 166 |aka. i df i tnaut hor i zed URL Access to Bock |1
wan aka. i df . i |/ mai n/ har edi ni webr esour ce. axd
87.213.35.126  |Net her| ands 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ wp- | ogi n. php B ock 1
77.127.211.82  |israel 147.237.72. 166 |aka.i df .i Unknown Parameter __VI EWETATEENCRYPTED i n None 1
ww aka. i df . i |/ mai n/ gi yus/ def aul t. aspx
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 157. 55, 39. 42 B ock 1
66.249. 73.193 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 193 B ock 1
sl Unhaut hori zed URL Access to
2.52.1.56 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ 1518- hel 1 ef uah. aspx B ock 1
95.57.140.132  |Kazakstan 147. 237, 77. 216 |dover. i df .i Wnknown HTTP Request Method Q0K in URL Bock |1
waw i df . il /1116-en/ dover . aspx
s D stributed Lhaut hori zed URL Access on
85. 250. 42. 138 |l srael 147.237.72. 166 |aka. i df.il v aka i df i 1// i n r abanut / webr esour ce. axd B ock 1
176.12.148. 123 |Israel 147. 237. 72. 166 |aka. i df i Unknown Parameter _V EVETATEGENERATCR i n None 1
wan aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ st ep3. aspx
109. 253. 147. 173|l srael 147.237.72. 166 |aka. i df. il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
46. 116. 165. 51 | srael 147.237.72. 166 |aka.idf. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
Unknown Parareter _ VI EANSTATEGENERATCR i n
77.127.211.82 | srael 147.237.72. 166 |aka. i df . il wawe aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai re. asp |[None 1
X
157.55.39.42  |United Sates 147. 237. 77. 216 |dover. i df.i coauthorized LR Access to wa il 11 fheorew HBock |1
95. 108. 158. 145 |Russi an Federation |147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/eitan B ock 1
s D stributed Lhaut horized URL Access on
85. 250. 96. 2 | srael 147.237.72. 166 |aka. i df . il v aka o i1 /1t t ps: / waw aka i of i1/ B ock 1
C e Unaut hori zed URL Access to
77.125.104. 90 | srael 147.237.72. 166 |aka.idf.il ww aka i of i1/ kanhar /Kl al i /kanhar/ gal | ery/ B ock 1
176. 36. 10. 64 Lkr ai ne 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
141.212.122. 178|wited Sates 147.237.0.17 Im”y' kosher-kravi. 101 |og (5t raceabl e Connection - Unknown Server Certificate None 1
46. 120. 130. 223 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
R Unaut hori zed URL Access to
188. 165. 15. 196 |FRance 147.237.77. 216 |dover.idf .il v i dff i1/ newsi t e/ french/ 0218-4. stm B ock 1
83.244. 5. 239 glcis;ilgéan Territory 147.237. 77. 176 |nat pash. i df .i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar B ock 1
66. 249. 75. 5 Lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
171.96. 6. 70 Thai | and 147.237.77. 216 |dover.idf.il Enail collector robots 14 B ock 1
2.54. 154. 205 | srael 147.237.72. 166 |aka.idf.i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 186. 190. 113|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
s D stributed Lhaut hori zed URL Access on
87.69. 131. 116 | srael 147.237.77. 234 |hal ag.idf .il ww | ogi stics. atal i of.i1//si ze100x0/ si p st orage B ock 1
180. 76. 4. 172 Chi na 147.237.76. 31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
77.125.161. 16 | srael 147.237.72. 166 |aka.idf. il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
’ C e O stributed Unaut hori zed URL Access on
149.88.63.136 |lhited Sates 147.237.72. 166 |aka. i df . il ww aka, i of i 1//ht t ps: / v aka. i df i1/ B ock 1
Do D stributed Lhaut hori zed URL Access on
93.172.7.213 | srael 147.237.72. 166 |aka. i df . il i aka, i df i 1// i n/ r abanut / vebr esour ce. axd B ock 1
198.20.69.74  |United Sates 147, 237.77. 243 |rabil e.i i SSL Untraceabl e Gonnecton - Protocol violation None 1

(SSL_CONN APPLI CATI ON DATA EXCHANGE)
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