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|Top Attackers In IPS|

Attacker Address

Attacker Qountry Target Address |Ste

188. 161. 8. 224 Pal est_| nian Territory, 147. 237. 77. 216 |dover i df . i1 7120: TCQP. Segnent Overlap Wth Dfferent Data, e.g., B ock 2
Qccupi ed Fragroute

37.205.9.131  |Jovakia 147. 237. 72. 156 |aran. i df .| DVRep_B- N 60_100 B ock 1

109. 65. 176. 253 |Israel 147. 237.77. 216 |dover . i of . ;ligrolf Segrent Qerlap Wth Dfferent Data, e.g., B ock 1

37.205.9.131 |Jovakia 147.237. 72. 166 |aka. i f .1 | DVRep B-N 60 100 B ock 1

109. 160. 239. 165/ srael 147.237.72. 166 |aka.i f . 7120: TP Segent Qverlap Wth Dfferent Cata, e.g., 8 ock 1
Fragrout e

46.19. 85.0 I srael 147.237.72. 166 |aka i df .i 7120 TCP. Segment Qverlap Wth Different Data, e.g., B ock 1
Fragrout e

77.127.132.2  |israel 147.237.77. 216 |dover.icf i1 |20 T Segment Qverlap With Different Data, e.g., 8 ock 1
Fragrout e

87.69. 246. 162 |lsrael 147.237. 77. 170 |naar achot . i df . i ||C1000004: HTTP: options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
176. 96. 252. 220 Russi an Federation 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 141 Japan 147.237.76. 34 yohal an.i df .il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
43.255. 191. 141 Japan 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 Japan 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 141 Japan 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 1
115.231. 218. 147 Chi na 147.237.76. 201 e atal.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 3072 1
176. 96. 252. 220 Russi an Federation 147.237.77. 179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 Japan 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 141 Japan 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237. 76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 141 Japan 147.237.72. 167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 Japan 147.237.72. 156 anan. i df.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237. 8. 50 e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 141 Japan 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
211.138. 34. 58 Chi na 147. 237. 8. 50 e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 96. 252. 220 Russi an Federation 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 Japan 147.237.0. 16 ny- kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
115.231. 218. 147 Chi na 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 96. 252. 220 Russi an Federation 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 Chi na 147.237. 76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
176. 96. 252. 220 Russi an Federation 147.237.76. 200 eitan. aka.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
176. 96. 252. 220 Russi an Federation 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 141 Japan 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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Attacker Address

A tacker

Target Address
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Country
93.172.30.229 |israel 147.237.77. 216 |dover. i df . i Invalid segnent retransnissi on. Streaning Engi ne: TGP Invalid drop 18
Packet dropped. Ret r ansn ssi on
66.249.73.185 |wited Sates [147.237.77.216|dover.idf. il Invalid segment retransmssi on. Streaning Bngi ne: TGP Inval i d drop 16
Packet dropped. Ret r ansni ssi on
66.249.73.193 |tited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransnissi on. Streaning Engi ne: TGP Invalid drop 16
Packet dropped. Ret r ansn ssi on
109. 65. 176. 253 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 12
66.249.73.201 |Wited Sates |147.237.77.216|dover.idf.il Invalid segment retransmssi on. Streaning Bngi ne: TGP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
84.109. 166. 14 | srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 10
2.54.57.102 I srael 147.237.76. 42 |refuah.idf.il Invalid segnent retransmssion. Streamng Engi ne: TP Invalid drop 9
Packet dropped. Ret r ansni ssi on
207.46.13.112 |thited Sates |147.237.77. 216 |dover.idf.il Invalid segment retransmssi on. Streaning Engi ne: TGP Inval i d drop 8
Packet dropped. Ret r ansni ssi on
46. 19. 86. 149 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 8
46.19.85.0 | srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 7
84.109. 166. 14 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence alert 6
93. 19. 144. 15 France 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 6
157.55.39. 153 |Wited Sates [147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Streaning Engi ne: TGP Invalid drop 4
Packet dropped. Ret ransn ssi on
37.46. 39. 185 | srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 4
176. 12. 145. 231 |Israel 147. 237. 77. 216 |dover . i of . i Invalid segment retransmssi on. Streaning Bngi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansni ssi on
77.126.82.229 | srael 147. 237.77. 243 |nobi l e i f i | Invalid segnent retransmssion. Streaning Engi ne: TGP Invalid dr op 4
Packet dropped. Ret r ansni ssi on
46.19. 85. 240 | srael 147.237.77. 243 |nobil e.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
94.230. 86. 147 |l srael 147.237.72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 3
46.19. 85. 187 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
149. 78.232. 246 |lhited Sates |147.237.72.166|aka idf.il Frst packet isn't SYN drop drop 3
2.54.39. 211 | srael 147.237.72. 166 |aka.idf .i | Inval id ACK nunber Bad TCP sequence alert 2
2.54.39.211 | srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 2
38.111. 147. 86 Lhited Sates |147.237.76.42 |refuah.idf.il drop drop 2
94. 230. 86. 233 |l srael 147.237.72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 2
212.253. 107. 198|Tur key 147.237.77.74 |lawidf.il SAMrul e drop drop 2
46.19. 85. 194 | srael 147.237.77. 243 |nobil e.i df .il Invalid ACK nunber Bad TCP sequence noni t or 2
2.54.39. 211 | srael 147.237.72. 166 |aka.idf .i | Inval i d sequence nunber Bad TCP sequence noni t or 2
212.253.107. 198|Tur key 147.237.77. 176 |nat pash. i df .i | SAMrul e drop drop 2
213.57.101. 245 |Israel 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 2
157. 55. 39. 6 Lhited Sates |147.237.77. 216 |dover.idf.il Invalid segnent retransmission. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on
46.117.97.244  |lsrael 147.237.72. 166 |aka.idf .i | Inval id ACK nunber Bad TCP sequence noni t or 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46.19. 85. 173 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122.199|lhited Sates |147.237.8.27 |e.nadimatal.idf.il Geo- | ocat i on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
141.212.122.83 |lhited Sates |147.237.77.227 |e.hanaz.idf.il Geo- | ocat i on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
216.218. 206. 83 |Lhited Sates |147.237.76.202]|e halag.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
46. 19. 86. 63 | srael 147.237.0.19 |nadimatal.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
141.212.122.179|lhited Sates |147.237.76. 147 |chinuch. aka.idf.il drop drop 1
141.212.122.203|lhited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
141.212.122.88 |Lhited Sates |[147.237.8.24 |e.lifestyle.idf.il Geo-1 ocati on i nbound enf or cenent Geo-| ocati on enf or cenent drop 1
46.19. 86. 115 | srael 147.237. 72. 156 |anan. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
141.212.122.180|lhited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
141.212. 122. 203|Lhited Sates |[147.237.76.34 |yohalan.idf.il drop dr op 1
141.212.122.91 |lhited Sates |147.237.76. 148 |gqcenter.aka.idf.il drop drop 1
87.69. 225. 61 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
184.105.139. 67 |[lnited Sates |147.237.0.16 I”’" kosher-kravi.idf. 1 oy pyl e drop drop 1
141.212.122. 184|Lhited Sates |[147.237.0.200 |ndu.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent dr op 1
46.19. 85. 240 | srael 147.237.77. 170 |naarachot . i df . i | Invali d ACK nunber Bad TCP sequence noni t or 1
141.212.122.93 |lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
46. 19. 86. 229 | srael 147.237.0.34  |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
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Devi ce

‘Attacker Qount ry Target Address |dte Acti on ‘Count
46.116.220.30 |Israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 198
46.116. 220. 30
46. 19. 86. 63 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 118
207.46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207. 46. 13. 16 B ock 5
66.249. 73. 193 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 193 B ock 4
94.180. 61. 227 |Russi an Federati on 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 94. 180. 61. 227 Bl ock 4
5.22.129. 237 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary Bl ock 4
2.54.57.102 | srael 147.237.76.42 |refuah.idf.il Mil ti pl e Uhaut hori zed URL Access from 2. 54. 57. 102 B ock 4
77.125.151. 180 |l srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/sip storage/fil es/ 4/ Bl ock 3
66.249. 73. 201 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 73. 201 B ock 3
S Unhaut hori zed URL Access to
176.12.149. 178 || srael 147.237.77. 243 |mubi [ e. i f . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock 3
46. 43. 68. 138 g‘;’cis;i':éa” Territony. 47 237. 77. 176 |nat pash. i o . i1 Unaut hori zed URL Access to wm cogat . i df . i | /894-ar B ock 3
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 176 B ock 2
2.54.57.102 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd Bl ock 2
s Unaut hori zed URL Access to
217.132.91. 202 |l srael 147.237.77. 234 |hal ag.idf.il wn | ogi stics. atal i df i /i 2e100x0/ si p st or age Bl ock 2
S D stributed Lhaut hori zed URL Access on
2.54.189. 51 | srael 147.237.72. 166 |aka. i df.il v aka. i df i1/ ai v rabanut / webr esour ce. axd B ock 2
. . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | /994- 8613- hel navy. aspx. aspx Bl ock 2
) s Unhaut hori zed URL Access to
66.249. 73.185 |Lhited Sates 147.237.77. 216 |dover.idf.il v i df .| / engl i shi news/ bri ef i ng040102. stm B ock 1
. s Unaut hori zed URL Access to
207.46.13. 114 |lhited Sates 147.237.77. 216 |dover.idf.il 147. 237.77. 216/ 1133- 14363- he/ dover . aspx Bl ock 1
) s D stributed Lhaut horized URL Access on
157.55.39. 137 |ULhited Sates 147.237.72. 166 |aka. i df.il v aka. i df i1/ ai 1 abanut / webr esour ce. axd B ock 1
Unaut hori zed URL Access to
37.140. 141. 27 |Russi an Federati on 147.237.72. 166 |aka. i df.il wawv aka. i df . il /rights/asp/info.asp?nodul ei d=5&cat i d=22707&doci |B ock 1
d=72354
S D stributed Unaut hori zed URL Access on
87.69. 172.162 |[lsrael 147.237.72. 166 |aka. i df . il W aka o i1/t t ps: /v aka i of i1/ B ock 1
77.125.151. 180 |l srael 147.237.72. 166 |aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 77.125. 151. 180 Bl ock 1
149. 78. 196. 205 |Lhited Sates 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to aka.idf.il/894-he/ nil ui maspx B ock 1
D stributed Lhaut horized URL Access on
79.183.108.51 |lsrael 147.237.72. 166 |aka.idf . il wy aka. i df . i |//mai n/ gi yus/ aut henti cati onservi ce. asnx/ get user det a |Bl ock 1
ils
176.12.148.51 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
D stributed Lhaut horized URL Access on
37.142.184. 202 |l srael 147.237.72. 166 |aka.idf . il wwy aka. i df . i |//mai n/ gi yus/ aut henti cati onservi ce. asnx/ get user det a |Bl ock 1
ils
93.172.7.213 |israel 147. 237. 72. 166 |aka. i df . Wnaut hori zed URL Access to B ock 1
wan aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
50. 16. 112. 199 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 50. 16. 112. 199 B ock 1
. R Unaut hori zed URL Access to
157.55.39.6 Lhited Sates 147.237.77. 216 |dover.idf.il Wi o . i |/ newsi t e/ engl i sh/ 0122- 1. stm Bl ock 1
79. 183. 175. 159 | sr ael 147. 237. 72. 166 |aka. i df i | ulim hori zed URL Access to waw aka.idf.il/nai n/ hone/ defaul t. xZ2 8 ock 1
XTMxoeXex?xT™Mx?
R D stributed Lhaut hori zed URL Access on
217.132.101. 40 [l srael 147.237.72. 166 |aka.idf . il W aka i o i1/ bt t ps: /vew aka i of i |/ B ock 1
S D stributed Unaut hori zed URL Access on
77.127.19.80 | srael 147.237.72. 166 |aka. i df . il W aka o i1/t t ps: /v aka i of i1/ B ock 1
50. 16. 112. 199 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to v i df . il /dover/site/ nai npage. asp  |B ock 1
207.46.13. 2 Lhited Sates 147.237. 77. 226 [wwn chanat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
157.55.39.42 |Wited Sates 147. 237.77. 216 |dover. i df .i Wnauthori zed UL Access to B ock 1
wa i df . i |/ newsi t e/ engl i sh/ roshhanmas. st m
R D stributed Lhaut hori zed URL Access on
84.228.175.45 |lsrael 147.237.72. 166 |aka. i df .i | vanw aka i dff i 1// mai v r abanut / webr esour ce. axd B ock 1
68. 180. 228. 117 |Lhited S ates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 1
180. 76. 4. 24 Chi na 147.237.77. 176 [nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
Unaut hori zed URL Access to
94.180. 61. 227 |Russi an Federati on 147.237.77. 216 |dover.idf.il wwidf.il/tenplates/article/article. in. aspx/tenpl ates/ sendtofri end/ |Bl ock 1
sendt of ri end. aspx
79.179.120. 65 |lsrael 147.237.77.233|ata .idf.il Ml tipl e Uhaut hori zed URL Access from 79. 179. 120. 65 Bl ock 1
66. 249. 69. 28 Lhited Sates 147.237.72. 166 |aka.idf . il D stributed Whaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1
37.26.147. 225 |lsrael 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Unhaut hori zed URL Access to
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka. i df .i | ww aka. i df . i |/sites/resources/kanhar/styl es/inport/bottommavi gat |B ock 1
on. asp
D stributed Lhaut hori zed URL Access on
84.229.134.5 | srael 147.237.72. 166 |aka. i df.il wwn aka. i df . i |//nai n/ gi yus/ aut henti cati onservi ce. asnx/ get user det a |Bl ock 1
ils
188. 165. 15. 121 |Fance 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1232-he/ at al . aspx |B ock 1
46.116. 220. 30 |l srael 147.237.0.19 |nadimatal.idf.il Too Many 404: Response Code per Session B ock 1
109. 66.6.199  |Israel 147.237.72. 166 |aka i df .1 Unknown Par anet er ct|00$ct | 00$cphiai n$cphSachar $ctl 01 in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
79.179.120. 65 |lsrael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock 1
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