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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S te \ Name |mvi ce Action |Count |
218.186. 83.101 |S ngapore 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 5
212. 253. 107. 198 |Tur key 147.237.77.74 |lawidf.il 12373: HITP: WrdPress admn Logi n B ock 3
212.253.107. 198 |Turkey 147.237.77.176 |natpash.idf.il 12373: HITP. WrdPress adnmin Login B ock 3
85. 25. 43. 94 Ger many 147.237.77.121 |e.navy.idf.il DVRep B-N 60_100 B ock 1
46.19. 85. 101 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
93. 120. 27. 62 Rormani a 147.237.77.19 |lawforumidf.il |DVRep_B-N 60_100 B ock 1
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
77.127.220.98 | srael 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 1
85. 25. 43. 94 Cer many 147.237.76.201 |e.atal.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
176. 228. 202. 39 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
120. 24. 215. 21 Chi na 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
109. 253. 130. 214 | srael 147.237.77. 216 dover.idf.il portscan: TGP DO stributed Portscan 1
61. 240. 144. 67 Chi na 147.237. 77. 243 nobi le.idf.il ET SCAN NVAP -sS w ndow 1024 1
211.138. 34. 58 Chi na 147.237.77. 243 nobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 65 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 236. 218. 240 Iran, Islanic Republic of 147.237. 76. 38 e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
183. 136. 216. 7 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
5. 236. 218. 240 Iran, Islamc Republic of 147.237.76. 38 e.eneitav.idf.il ET SCAN NVAP -f -sS 1
120. 24. 215. 21 Chi na 147.237. 77. 243 nobi le.idf.il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77. 226 wan chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 Lhited Sates 147.237.76. 44 e.refuah.idf.il ET DRCP Dshi el d B ock Listed Source 1
31.184.242.17 Russi an Federation 147.237.77. 216 dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
193.107.17.72 Russi an Federation 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 236. 218. 240 Iran, |slamc Republic of 147.237. 76. 38 e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 2048 1
120. 24. 215. 21 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77. 227 e. hanaz.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

2.92.147.218 Russi an Federation |[147.237.77.233|atal.idf.il FHrst packet isn't SN drop drop 116

176.12.144.30 |Israel 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 18
Packet dropped. Ret r ansni ssi on

109. 253.136.52 |Israel 147. 237. 77. 216 |dover i of . i Invalid segent retransmssion. Streaning Bngi ne: TGP Inval i d drop 18
Packet dropped. Ret r ansni ssi on

199.30.24.98  |Wited Sates 147.237.77. 216 |dover. i df . i Invali d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 10
Packet dropped. Ret r ansni ssi on

5. 102. 254. 103 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 10

199.30.24.120 |wnited Sates 147.237.77. 216 |dover. i df . i Invalid segent retransmssion. Streaning Engi ne: TGP Inval i d drop 10
Packet dropped. Ret r ansni ssi on

176.12.140.69 |Israel 147. 237. 77. 216 |dover . i of . i Invalid segent retransmssion. Streaning Engi ne: TGP Inval i d drop 6
Packet dropped. Ret r ansni ssi on

46. 19. 86. 84 | srael 147.237.77. 216 [dover.idf.il I nval id ACK nunber Bad TCP sequence noni t or 5

188. 120. 148. 153|l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 5

5.28.157. 52 I srael 147.237.77. 243 |nobil e. i of . Invali d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 4
Packet dropped. Ret r ansni ssi on

79.181.28.248 |Israel 147.237.77. 243 |nobil e. i of . nvalid segnent retransmssi on. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

176.12.148.43 |Israel 147.237.77. 216 |dover. i df . i Invali d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 4
Packet dropped. Ret r ansni ssi on

109. 253. 134. 230|1 srael 147.237.77. 243 |nobil e of . nvalid segnent retransmssi on. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

46.19. 86. 87 I srael 147.237.77. 243 |nobil e. i of . Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 4
Packet dropped. Ret r ansni ssi on

188. 120. 148. 129|l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4

46.19.85.214  |israel 147.237.77. 243 |nobil e.i of .i Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansni ssi on

93.173.172.226 |lsrael 147.237.72. 166 |aka.idf .i | I nval i d ACK nunber Bad TCP sequence noni t or 4

5.22.130. 228 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4

109. 253. 142. 32 |Israel 147.237.72. 166 |aka.i df . i1 nvalid segnent retransmssi on. Streamng Engine: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

46.19. 85. 167 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

109. 253. 132. 224/l srael 147.237. 77. 216 |dover. i df . i nvalid segnent retransmssi on. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

66.249.75.21  |wited Sates 147.237.72. 166 |aka.i df . i Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

79.177.169. 112 |lsrael 147.237.77. 170 |n@arachot . i df . i | fzgjl;etransrmt w th different w ndow Bad TCP sequence noni t or 2

5.102. 254.194 |l srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 2

207. 241. 237. 223|Wited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansn ssi on

46.19. 85. 120 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

79.181. 28. 248 | srael 147.237.77. 243 |nobil e.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

197. 37. 155. 109 |Hyypt 147.237.77. 216 [dover.idf.il First packet isn't SN drop drop 1

46. 19. 86. 69 | srael 147.237.77. 176 |nat pash. i df . i | Inval id ACK nunber Bad TCP sequence noni t or 1

5.144.131.170 ::;;Ebl :il ;mlc 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

141.212.122. 174|\lhited Sates 147.237.8.14 |e.orchot.idf.il |Geo-location inbound enforcenent |Geo-1ocation enforcenent drop 1

94. 230. 86. 156 | srael 147.237.77. 216 [dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

46.117.197. 209 |l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

188. 138. 17. 205 |Fance 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 1

46. 19. 85. 214 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 1

141.212.122.200|lhited Sates 147.237.8.28 |e.nobile-ks.idf.il|Geo-1ocation inbound enforcenent |Geo-|ocation enfor cenent drop 1

141.212.122.96 |lhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 1

46.19. 86. 74 | srael 147.237.77. 170 |n@arachot.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1

37.26. 147. 237 | srael 147.237.76. 31 [nakchal .idf.il Inval id ACK nunber Bad TCP sequence alert 1

141.212.122. 176|lhited Sates 147.237.76.200|eitan. aka.idf.il drop drop 1

2.54.10.113 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1

46.19. 85. 214 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.200|lhited Sates 147.237.76.44 |e.refuah.idf.il |Geo-location inbound enforcenent |Geo-1ocation enforcenent drop 1

141.212.122.170|lhited Sates 147.237.76. 34 |yohal an.idf.il drop drop 1

85. 65. 35. 23 | srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

184.105. 139. 67 |Lhited Sates 147.237.77. 234 |hal ag.i df .i| SAMrul e drop dr op 1

37.26.147. 237 | srael 147.237.76.31 |[nakchal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.178|lhited Sates 147.237.76. 34 |yohal an.idf.il drop drop 1

2.54.10.113 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
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D stributed Unaut hori zed URL Access on
2.54.33. 156 | srael 147.237.72. 166 |aka. i df .il ww aka. i df . i|//sites/resources/ chinuch/styl es/inport/bottommavi |B ock 3
gat on. asp
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 112 B ock
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | /994- 8613- he/ navy. aspx. aspx B ock 2
S Paraneter Read Qhly Molation in
77.127.90. 19 | srael 147.237.72. 166 |aka.idf .il v aka. | OF. i1/t Zznor et / fagy def aull t . asp None 2
66. 249. 75. 34 Lhited Sates 147.237. 72. 166 |aka.i df .i | Mil tiple Uhauthori zed URL Access from 66. 249. 75. 34 B ock 2
66.249.73.193 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 73. 193 B ock 2
83. 244, 127. 22 gcis;ilg(ljan Territory 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/894-en B ock 1
68.180.228. 175 |Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. . Uhaut hori zed URL Access to
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9745- he/ r ef uah. aspx B ock 1
66.249.73.201 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 73. 201 B ock 1
157. 55. 39. 41 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
87. 68. 60. 245 | srael 147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 87. 68. 60. 245 B ock 1
D stributed Unaut hori zed URL Access on
46. 19. 85. 167 | srael 147.237.72. 166 |aka. i df .il ww aka. i df . i|//sites/resources/ chinuch/styl es/inport/bottommavi |B ock 1
gat on. asp
202.112.50. 77 Chi na 147.237.77. 216 |dover.idf.il Mul tiple Unknown HTTP Request Met hod from 202. 112. 50. 77 B ock 1
79.177.159. 190 |Israel 147.237. 72. 166 |aka. i df .| Unknown Parameter __VI ENSTATEGENERATCR in None 1
aka.idf.il/nai n/sachar/ paysl i ps. aspx
: S Unaut hori zed URL Access to
157.55.39. 153 |lhited Sates 147.237.77. 216 |dover.idf.il v i df i 1/ hebr ew announcerrent s/ 2002/ oct ober / 13. st m B ock 1
} . . Uhaut hori zed URL Access to
66. 249. 79. 59 Lhited Sates 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31/ 1116- he/ nakhal . aspx B ock 1
54.163.158.99 |lLhited Sates 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
Unknown Paraneter captcha in
109. 186. 188. 102|l srael 147.237. 72. 166 |aka. i df .i | v aka. i df . i |/ nai n/ gi yus/ aut henti cati onservi ce. asnx/ aut henti cat [None 1
e
207. 46.13. 112 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to www i df.il/newsite/english/siua stm |B ock 1
. S D stributed Unaut hori zed URL Access on
84.228.230. 157 |Bilgaria 147.237.72. 166 |aka.idf .il v aka i df i1/t t ps: /waw aka i of i1/ B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 188. 165. 15. 196 Bl ock 1
157.55.39.42  |nited Sates 147. 237. 77. 216 |dover . i of .i Wnauthori zed URL Access to Bl ock 1
ww i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
: sl Unaut hori zed URL Access to
66.249.73.212 |Whited Sates 147.237.77. 176 |nat pash. i df .i | v cogat . i of . i |/ ar abi ¢/ pages/ def aul t . asgx B ock 1
87.68.72.214 | srael 147.237.0. 17 Imny- kosher-kravi . i df .| SS. Wntraceabl e onnection - Lhknown Server Certificate None 1
46.19. 85. 187 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
202.112.50. 77 Chi na 147.237.77. 216 |dover.idf.il Unknown HTTP Request Method quit in URL Bl ock 1
79.177.169. 112 |l srael 147.237.77. 170 |naar achot . i df . i | CVE- 2011- 3192: Apache_ht t pd_Renot e_Deni al _of _Servi ce_ME Bl ock 1
176.12.141. 235 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
: S Unaut hori zed URL Access to
66. 249. 79. 153 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il kosher-kravi .i df il /tenpl at es/ general / general . aspx B ock 1
54. 163. 158. 99 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wan i df . il /anman Bl ock 1
109. 253. 135. 192|I srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary Bl ock 1
s D stributed Unaut hori zed LRL Access on
85.64.171. 96 | srael 147.237.72. 166 |aka. i df .i | v aka, i df i 1// mai v har edi md webr esour ce. axd B ock 1
216. 218. 206. 67 |Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Whaut hori zed URL Access on 147.237.77.216// B ock 1
Lhaut hori zed URL Access to
77.125.209.83 |lsrael 147.237.72. 166 |aka. i df .il ww aka. i df . i |/ mai n/ gi yus/ aut henti cat i onser vi ce. asnx/ get user det a |B ock 1
ils
S Unaut hori zed URL Access to
192. 116.52. 170 |[lsrael 147.237.72. 166 |aka.idf .il waw aka, i of . i |/ @i v i yus/ cont rol s/ at uda/ A B ock 1
157. 55. 39. 130 Lhited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
66. 249. 75. 21 Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
S Unknown Paraneter captcha in
87.69. 194. 160 | srael 147.237.72. 166 |aka.idf .il aka. i oF. i1/ ral ¥ gl yus/ aut hent| cat | onservi ce. asmd aut hent | cat e None 1
46.120. 163. 186 I srael 147. 237.72. 166 |aka. i of . i | Unknown Parameter _VI EBTATECENERATCR in None 1
wwv aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ regi st er. aspx
202.181.99.22 |Japan 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/ol d/ wp-adnn/ B ock 1
D stributed Unaut hori zed URL Access on
79.182. 105. 194 |Israel 147.237.72. 166 |aka. i df .i | wn aka. i df . il//nai n/ gi yus/ aut henti cat i onser vi ce. asnx/ get user det |Bl ock 1
ails
Unaut hori zed URL Access to
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il wawy i df . i |/ newsi t e/ french/ kkkkkkk=eb6a7450kkkkkkk_eb6a745 |B ock 1
0
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 1
: S Unaut hori zed URL Access to
66.249. 65. 188 |lhited Sates 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 18485- he/ dover . aspx B ock 1
109. 253. 142. 32 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_Qust om Tenpor ary Bl ock 1
85. 250. 228. 85 | srael 147.237.77. 243 |nobi le. i df . i | Ml ti pl e Unaut hori zed URL Access from 85. 250. 228. 85 B ock 1
2.54. 40. 235 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
202.112.50.77 |China 147.237.77. 216 |dover.idf.il Mal f or med URL B ock 1
: S D stributed Unaut hori zed URL Access on
157.55.39.137 |lhited Sates 147.237.72. 166 |aka.idf .il v aka i df i 1// mai v r abanut / webr esour ce. axd B ock 1
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