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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Name | Devi ce Action \Ooum |
52.0.4.72 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_B-N 60 _100 B ock 2
77.127.220.98 | srael 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 2
87. 69. 246. 162 | srael 147.237.77.170 |maarachot.idf.il [C1000004: HITP. options nethod (M crosoft) B ock 1
46.19. 85. 236 | srael 147.237.76.42 |refuah.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
37.187.129. 166 |Fance 147.237.77.216 |dover.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
37.26. 146. 231 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
120. 24. 215. 21 Chi na 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
116.121.137.2 Korea, Republic of 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
116.121. 137. 2 Korea, Republic of 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
212. 147. 56. 190 Swi t zer | and 147.237.76. 148 ggcenter.aka. i df.il ET SCAN NVAP -sS w ndow 3072 1
212.147.56. 190 S tzerl and 147.237.76. 148 ggcenter. aka.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 67 Chi na 147.237.76. 197 e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
196.47.173.21 Qte Dlvoire 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
43. 255. 191. 163 Japan 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77.179 e nazi.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.76. 148 ggcenter.aka. i df.il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77.176 nat pash. i df . i | ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.0. 35 akaws. i df . i | ET SCAN Potential SSH Scan 1
116.121.137.2 Korea, Republic of 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
116.121. 137. 2 Korea, Republic of 147.237.0.16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
212.147.56. 190 Shi t zer|l and 147.237. 76. 148 ggcenter.aka. i df.i | ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 67 Chi na 147.237.77. 205 prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
196.47.173. 21 OQte DlIvoire 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 64 Chi na 147.237.76. 30 hi nush. i df.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 163 Japan 147.237.77.170 naar achot . i df . il ET SCAN Potential SSH Scan 1
120. 24. 215. 21 Chi na 147.237.77.178 e. natpash.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
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66.249.73.201 |wited Sates |147.237.77.216 [dover.idf.il Invalid segnent retransmssion. Streaming Engine: TCP I nval i d drop 32
Packet dr opped. Ret r ansni ssi on

109. 253. 142, 193|I srael 147. 237. 77. 216 |dover. i df .i | Invalid segent retransmssion. Streamng Engi ne: TP Invalid drop 24
Packet dropped. Ret r ansnii ssi on

66.249.73.185 |lnited Sates |147.237.77.216 [dover.idf.il Invalid segnent retransmssion. Streaming Engine: TCP I nval i d drop 22
Packet dr opped. Ret r ansni ssi on

109. 253. 130, 239|I srael 147. 237. 77. 216 |dover. i df .i | Invalid segent retransmssion. Streamng Engi ne: TP Invalid drop 12
Packet dropped. Ret r ansnii ssi on

207.46.13.112 |wited Sates |147.237.77.216[dover.idf.il Invalid segnent retransmssion. Streaming Engine: TCP I nval i d drop 12
Packet dr opped. Ret r ansni ssi on

66.249.73.193 |Wited Sates |147.237.77.216 |dover.idf.il Invalid segent retransmssion. Streamng Engi ne: TP Invalid drop 8
Packet dropped. Ret r ansnii ssi on

37.247.36.102 |Netherl ands 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on i nbound enforcenent |Geo-1ocation enf or cenent drop 5

199.30.25.210 |Wited Sates |147.237.77.216|dover.idf.il Invalid segent retransnission. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

176. 12. 150. 220 |Israel 147.237.77. 243 |nobi | e.i df . Invalid segent retransmssion. Streamng Engine: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

185.32.179.98 |Israel 147.237.77. 243 |nobil e. i of . Invalid segent retransnission. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

5.28.185.140  |Israel 147.237.77. 243 |nobil e. i of . nval i d segnent retransmssi on. Streamng Engine: TP Inval id drop 4
Packet dropped. Ret r ansni ssi on

46. 19. 85. 236 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3

87.69. 246. 162 |l srael 147.237.77. 170 |naarachot . i df . i | Inval id ACK nunber Bad TCP sequence noni t or 3

46.19. 85. 72 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

87. 69. 246. 162 | srael 147.237.77. 170 |n@arachot . i df .i | Inval i d ACK nunber Bad TCP sequence alert 2

157. 55. 39. 6 Lhited Sates |147.237.77. 216 |dover.idf.il Invalid segent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

46. 19. 85. 134 | srael 147.237. 77. 243 |nobi | e.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2

176.12. 137. 240 |Israel 147. 237.77. 216 |dover . i df .1 Ivalid segnent retransnssion. Sreaning Engine: TP Inval id drop 2
Packet dr opped. Ret ransnii ssi on

46.19. 86. 115 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2

77.237.154. 221 gﬁ)ﬂ c 147.237.77. 212 |e. dover.idf .il Geo- 1 ocation inbound enforcenent |Geo-1ocation enforcenent drop 2

157.55.39.42  |lited Sates |147.237.77. 216 |dover.idf.il nval i d segnent retransmssi on. Streamng Engine: TGP Inval id drop 2
Packet dropped. Ret r ansni ssi on

176.12.139. 168 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segent retransnission. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

46. 19. 86. 159 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

141.212.122.200|lhited Sates [147.237.76.196|e.sviva.idf.il Geo- | ocati on i nbound enforcenent |Geo-1ocation enf or cenent drop 1

141.212.122.84 |lhited Sates [147.237.76. 148 |ggcenter.aka.idf.il drop drop 1

109. 163.234.4 |Ronani a 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1

192.116. 128. 90 |l srael 147.237.72. 167 |i shuri maka. i df .il Inval id ACK nunber Bad TCP sequence noni t or 1

78.108. 63. 44 Sweden 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1

173.208. 203. 138|Lhited Sates |147.237.77.216|dover.idf.il Fai | ed to handl e connecti on data Bl ock HTTP Non Conpl i ant noni t or 1

46.19. 85. 192 | srael 147.237.72. 166 |aka.i df .i| Frst packet isn't SYN drop drop 1

141.212.122.179|lhited Sates [147.237.0. 35 akaws. i df.il drop drop 1

37.237.208. 90 Irag 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 1

141.212.122. 47 |Lhited Sates |147.237.0.35 |akaws.idf.il dr op drop 1

212.179.61. 122 |Israel 147.237.77. 176 |nat pash. i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1

85.64.216.111 |lsrael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

176.12.147.98 |l srael 147.237.77. 243 |nobi | e.i df .i | Inval id ACK nunber Bad TCP sequence alert 1

141.212.122.201|lhited Sates [147.237.77.61 |e.cogat.idf.il Geo- | ocati on i nbound enforcenent |Geo-1ocation enf or cenent drop 1

46.19. 85. 101 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

141.212.122.86 |lLhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 1

84.108. 236. 251 |Israel 147.237.77. 176 |nat pash. i df .i | Inval i d ACK nunber Bad TCP sequence alert 1

176. 12. 137. 74 | srael 147.237.77. 243 |nobile.idf.i | Invalid ACK nunber Bad TCP sequence alert 1

141.212.122.180|lhited Sates [147.237.77.212|e.dover.idf.il Geo- | ocati on i nbound enforcenent |Geo-1ocation enf or cenent drop 1

37.237. 208. 90 Irag 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

141.212.122.48 |lhited Sates [147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 1

176.12.147.98 |l srael 147.237. 77. 243 |nobi | e.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1

149, 78.196. 165 |lhited Sates |[147.237.77.216|dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

46.19.85.101  |Israel 147.237.77. 226 [\ chamatz. aka. i df. |, o1 4 ACK nunber Bad TCP sequence monitor |1

141.212.122. 170|lhited Sates |147.237.77.178|e. natpash.idf.il Geo- | ocati on i nbound enforcenent |Geo-| ocation enf or cenent drop 1

84.108. 236. 251 |l srael 147.237.77. 176 |nat pash. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1

176. 12. 137. 74 | srael 147.237.77. 243 |nobile.idf.i | Inval i d ACK nunber Bad TCP sequence noni t or 1
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A tacker
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Attacker Address Target Address |dte ; ‘Count
Country Action
89. 138. 83. 247 | srael 147.237. 72. 166 |aka.i df .i | Unaut hori zed URL Access to waw aka. i df.il/nai n/ snal i nd undefi ned B ock 4
66.249.73.193 |lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 193 B ock 3
66. 249. 69. 42 Lhited Sates |147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 69. 42 B ock 3
Unhaut hori zed URL Access to
80.178.251. 210 |Israel 147.237. 72. 166 |aka. i df .i | wn aka. i df . i1/ sites/resources/ chi nuch/ styl es/i nport/bottommavi gaton. a |B ock 3
Sp
185. 26. 182. 25  |Eur ope 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
; Do Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. i df i |/ 994 8613- hel navy. aspx. aspx B ock 2
185. 13. 250. 59  |krai ne 147.237.77. 216 |dover.idf.il Mil tiple Admn B ocking from 185. 13. 250. 59 B ock 2
79.181. 161. 200 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
188. 165. 15. 196 |FRance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 2
46.19.86.103 |l srael 147. 237. 72. 166 |aka i of . i | Wnaut hor i zed URL Access to B ock 2
ww aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
185. 13. 250. 59 Lkrai ne 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 185. 13. 250. 59 B ock 2
77.127.107.219 |lsrael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 2
185.13. 250. 59 |lkraine 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/admn/ B ock 1
66. 249. 69. 50 Lhited Sates |147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 69. 50 B ock 1
5.29.237.199 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
103. 28. 37. 61 Vi et nam 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wordpress/wp-adm n/ B ock 1
80. 246. 133. 43 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
66. 249. 73. 201 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/jenin/sitel/english/ nain B ock 1
207.46.13.5  |United Sates |147.237.72. 166 |aka.id. il Unknown Paraneter docid in . None 1
v aka. i df il /ituri masp/ di spl ayonesol di er. asp
Unhaut hori zed URL Access to
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il wawv i df . i1/ tenpl at es/ sendt of ri end/ kkkkkkk=5c42c606kkkkkkk_5c42c6 |B ock 1
06
54.245.64.111 |lhited Sates |147.237.77.176|natpash.idf.il Ml ti pl e Unaut hori zed URL Access from 54. 245. 64. 111 B ock 1
S Unhaut hori zed URL Access to
87. 68. 60. 245 | srael 147.237.77. 216 |dover.idf.il v i i |/ enpl at es/ shar ed/ user cont rol s/t raj ect or/ B ock 1
78. 46. 92. 68 Ger many 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua atal .idf.il/test/wp-admn/ B ock 1
66. 249. 69. 50 Uited Sates |147.237. 72, 166 |aka.idf il XLhDeLuTch:: zlef URL Access to ww aka.idf.il/sip_storagel/files/ 6/ xOx8xs B ock 1
37.26. 147. 225 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
109. 64. 138. 34 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
80. 246. 138. 5 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.75.34  |United Sates |147. 237.77. 226 |ww chanat 2. aka. i df . i1 [ Ut hori zed URL Access to Bl ock 1
wan chanat z. aka. i df . i1/t enpl at es/ cont act us/ cont act us. aspx
207. 46. 13. 16 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to waw idf.il/irag/french/facts. stm B ock 1
185. 13. 250. 59  |krai ne 147.237.77. 216 |dover.idf.il Adm n Bl ocki ng B ock 1
54.245.64.111 |lhited Sates |147.237.77.176|natpash.idf.il Uhaut hori zed URL Access to waww cogat . i df.il/894-he B ock 1
Unknown Par anet er
87.68. 61. 140 | srael 147.237.72. 166 |aka. i df .il ct 1 00$ct | 00$cphMai n$TochenP aceHbl der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
s URL is Above Root Directory
78.108.63. 44 Sweden 147.237.77.216 |dover . i df . ww i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmin.js Bl ock !
186. 202. 153. 185|Brazi | 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wordpress/wp-adm n/ B ock 1
66. 249. 73. 185 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/1133 B ock 1
46.19.85.191 |israel 147.237.72. 166 |aka i df .i Unknown Par ameter __VI ENSTATEGENERATCR i n None 1
wawe aka. i df . i |/ mai n/ sachar/ nai | box. aspx
157.55. 39. 6 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwu i df.il/hebrew an.. B ock 1
84.109.4.147  |israel 147. 237. 72. 166 |aka. i of . i | Unknown Par amet er __VI ENBTATEGENERATCR i n None 1
ww aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
212. 143.119. 24 |lsrael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to wwu aka.idf.il/https:/ww aka.idf.il/ B ock 1
66. 249. 69. 34 Uited Sates |147.237. 72, 166 |aka.idf il XLhDeLuTch:: zle; URL Access to ww aka.idf.il/sip_storagel/files/ 6/ xOx8xs B ock 1
173.208. 203. 138|lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/readne. asp B ock 1
84.111.112. 101 |Israel 147, 237. 72. 166 |aka. i o . | Distributed Lhaut hori zed LRL Access on Bock |1
wwy aka. i df . i 1//mai n/ har edi mi webr esour ce. axd
74.208.16.113 |lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnin/ B ock 1
2.54.185. 42 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
91. 230. 204. 77  |Pol and 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-adnmn/ B ock 1
: . . Unaut hori zed URL Access to
66.249.73.193  |United Sates |147. 237.77. 216 |dover..idf. il ww i df . i |/ engl i sh/ announcenent s/ 2002/ j anuary/ 27. stm Bl ock !
198. 50. 206. 236 |Canada 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/bl og/wp-adm n/ B ock 1
46. 28. 105. 84 ggj‘;ﬂ . 147.237.0.34  |tikshuv.idf.il Unaut hori zed URL Access to tikshuv. i df . il/wp/ wp-adnin/ B ock 1
178. 248. 250. 125 (FZpeu?:)Ihl c 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/wp-admn/ B ock 1
85. 250. 15. 98 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waww idf.il/https:/wwidf.il/ B ock 1
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