03-28-2015-10:03:04 to 03-28-2015-11:03:04

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

03-28-2015-10:03:04

|Top Targets |

M dover.idf.il
M nat pash. i df .i |

Nunber

W aka.idf.il
M halag.idf.il
M rmaarachot . idf.il

(6]
At acks

Top Tar get

[Top Attackers |

600F

M refuah.idf.il
I e. mat pash.idf . i
Matal.idf.il
navy.idf.il
Me navy.idf.il

500+
4007
3007
Nunber 200
a
Att acks
100+

Top Attackers

Il 184.173.183.172
74.197. 65. 72

I 121.54.54. 172
82. 80. 25. 221

Il 66. 249. 79. 104

I 109. 253. 130. 20

I 66. 249. 73. 201

M 87.69. 246. 162
93.173.12. 177

W 122. 228. 207. 77




03-28-2015-10:03:04 to 03-28-2015-11:03:04

|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature | Devi ce Action




03-28-2015-10:03:04 to 03-28-2015-11:03:04

|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S te |Name | Devi ce Action |Oount |
184.173.183. 172 |lhited Sates 147.237.77.176 |matpash.idf.il |DVRep_P- N 40-59 Per m t 319
184.173.183. 172 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per m t 265
93.173. 38. 66 | srael 147.237.72.166 |aka.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 4
46.19. 85. 154 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 2
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1

85. 25. 43. 94 Ger many 147.237.76.31 |nakchal .idf.il |DVRep_B-N 60 100 B ock 1

93. 120. 27. 62 Ronani a 147.237.76.176 |test.ncore.idf.il|[DVRep_B-N 60_100 B ock 1
37.130.227. 133 Uni ted Kingdom |147.237.72.166 |aka.idf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
66. 249. 75. 68 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
109. 65. 181. 100 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
122.228. 207. 77 Chi na 147.237.77.178 e. nat pash. i df . il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 77 Chi na 147.237.76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
202. 142. 147. 190 Paki st an 147.237.76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
95. 0. 126. 16 Tur key 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
202. 142.147. 190 Paki st an 147.237.76. 86 navy.idf.il ET SCAN NVAP -f -sS 1
95. 0. 126. 16 Tur key 147.237.76. 42 refuah.idf.il ET SCAN NVAP -f -sS 1
196.47.173.21 MQte DIvoire 147.237.77.178 e. nat pash.i df.il ET SCAN NVAP -sS w ndow 3072 1
74.197.65. 72 Lhited Sates 147.237.77.176 nat pash. i df . il SERVER VEBAPP bad HITP/ 1.1 request, Potentially wormattack 1
196.47.173. 21 te DIvoire 147.237.77.178 e. nat pash. i df . il ET SCAN NVAP -f -sS 1
122.228. 207. 77 Chi na 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77. 74 lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 77 Chi na 147.237.77.170 naar achot . i df . il ET SCAN Potential SSH Scan 1
61. 158. 162. 40 Chi na 147.237.76. 147 chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
202.142.147. 190 Paki st an 147.237.76. 86 navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
95.0.126. 16 Tur key 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
199. 59. 148. 211 Lhited Sates 147.237.77.216 dover.idf.il portscan: TCP D stributed Portscan 1
196.47.173. 21 MQte DIvoire 147.237.77.178 e. nat pash.i df.il ET SCAN NVAP -sS w ndow 2048 1
74.197.65. 72 Lhited Sates 147.237.77.170 naar achot . i df . il SERVER VEBAPP bad HITP/ 1.1 request, Potentially wormattack 1
61. 240. 144. 67 Chi na 147.237.76. 199 e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |dte
Country
121.54.54.172  |Philippi nes 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 33
66.249.73.201 |tnited Sates  |147.237.77.216 |dover.idf. il Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
66.249.79.104 |Wited Sates |147.237.77.234|nal ag.idf.il Invalid segment retransmssi on. Streaning Engi ne: TCP I nval i d drop 12
Packet dropped. Ret r ansn ssi on
109. 253. 130. 20 |l srael 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
66.249.79.96 |lited Sates  |147.237.77.234|hal ag.idf. il Invalid segnent retransmssion. Streaning Engine: TP Invalid drop 8
Packet dropped. Ret r ansn ssi on
93.173.12.177 |lsrael 147.237.77. 170 |n@arachot . i df . i | S(N retransmt wth different Bad TCP sequence noni t or 8
w ndow scal e
87. 69. 246. 162 | srael 147.237.77. 170 |n@arachot . i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 7
109. 253. 136.59 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 6
Packet dropped. Ret r ansni ssi on
74.197.65.72 Lhited Sates 147.237. 77. 212 |e. dover.idf .il Geo-1 ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 4
2.92.176. 142 gj:;;”i on 147.237.72. 166 |aka. i of .i | Frst packet isn't SIN drop drop 4
74.197.65. 72 Lhited Sates 147.237.77. 121 |e.navy.idf.il Geo- | ocat i on i nbound enf orcenent |Geo-1 ocati on enf or cenent drop 4
87. 69. 246. 162 | srael 147.237.77. 170 |naarachot . i df . i | Invalid ACK nunber Bad TCP sequence alert 4
74.197.65.72 Lhited Sates 147.237.77. 178 |e. natpash.idf.il Geo-1 ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 4
74.197.65.72 Lhited Sates 147.237. 77. 227 |e. hanaz. i df .i | Geo- 1 ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent dr op 4
66.249.79.112 |lited Sates  |147.237.77.234|hal ag.idf. il Invalid segnent retransmssion. Streaning Engine: TP Invalid drop 4
Packet dropped. Ret r ansn ssi on
74.197.65. 72 Lhited Sates 147.237.77. 205 |prisha.idf.il SAMrul e drop drop 2
74.197.65.72 Lhited Sates 147.237.77. 233 |atal .idf.il SAMrul e drop drop 2
188. 120. 148. 136 |l srael 147.237.76. 42 |refuah.idf.il Invali d ACK nunber Bad TCP sequence noni t or 2
74.197.65.72 Lhited Sates 147.237.77. 234 |hal ag.i df .il SAMrul e drop drop 2
74.197.65.72 Lhited Sates 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2
74.197.65. 72 Lhited Sates 147.237.77.235|sviva.idf.il SAMrul e drop drop 2
74.197.65.72  [Wited Sates  |147.237.77. 226 [\ chamat z. aka. 1 df |o\irule drop drop 2
74.197.65.72 Lhited Sates 147.237.77. 243 |nobile.idf.il SAMrul e drop drop 2
46. 19. 85. 185 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
2.52.39. 54 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
85. 64.151. 71 | srael 147.237.77. 176 [nat pash.i df . i | Invalid ACK nunber Bad TCP sequence noni t or 1
192. 3. 24. 223 Lhited Sates 147.237.77. 216 |dover.idf.il ?ﬁz;rej ection pattern found in Header Rgj ection noni t or 1
62.0.228. 129 | srael 147.237.72. 166 |aka. i df. il Frst packet isn't SN drop drop 1
141.212.122.176|lhited Sates 147.237.0.200 [mu.idf.il Geo- | ocat i on i nbound enf orcenent |Geo-1 ocati on enf or cenent drop 1
38.99.240.151 |Lhited Sates 147.237.76.42 |refuah.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
89. 138. 70. 158 |l srael 147.237.72. 166 |aka.idf .i | Inval id ACK nunber Bad TCP sequence alert 1
70.39.187.108 |Satellite Providg147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
46.19. 85. 186 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
118. 96. 230. 10 | ndonesi a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
2.54. 38.187 | srael 147.237.72. 166 |aka. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
87.69.194. 94 | srael 147.237.0.34 |tikshuv.idf.il Invalid ACK nunber Bad TCP sequence alert 1
207.46.13.5 Lhited Sates 147.237.72. 166 |aka.idf .i | Frst packet isn't SWN drop drop 1
141.212.122.182|lhited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enf orcenent |Geo-1 ocati on enf or cenent drop 1
41.82.43.232  |Senegal 147. 237, 77. 233 atal . i df .l :‘ggﬂit'e‘ ection pattern found in o Ry ection monitor |1
89. 138. 70. 158 | srael 147.237.72. 166 |[aka.idf. il Invalid ACK nunber Bad TCP sequence noni t or 1
74.82.47. 46 Lhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
188. 120. 148. 136 |l srael 147.237.77. 216 |dover.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 75 | srael 147.237.77. 176 |nat pash. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
87.69.194. 94 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
216.218. 206. 107 |Whited Sates 147.237.77. 121 |e.navy.idf.il Geo- | ocat i on i nbound enf orcenent |Geo-1 ocati on enf or cenent drop 1
141.212.122.195|lhited Sates 147.237. 76. 199 |e. nakchal .i df . il Geo- | ocati on i nbound enf or cenent |Geo-1 ocati on enf or cenent drop 1
46. 19. 85. 53 | srael 147.237.77. 170 |n@arachot . i df . il Inval id ACK nunber Bad TCP sequence noni t or 1
188. 138. 17. 205 |Fance 147. 237. 76. 147 |chi nuch. aka.i df .i | drop drop 1
46. 120. 137. 220 |l srael 147.237.76. 42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
141.212.122.85 |lLhited Sates 147.237.77.61 |e.cogat.idf.il Geo- 1 ocation i nbound enf orcenent |Geo-| ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |Jte ; ‘Count
Country Action
109. 186. 51. 32 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 4
s Unaut hori zed URL Access to
213.251.182.10 [France 147.237.77. 176 nat pash. i df . i W cogat . i df.il/sip storagel/fil es/ 0/ si ze220x0/ 3410. j pg. src B ock 3
79.180.163.45 |lsrael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waww aka. i df.il/nai n/ haredi niwebresour ce. axd Bl ock 3
5.29. 137. 220 | srael 147.237.76.42 |refuah.idf.il Ml ti pl e Unaut hori zed URL Access from 5. 29. 137. 220 Bl ock 3
87.69.81.112 | srael 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 2
74.197.65. 72 Lhited Sates 147.237.77. 176 |natpash.idf.il |Mil tipl e Uhaut hori zed URL Access from 74.197. 65. 72 Bl ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. i df . il/994-8613- he/ navy. aspx. aspx B ock 2
192. 3. 24. 223 Lhited Sates 147.237.77. 216 |dover.idf.il eMii | Hoar di ng Bl ock 1
66. 249. 69. 42 Lhited Sates 147.237.72. 166 |aka.idf .il Mil tipl e Uhaut hori zed URL Access from 66. 249. 69. 42 Bl ock 1
74.197.65. 72 Lhited Sates 147.237.77. 170 |naarachot.i df . i [|Mil ti pl e Uhaut hori zed URL Access from 74.197. 65. 72 Bl ock 1
66. 249. 75. 60 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw nag. i df.il/993/ pat zar . aspx Bl ock 1
176. 12. 143. 237 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
5. 29. 137. 220 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
84.228.60.59  |Israel 147.237. 72. 166 |aka. i df . Wnknown Pararet er _M EVBTATEGENERATCR i n None 1
wan aka. i df . i | / nai n/ sachar/t fasi maspx
68. 180. 228. 232 |Lhited Sates 147.237. 72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary Bl ock 1
66. 249, 69. 42 Uited Sates 147.237. 72. 166 |laka i df i )L(J:axu:Mh)?;i zged URL Access to waww aka.idf.il/sip_storagel/fil es/ 6/ xCxgxe 8 ock 1
207.46.13.104 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1098- 7637- he/ at al . aspx Bl ock 1
109. 253. 130. 250]! srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
74.197.65. 72 Lhited Sates 147.237. 77. 170 |naar achot . i df . i [|Uhaut hori zed URL Access to /tmnbl ock. cgi Bl ock 1
66.249. 75. 117 |Whited Sates 147.237. 72. 166 |aka.i df .i | Ml tipl e Uhaut hori zed URL Access from 66. 249. 75. 117 Bl ock 1
188. 165. 15. 60 |Fance 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 163- 5857- he/ pat zar . aspx B ock 1
41.82.43. 232 Senegal 147.237.77.233|atal .idf.il Enail collector robots 14 Bl ock 1
70. 167. 8. 42 Lhited Sates |147.237.72.166|aka.idf.il Abnornal |y Long Request request versi on Bl ock 1
66.249. 73.193 |lhited Sates 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/newsite/english/1125-1.stm B ock 1
207.46.13.112 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 207. 46.13. 112 Bl ock 1
109. 253. 134. 63 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.75.117 |lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka. i df.il/sites/resources/brothers B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0115-1. stm Bl ock 1
41.82. 43. 232 Senegal 147.237.77.233|ata .idf.il eMii | Hoar di ng B ock 1
87.69. 178. 68 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
70. 167. 8. 42 Lhited Sates |147.237.72.166|aka.idf.il |11 egal HITP \ersi on 222222722 222227207272 22727 222772272722 22272272 22 HITR 1.1 |B ock 1
66. 249. 75. 13 Lhited Sates 147.237. 72. 166 |aka.i df .i | Mil tipl e Uhaut horized URL Access from 66. 249. 75. 13 Bl ock 1
207.46.13.112 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwn i df. il /hebrew news/ arabicl. stm B ock 1
109. 253. 149. 140|l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
2.54.187.127 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
66. 249. 79. 49 Lhited Sates 147.237.77. 170 |naar achot . i df . i [|Unaut hori zed URL Access to 147.237.77.170/ Bl ock 1
192. 3. 24. 223 Lhited Sates 147.237.77. 216 |dover.idf.il Enail collector robots 14 Bl ock 1
46.116. 219. 242 | srael 147.237.72. 166 |aka i df .i Unknown Parameter __VI ENSTATEGENERATCR in None 1
virw aka. i df . i 1/ mai n/ sachar/ f agsel ect i on. aspx
93.173.12. 177 |lsrael 147.237.77. 170 |naar achot . i df . i |CVE- 2011- 3192: Apache _htt pd_Renot e Deni al _of Servi ce ME Bl ock 1
66. 249. 75. 13 Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/sites/resources/ chi nuch Bl ock 1
s Unaut hori zed URL Access to
212.29.220. 250 I srael 147.237.72. 166 |aka. i df. i v aka. i df . i1/ sites/resources/ chi nuch/ styl es/i nport/bott ormavi gat on. asp Bock !
125. 209. 235. 184 O?rea’ RepUDIiC (117 237.77. 216 |dover.idf.il  |Unaut hori zed URL Access to wwmidf . il/894-en/i df gdover. aspx B ock 1
79.182. 126. 208 |israel 147.237.72. 166 |aka.i df . Unknown Parameter __VI BASTATEGENERATCR i n None 1
aka.idf.il/nain/sachar/ payslips. aspx
68.180.228. 117 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ hebrew 123103- 3. st m Bl ock 1
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