03-28-2015-07:03:02 to 03-28-2015-08:03:02

@
1"PT SwNn ()

oV

www.gov.il

[Top Targets |

IDF Under Attack

03-28-2015-07:03:02

Nunber
(6]
At acks

[Top Attackers |

Top Tar get

Nunber
(6]
At acks

M dover.idf.il

W aka. idf.il

M tikshuv.idf.il

M e. mat pash. i df . i

M e dover.idf.il

Wesvivaidf.il

I navy.idf.il

MW idfil
refuah.idf.il

Meatal.idf.il

Top Attackers

I 43. 255. 191. 163
176. 12. 145. 198
I 66. 249. 73. 201
195. 34. 150. 18
Il 82. 0. 25. 221
W 77.127.222.85
[ 176.12.141. 36
W 78. 166. 151. 11
188. 165. 15. 196
M 212. 147. 56. 190




03-28-2015-07:03:02 to 03-28-2015-08:03:02

|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature | Devi ce Action



03-28-2015-07:03:02 to 03-28-2015-08:03:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Name | Devi ce Action \Ooum |
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 2
85. 25. 43. 94 Ger many 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 B ock 1
85. 250. 189. 52 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
78.166.151. 11 Tur key 147.237.72.166 |aka.idf.il 5056: HITP. Goss Ste Scripting (Javascript in HITP request) Per mt 1
93. 120. 27. 62 Ronani a 147.237.0. 34 tikshuv.idf.il DVRep B-N 60_100 B ock 1
78.166.151. 11 Tur key 147.237.72.166 |aka.idf.il Q)25: HITP. access to admini strator/index. php -> Quarantine B ock 1
93. 120. 27. 62 Rormani a 147.237.72.14 |dover.idf.il (ol d)|DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.76.30 |hinush.idf.il DVRep_B-N 60_100 B ock 1
185. 82. 216. 119 147.237.72.166 |aka.idf.il DVRep_B-N 60 _100 B ock 1
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82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 6
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
43.255. 191. 163 |Japan 147.237.8.45 |e.eitan.idf.il ET SCAN Potential SSH Scan 1
104. 43. 14. 101 147.237.77.178 |e. natpash.i df .i | ET SCAN NVAP -sS wi ndow 2048 1
43. 255. 191. 163 |Japan 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
103. 41. 124. 60 147.237.0.35 |akaws.idf.il ET SCAN Potential SSH Scan 1
216.189. 148. 175|lhited Sates 147.237.76.196|e.sviva.idf.il ET SCAN NVAP -sS wi ndow 3072 1
78.166.151. 11  |Turkey 147.237. 72. 166 |aka. i df i LCI\E;?T%R(BFM“ QN script tag in PCST paraneters - likely cross-site 1
212.147.56.190 |Saitzerland 147.237.77.212|e.dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
43.255. 191. 163 |Japan 147.237.77. 178 |e.mat pash. i df .i | ET SCAN Potential SSH Scan 1
212.147.56.190 |Satzerland 147.237.0.34 |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
43.255. 191. 163 |Japan 147.237.76.201e. atal .idf.il ET SCAN Potential SSH Scan 1
187.9.27.231 Brazil 147.237.77.74 |lawidf.il ET SCAN NVAP -sS wi ndow 4096 1
43.255. 191. 163 |Japan 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147|Chi na 147.237.76.201 e ata .idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 163 |Japan 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147|Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 163 |Japan 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 43. 14. 101 147.237.77.178 |e. natpash.i df .i | ET SCAN NVAP -sS wi ndow 4096 1
43.255. 191. 163 |Japan 147.237.0.33  [idf.il ET SCAN Potential SSH Scan 1
104. 43. 14. 101 147.237.77. 178 |e. nat pash.i df .i | ET SCAN NVAP -f -sS 1
216.189. 148. 175|lhited Sates 147.237.76.196|e.sviva.idf.il ET SCAN NVAP -sS wi ndow 4096 1
212.147.56.190 |Satzerland 147.237.77. 212 |e.dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
43.255. 191. 163 |Japan 147.237.77.212|e.dover.idf.il ET SCAN Potential SSH Scan 1
212. 147.56. 190 |Swtzerland 147.237.0.34 |tikshuv.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
43.255. 191. 163 |Japan 147.237.77.19 |lawforumidf.il ET SCAN Potential SSH Scan 1
43.255. 191. 163 |Japan 147.237.76.198|e.yohal an.idf.i | ET SCAN Potential SSH Scan 1
157.55.39. 132 |lLhited Sates 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
43.255. 191. 163 |Japan 147. 237. 76. 147 |chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
115. 231. 218. 147|Chi na 147.237.76. 199 |e. nakchal . i df .i | ET SCAN Potential SSH Scan 1
43.255. 191. 163 |Japan 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147|Chi na 147.237.0.200 |ndu.idf.il ET SCAN Potential SSH Scan 1
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176.12. 145.198 |Israel 147.237.77. 216 |dover. i of i1 |\[va 1d segnent retransmssion. Packet  (Sreaning Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on

66.249.73.201 |United Qates |147.237.77. 216 |dover.icf.i1 |/7vA 1 segnent retransmssion. Packet  (Streaming Engine: TP Invalid drop 8
dr opped. Ret r ansni ssi on

176.12.141.36 |Israel 147. 237. 72. 166 |aka. i of . i | Invalid segnent retransmssion. Packet —[Sreamng Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on

77.127.222.85 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 4

188. 165. 15. 196 |France 147.237.77. 216 |dover.iof i1 |\1va 1d segnent retransmssion. Packet  (Streamng Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on

96. 52. 141. 48 Canada 147.237.0.200 [mdu.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 2

188.138. 17. 205 |FRance 147.237.77. 227 |e. hamaz.idf . il |Geo-1 ocati on i nbound enf or cenent @eo-| ocati on enf or cenent dr op 1

141.212.122.49 |lhited Sates |[147.237.76.197 |e. hinush.idf.il|Geo-| ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

141.212.122.85 |lhited Sates |[147.237.76.197 |e. hi nush.idf.il|Geo-| ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

141.212.122.89 |lhited Sates [147.237.72.217|e.idf.il Geo- | ocati on i nbound enf or cerment Geo- 1 ocati on enf or cenent drop 1

188. 138. 1. 218  |Ger many 147.237.77. 227 |e. hanaz. i df . 1] |Geo- | ocati on i nbound enf or cenment Geo- | ocati on enf or cenent drop 1

141.212.122.181|lhited Sates |[147.237.77.61 |e.cogat.idf.il |Geo-|ocation inbound enforcenent Geo- | ocati on enf or cenent drop 1

188.138. 17. 205 |FRance 147.237.76.200 |eitan. aka.idf.i dr op dr op 1

141.212.122.46 |lhited Sates |[147.237.8.50 |e.tikshuv.idf.i|Geo-|ocation inbound enf or cenent Geo- | ocati on enf or cenent drop 1

141.212.122. 196|Lhited Sates |[147.237.8.24 |e.lifestyle.idffGeo-Iocati on i nbound enf or cenent Geo-| ocati on enf or cenent dr op 1
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46.121. 64. 113 |l srael 147.237.76.42 |refuah.idf.il |Uhaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 3
72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
176.12.141.36 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249. 73.201 |lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthori zed UR. Access from 66. 249. 73. 201 B ock 1
188. 165. 15. 148 |France 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to aka.idf.il/iturindasp/list.asp B ock 1
78.166.151. 11 |Turkey 147.237.72. 166 |aka.idf.il PHP At t enpt B ock 1
5. 255. 253. 124 :3::;”' on 147.237.77. 216 |dover.idf.il |Unauthorized URL Access to waw i df.il/newsite/russian/ main.stm Bl ock 1
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf.il |Miltiple Unauthori zed URL Access from 178. 255. 215. 87 B ock 1
66.249. 73. 228 |Lhited Sates 147.237.77. 176 |nat pash. i df . i | |Uhaut hori zed URL Access to wwu cogat.idf.il/894-ar B ock 1
188. 165. 15. 196 |Fance 147.237.77.216 |dover.idf.il |Miltiple Wauthorized URL Access from 188. 165. 15. 196 B ock 1
79.176. 34.189 |lsrael 147.237. 72. 166 |aka.i df .i | Uhaut hori zed URL Access to waw aka.idf.il/iturinasp/6 s3 Bl ock 1
31.193.51.59 France 147.237.77. 216 |dover.idf.il |Suspi ci ous Response Code B ock 1
s Unhaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 |dover T df. 11| e i1/ 1283- 18670- en/ kkkkkkk=c37066e4kkkkkkk c37066e4 Bl ock !
66. 249. 79. 59 Lhited Sates 147.237.76.31 |nakchal .idf.il|Uhaut hori zed URL Access to 147.237.76. 31/ B ock 1
R Unaut hori zed URL Access to
188. 165. 15. 196 |France 147.237.77. 216 |dover.idf.il waw i df . i 1/ engl i sh/ announcenrent s/ 2001/ apri | /8. stm B ock 1
149. 78. 230. 248 |Lhited Sates 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df.il/nai n/rabanut/webresource. axd B ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
157. 55. 39. 55 Lhited Sates 147.237.77. 176 |nat pash. i df . il|Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
66.249. 73. 185 |lhited Sates 147.237.77. 216 |dover.idf.il |Unhauthorized URL Access to waw idf.il/894-ar Bl ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf .i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.127.222.85 |Israel 147.237.72. 166 |aka idf.i]  |OPKnown Paraneter VI EVBTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
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