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67.80.231.181 |[Lhited Sates 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 2
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
93. 120. 27. 62 Ronani a 147.237.72. 156 |anan.idf.il DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.30 |hinush.idf.il DVRep B-N 60_100 B ock 1
85. 25. 43. 94 Ger many 147.237.77. 226 |ww chamat z. aka. i df .il |DVRep_B- N 60_100 B ock 1
85. 250. 189. 52 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |[B ock 1
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|Top Attackers In |D|

Attacker Address | Atacker Country | Target Address |Ste | Name | count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 27
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
157. 55. 39. 227 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
61. 240. 144. 66 Chi na 147.237.76. 38 eeneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220.178. 50. 184 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
220. 178. 50. 184 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
91. 224, 132.118 Russi an Federation 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 67 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237. 0. 200 ndu. idf.il ET SCAN NMVAP -sS wi ndow 1024 1
220. 178. 50. 184 Chi na 147.237. 0. 200 ndu. i df.il ET SCAN Potential SSH Scan 1
220.178. 50. 184 Chi na 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
220.178. 50. 184 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘S te ‘ Message

66.249.73.185 |lited Sates 147.237.77. 216 |dover.if. i1 [L"val 1 d segnent retransnission. Streaning Engi ne: TGP Inval i d drop 20
Packet dr opped. Ret r ansni ssi on

66.249.73.193 |lited Sates 147.237.77. 216 |dover.icf i1 [.val 1 d segnent retransmssi on. Streaning Engi ne: TGP Inval i d drop 18
Packet dropped. Ret r ansn ssi on

66.249.73.201 |wited Sates 147.237.77. 216 |dover.if. i1 [L"val 1 d segnent retransnission. Streaning Engi ne: TGP Inval i d drop 16
Packet dr opped. Ret r ansni ssi on

37.247.36.123 |Netherl ands 147.237.77. 227 |e.hanaz. i df .i| |Geo-1ocati on i nbound enforcenent |Geo-1 ocation enf or cenent drop 4

189. 242. 254. 16 |Mexi co 147.237.77. 216 |dover. i of .1 |/Val 1 d segment retransmssion. Streamng Engi ne: TP Invalid drop 3
Packet dropped. Ret r ansni ssi on

141.212.122. 42 |lhited Sates 147.237. 76. 198 |e. yohal an.i df . i|Geo-1 ocati on i nbound enf orcenent |Geo-1 ocation enf or cenent drop 1

141.212.122. 179|Lhited Sates 147.237.77. 227 |e. hanaz. i df .i| |Geo-| ocation i nbound enforcenent |Geo-|ocation enf or cenent dr op 1

194, 72.238. 241 |Unhited Ki ngdom 147.237.77. 216 |dover.idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

141.212.122. 44 |lhited Sates 147.237.76.200|eitan. aka.idf.i drop drop 1

141.212.122.180|lhited Sates 147.237.76. 44 |e.refuah.idf.il|Geo-1ocati on i nbound enforcenent |Geo-1ocation enf or cenent drop 1

209. 6. 148.106 |Lhited Sates 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1

141.212.122.45 |lhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enf orcenent |Geo- | ocati on enf or cenent drop 1

178. 255. 215. 87 |Fance 147.237.77.74 |lawidf.il Inval id ACK nunber Bad TCP sequence alert 1

209. 6. 148.106 |Lhited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.84 |lhited Sates 147.237.76. 44 |e.refuah.idf.il|Geo-1ocati on i nbound enforcenent |Geo-1ocation enf or cenent drop 1

178. 255. 215. 87 |Rance 147.237.77.74 |lawidf.il Invalid ACK nunber Bad TCP sequence noni t or 1

83. 244. 53. 142 (P;'Ceusgi':('ja” Tertitory, 1947 237.77. 216 |dover.idf i1 |Arst packet isnt SW dr op dr op 1

141.212.122.89 |lhited Sates 147.237.76.201|e.atal.idf.il |Geo-1ocation i nbound enforcenent |Geo-1ocation enforcenent drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Ste Action ‘Count

66. 249. 73. 201 gq;tt:: 147.237.77. 216 |dover.idf.il Ml tiple Whauthorized URL Access from 66.249. 73. 201 B ock 3

66. 249. 73. 185 Lsh'mt:: 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 73. 185 B ock 2

198. 20. 69. 74 &fs: 147.237.0.17 i":"y' kosher-kravi - 1M |\ aceabl e ST Sessi ons: Unknown Server Gertificate None 2

Lhi ted R Unaut hori zed URL Access to

72.9.148.10 Sates 147.237.76.86 navy.idf.il WA navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
Uhaut hori zed URL Access to

159. 224. 160. 225|Uraine  |147. 237. 77. 170 |mmar achot . i of . maarachot . i df . i 1/pdf/files/5/ 112305, pdf +++++ttttdddtttiddiis (o |
+++++++t+HH++tr esul to X XoxTXT XEXZX0e+ X XZX>
AV XPBRo+X) XEX XPXPX"XEXEXD, +XPXe+X"XIXEXPXEXPXPXZ

66. 249. 73. 193 g‘;tt:: 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to www i df.il/newsite/english/0304-2.stm B ock 1

207. 46. 13. 16 g‘;ttees 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1

74.57.170.13  |Canada  [147.237.72. 166 |aka idf.il Unknown Paranet er _VI EASTATEGENERATCR i n None |1
wwv aka. i df . i |/ mai n/ sachar/ def aul t . aspx

180. 76. 4. 212 Chi na 147.237.76.31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1

207. 46.13. 79 LSthlatt:sd 147.237.72. 166 |aka. i df . il Unhknown Paranet er pageNumin ww aka. i df.il/patzar/klali/default.asp None 1

74.57.170.13  |canada  |147.237.72. 166 |aka i df il Wnknown Pararret er _M EVBTATEGENERATCR i n None |1
waw aka. i df . i |/ nai n/ sachar/ hone. aspx

189. 242. 254. 16 |Mexi co 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode B ock 1

66. 249. 79. 33 gq;tt:: 147.237.77. 170 |naar achot . i df . i | Unhaut hori zed URL Access to 147.237.77. 170/ Bl ock 1

77.126.73.133 [ srael 147.237.72. 166 |aka. i df . Unknown Paranet er __VI EVBTATEGENERATCR i n None 1
v aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx

194.72. 238. 241 LKJ?Ir:;gom 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to / Bl ock 1

68. 180. 228. 117 | ted 147. 237. 77. 216 |dover.i df . i | Wauthori zed LRL Access to Bock |1

Sates v i df . i | /i nvol vient/ engl i sh/ nai n_i ndex. stm
157.55.39.6 gq;tt:: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/violence. stm B ock 1
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