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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te | Name |Davi ce Action |Oount |
128.242.249.12 |ULhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per nint 25
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 2
93. 120. 27. 62 Ronmani a 147.237.77.19 |lawforumidf.il |[DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237.77.19 |lawforumidf.il |DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger nmany 147.237.77.178 |e.natpash.idf.il |DVRep B-N 60 100 B ock 1
176. 9. 99. 134 Ger many 147.237.76.31 |nakchal .idf.il [DVRep B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.0. 35 akavs.idf.il DVRep_B-N 60_100 B ock 1
213. 61.149. 100 |Ger many 147.237.76.31 |nakchal .idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronmani a 147.237.76.198 |e.yohalan.idf.il |[DVRep B-N 60 100 B ock 1
81.218.176.177 |lsrael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 27
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
122.228.207. 77 Chi na 147.237.77. 19 lawforumidf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237.76. 30 hi nush. i df . il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237. 0. 200 mdu. i df . i | ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.0.17 m ny- kosher - kravi . i df . i | ET SCAN Potential SSH Scan 1
216.189. 148. 175 Lhited Sates 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.72. 156 aman. i df.il ET SCAN NVAP -sS w ndow 1024 1
196.47.173. 21 Qte Dlvoire 147.237.77. 226 wan chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 66 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228. 207. 77 Chi na 147.237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228.207. 77 Chi na 147.237.76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237. 8. 28 e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 147.237.77. 235 svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
222.69.94.13 Chi na 147.237. 0. 35 akaws. i df.il ET SCAN NVAP -sS wi ndow 1024 1
74.53. 231. 98 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
196.47.173. 21 Qte Dlvoire 147.237.77. 226 wan chamat z. aka. i df i | ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 66 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 235 svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

‘Tar get Address ([Ste

Count ry

46. 227. 191. 238 |Kazakst an 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 10

66.249.73.193 |United Qates |147.237.77. 216 |dover.icf.i1  |MV@1d segnent retransmssion. Pecket  [Sreaning Engine: TGP Invalid dr op 6
dr opped. Ret r ansni ssi on

66.249.79.104 |United Qates |147.237.77. 234 |nalag.icr.i1 |V 1d segnent retransmssion. Packet  [Sireamng Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on

66.249.79.112 |lnited Qates |147.237.77. 234 |nalag.icf.i1 | V@ 1d segnent retransmssion. Pecket  [Sreaning Engine: TGP Invalid drop 4
dr opped. Ret r ansni ssi on

66.249.73.185 |United Qates |147.237. 77. 216 |dover.idf.i1 |V 1d segnent retransmssion. Packet  [Sireamng Engine: TP Invalid drop 4
dr opped. Ret r ansni ssi on

37.247. 36. 97 Net her | ands 147.237.77. 178 |e. nat pash. i df . i [|Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop

1.10.192. 19 Thai | and 147 237. 77. 216 |dover i df i1 Inval i d segnent retransmssion. Packet Sream ng Ei_ﬁg| ne: TP Invalid drop 3
dr opped. Ret r ansnii ssi on

66.249.79.96 |United Qates |147.237.77.234 |nalag.icr.i1 ||V 1d segnent retransmssion. Pecket  [Sireamng Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on

141.212.122.86 |Lhited Sates |147.237.76. 198 |e.yohal an.idf.il|Geo-1 ocati on i nbound enf or cenent @eo-| ocati on enf or cenent dr op 1

46. 105. 156. 90 |Fance 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1

141.212.122.89 |Lhited Sates 147.237.0. 33 idf.il drop drop 1

203. 45. 113. 127 |Asstralia 147. 237. 77. 176 |nat pash. i df . | :‘ﬁitre’ec“o” pattern found in Header Rgj ection monitor |1

116. 193. 159. 52 |Hong Kong 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enf or cenent @eo-| ocati on enf or cenent dr op 1

141.212.122. 45 |Lhited Sates |147.237.77. 121 |e. navy.idf.il Geo- | ocati on i nbound enf or cenent Geo-| ocati on enf or cenent dr op 1
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|Top Attackers In V\AF|

Attacker Address
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‘ Target Address

Devi ce
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Country

Action

66.249.79.128 |lLhited Sates 147.237.76.42 |refuah.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 79. 128 B ock 24
66.249.79.136 |Whited Sates 147.237.76.42 |refuah.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 79. 136 B ock 24
66.249.79.120 |lhited Sates 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 79. 120 B ock 15
37.140. 141. 39 gj:;;”i on 147. 237. 77. 216 |dover. i of . i | Mil ti pl e Unaut hori zed URL Access from 37.140. 141. 39 B ock 3
} . . Unaut hori zed URL Access to
157.55.39. 137 |United Sates 147.237.77. 176 |nat pash. i df . 11 ww cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 2
66. 249. 75. 34 Lhited Sates 147.237. 77. 226 [ww chamat z. aka. i df .il |Mil ti pl e Unhaut hori zed URL Access from 66. 249. 75. 34 B ock 2
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il W navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2
: . . Unaut hori zed URL Access to
157. 55. 39. 137 Lhited Sates 147.237.72. 166 |aka.idf . il akaLidf i1/ i v r abanut / webr esour ce. axd B ock 2
115.25.81. 74 Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/anan B ock 1
Russi an s Unaut hori zed URL Access to
37.140. 141. 39 Feder ati on 147.237.77. 216 |dover.idf.il Wi df . i |/ newsi t e/ engl i sh/ 0123- 2. stm Bl ock 1
: R Unaut hori zed URL Access to
66.249.79.136 |lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8868- he/ r ef uah. aspx B ock 1
203.45.113. 127 |Australia 147.237.77. 176 |nat pash.i df .i | eMii | Hoar di ng B ock 1
124.13.85.95  |Miaysia 147. 237. 77. 216 |dover. i df . i1 Wnknown HTTP Request Method OOCK in URL Bl ock 1
wa i df . i1 /1116- en/ dover . aspx
: R Unaut hori zed URL Access to
66. 249. 79. 120 Lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8785- he/ r ef uah. aspx B ock 1
46.237.207. 196 |Ger many 147.237.0.17 Im"y' kosher-kravi. Tdf.i o 1t r aceabl e Gonnection - Unknown Server Gertificate None 1
180. 76. 4. 121 Chi na 147.237.77. 176 |nat pash. i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
68.180. 228. 117 |Wnited Sates  |147.237. 77. 216 |dover.idf. il Wnaut hori zed LRL Access to wan i df. 11/113€33- 19857- hag« B ock 1
e/ dover . as&€px
66.249.75.34  |lnited Sates  |147.237.77. 226 |wan chamat 2. aka i of i1 |2UthOrized URL Access to B ock 1
W chanat z. aka. i df . i |/1133- en/ hanaz. aspx
: C e Unaut hori zed URL Access to
207. 46. 13. 112 Lhited Sates 147.237.77. 216 |dover.idf.il i df . i 1/ newsi t e engl i sh/ 0212- 1. stm B ock 1
157.55. 39. 6 Lhited Sates 147.237.77. 216 |dover.idf.il DO stributed Uhaut hori zed URL Access on waww i df.il//anman Bl ock 1
: s Unaut hori zed URL Access to
66. 249. 73. 185 Lhited Sates 147.237.77. 216 |dover.idf.il waw i df i 1/ nevsi t e/ engl | sh/ 1113- 2. stm B ock 1
188. 165. 15. 196 |Fance 147.237. 77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/french/1027.stm |B ock 1
66. 249. 75. 50 Lhited Sates 147.237. 77. 226 [wan chanat z. aka. i df .i1  |Mil ti pl e Uhaut hori zed URL Access from 66. 249. 75. 50 B ock 1
1.10.192. 19 Thai | and 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 1
157.55.39.67  |Wnited Sates  |147.237.72. 166 |aka i df .| Unaut hori zed LRL Access to w aka. i df..i1/mal n/rabant/ B ock 1
gener al . aspx
: S Unaut hori zed URL Access to
66. 249. 79. 128 Lhited Sates 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ 994- 8916- he! r ef uah. aspx Bl ock 1
66. 249. 73. 193 Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
198. 20. 69. 74 Lhited Sates 147.237. 72. 167 |i shuri maka. i df .i | Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
107.167. 102. 146|Lhited S ates 147.237.77. 216 |dover.idf.il XSS - Basic 3 B ock 1
66.249.75.50  |United Sates  |147.237.77. 226 |wan chamat 2. aka i of i1 |"2ULhori zed WRL Access to Bl ock 1
waw. chanat z. aka. i df . i |/1086-ar/ hanaz. aspx
66.249.73.201 |United Sates  |147.237.77. 216 |dover. i df.il Wnauthori zed URL Access to Bl ock 1
wan i df . i |/ newsi t e/ novi es/ stri ke heb?2. asf
203.45.113. 127 |Australia 147.237.77. 176 |nat pash.i df .i | Enail collector robots 14 B ock 1
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