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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

dte

184. 173. 183. 172|Wni ted Sates 147.237.76.86 |navy.idf.il DVRep P- N 40- 59 Per niit 189
37.187. 129. 166 |France 147. 237. 77. 216 |dover. i df . i | DVRep B-N 60 100 B ock 6
62.210. 170. 27 |France 147. 237. 77. 216 |dover. i df . i | DVRep B-N 60 100 B ock 2
18.239.0.155  |United Sates 147. 237. 77. 216 |dover. i cf . | DVRep B-N 60 100 B ock 2
85. 25. 43. 94 Ger many 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 1
93.120.27.62  [Ronania 147.237.0.17  [*™ kosher-kravi. idf. 1 | ry/ep_B-N_60_100 ock 1
185. 14.28.27 _ |Netherl ands 147. 237. 77. 216 |dover. i df . i | DVRep B-N 60 100 B ock 1
77.127.132.2  |israel 147. 237. 77. 216 |dover . i df . | 7120: TP Segrent Qverlap Wth Dfferent Data, e.g., g oo 1
Fragrout e
162. 220.56. 186 |lLhited Sates 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 ock 1
188. 113. 114. 120|Nor vay 147. 237. 77. 216 |dover. i df . i | DVRep B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147.237.0.15 |kosher-kravi.idf.il DVRep B-N 60_100 B ock 1
176. 10. 99. 204 |Swtzer| and 147. 237. 77. 216 |dover. i cf .1 | DVRep B-N 60 100 B ock 1
188. 161. 64. 179 Z";'Cis;i'gc'ja” Territory, 147. 237.77. 216 |dover i df . 5670: HITP. SQ I nj ection (SELECT) B ock 1
85. 25. 43. 94 Ger many 147.237.8.50 |e.tikshuv.idf.il DVRep B-N 60 100 B ock 1
178. 62. 219. 113 |Nether| ands 147. 237. 77. 216 |dover. i df . i | DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 27

195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 6

188. 161. 64. 179 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il GPL WEB SERVER / et ¢/ passwd 1

94. 102. 50. 56 Net her | ands 147.237.77. 234 hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

58. 20. 54. 249 Chi na 147.237.72. 167 ishurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1

188. 161. 64. 179 Pal estinian Territory, Qccupi ed 147.237.77. 216 dover.idf.il S Injection - Select Fom 1
182.74.17.72 Indi a 147.237.72. 166 aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1

94. 102. 50. 56 Net her | ands 147.237.76. 177 ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

61. 240. 144. 64 Chi na 147.237.77. 243 nobi le.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Tar get Address ([Ste

Ki ngdom

Country
109. 253. 132. 1601 srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 20
dr opped. Ret r ansni ssi on
66.249.73.193 |wited Sates [147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 18
dr opped. Ret r ansn ssi on
66.249.73.185 |lnited Sates [147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 18
dr opped. Ret r ansn ssi on
174.229.5.137 |lhited Sates |147.237.77.216|dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 8
174.229.5.137 |lhited Sates |147.237.77.216|dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 8
174.229.5.137 |lhited Sates |147.237.77.216|dover.idf.il Invalid ACK nunber Bad TCP sequence alert 8
174.251.112. 128|lhited Sates |147.237.77.216|dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 5
174.251.112. 128|lhited Sates |147.237.77.216|dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 5
109. 253. 138. 104 sr ael 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet |Sireamng Engine: TCP Invalid drop 4
dr opped. Ret r ansn ssi on
66.249.73.201 |twited Sates |147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Packet |Sreaning Engine: TP Invalid drop 3
dr opped. Ret r ansn ssi on
42.114,228.137 |Vietnam 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Packet |Sireamng Engine: TCP Invalid drop 2
dr opped. Ret r ansn ssi on
141.212.122.88 |lhited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on i nbound enf or cenent (eo-1 ocati on enf or cenent drop 1
95. 130. 15. 96 France 147.237.77. 216 |dover.idf.il directory traversal overfl ow Drectory Traversal noni t or 1
109. 253. 138. 127l srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
89. 207.133. 55  |Net her| ands 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
18. 239. 0. 140 Lhited Sates |147.237.77.216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
184. 105. 139. 123|Lhited Sates |147.237.76.196|e.sviva.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
141.212.122.183|lhited Sates |147.237.76.199|e. nakchal .idf.il |Geo-location inbound enforcenent (eo-1 ocati on enf or cenent drop 1
104. 232. 1. 100 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
116. 193. 159. 52 |Hong Kong 147.237.76.202|e.hal ag.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
91.121.104. 168 |Fance 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
37.187.51.210 |FRance 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
212.179.102. 163|l srael 147.237.72. 156 |anan.i df .il Frst packet isn't SN drop drop 1
141.212. 122. 184|lLhited Sates |147.237.8.24 |e.lifestyle.idf.il|Geo-1ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
70. 39. 187. 108 ?tos: 'd'etre 147. 237. 77. 216 |dover. i df . i Response out of state Bl ock HTTP Non Conpl i ant monitor |1
141.212.122.84 |lhited Sates |147.237.8.28 |e.nobile-ks.idf.illGeo-1ocation inbound enf or cenent (eo- | ocati on enf or cenent drop 1
91. 213. 8. 236 Lkrai ne 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
142. 4. 213. 25 Canada 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
85.24.215.117 |Sweden 147.237.77. 216 |dover.idf.il directory traversal overfl ow Drectory Traversal noni t or 1
5. 196. 248. 85 Ger many 147.237.0.200 [mdu.idf.il drop drop 1
141.212.122.87 |Lhited Sates |147.237.76.199 |e.nakchal .idf.il |Geo-1ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
94, 159. 143. 166 |l srael 147.237.77. 170 [n@arachot . i df.il |l nval i d ACK nunber Bad TCP sequence noni t or 1
109. 253. 138. 127|l srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence alert 1
85.25.103. 119  |Cer many 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
18.187.1. 68 Lhited Sates |147.237.77.216 |dover.idf.il directory traversal overfl ow Drectory Traversal noni t or 1
178. 79. 184. 233 Wi ted 147.237.0.200 |rdu.idf.il Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 1
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) R Too Many of the Sane Response Gode (404) in Session from
109. 253. 135. 214 |l srael 147.237.0. 19 nadi matal .idf.il 109. 253. 135. 214 Bl ock 86
109. 253. 159. 26 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) Bl ock 32
Pal esti ni an
188. 161. 64. 179 |Territory, 147.237.77. 216 |dover.idf .il Mil tipl e Whaut hori zed URL Access from 188. 161. 64. 179 Bl ock 4
Cccupi ed
; R Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df i |/ 994 8613- hel navy. aspx. aspx Bl ock 2
94.180. 61. 227 |Russi an Federation |147.237.77. 176 |nat pash.idf.il Mil tipl e Uhaut hori zed URL Access from 94. 180. 61. 227 Bl ock 2
S URL is Above Root DOrectory
91.121. 104. 168 |Fance 147.237.77. 216 |dover.idf.il weweich.il/. . /shared/cl i entscripts/| querylj query-1 4.2, rin. | s Bl ock 1
66. 249. 69. 36 Lhited Sates 147.237.72. 166 |aka.i df .i | D stributed Unauthorized URL Access on 147.237.72.166// B ock 1
217.12.204.117 |Wkraine 147. 237.77. 216 |dover. i df . Wnauthori zed UL Access to Bock |1
wan i df . i | / shar ed/ user cont r ol s/ header upper /
Pal esti ni an
188.161. 64. 179 |Territory, 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/abcl23/ Bl ock 1
Qccupi ed
66.249.60. 127 |United Sates 147. 237. 72. 156 |anan. i df . i1 Distributed haut hori zed LRL Access on Bock |1
list.ips.gov.il//nodiin/default.aspx
Uhknown Par anet er docl d Resul t: x?xe x?x?X’ x>xZ
159. 224. 160. 225|kr ai ne 147.237.72. 166 |aka.idf . il xj s xaxzx x@eBs xR xZxEx¥x x?x'xEx™; in None 1
viwy aka. i df . i |/ brot hers/ skiral defaul t. asp
84.109. 177. 100 |israel 147. 237. 72. 166 |aka i df .i Unknown Par amet er __VI EABTATEGENERATCR i n None 1
viwy aka. i df . i |/ mai n/ sachar/ def aul t. aspx
. . Unaut hori zed URL Access to
188. 165. 15. 121 |FRance 147.237.77.233|ata .idf.il 147, 237.77. 233/ 994- 8517- hel at al . aspx Bl ock 1
. . s Unaut hori zed URL Access to
94. 180. 61. 227 Russi an Federation |147.237.77. 176 |nat pash. i df.il WA cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
66.249.73.185 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 73. 185 Bl ock 1
188.138.1.218  |Ger nany 147. 237. 0. 17 mny- kosher -kravi .idf.i Ml tiple u_1t _raceabl e SSL Sessions from188. 138. 1. 218 (Unknown None 1
| Server Gertificate)
84.109. 177. 100 |Israel 147. 237. 72. 166 |aka. i df . Unknown Peranet er __ V1 BASTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
42.114. 228. 137 |M et nam 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
208. 80. 194. 125 |lhited Sates 147.237.72. 166 |aka.idf .i | D stributed Unauthori zed URL Access on 147.237.72. 166/ / B ock 1
109. 253. 135. 214l srael 147.237.0.19 |nadimatal.idf.il Too Many 404: Response Code per Session B ock 1
66.249.75.15  |Wited States 147. 237. 72. 156 |anan.i df .i | Distributed Lhaut hori zed LRL Access on B ock 1
list.ips.gov.il//nodiin/default.aspx
188.138.1.218 |Ger many 147.237.0. 17 lmny— kosher-kravi . i df..i S Lhtraceabl e Gonnection - Whknown Server Certificate None 1
84.109. 177. 100 |Israel 147. 237. 72. 166 |aka. i df . Unknown Paraneter __VI EASTATEGENERATCR in None 1
ww aka. i df . i | / nai n/ sachar/ regi strati onw zard/ regi st er. aspx
66. 249. 69. 15 Lhited Sates 147.237. 72. 156 |anan. i df .i | Uhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx Bl ock 1
216. 211. 108. 224|Canada 147.237.72. 166 |aka.idf .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.75. 117 |Lhited Sates 147.237.72. 166 |aka.idf.il Unknown Paraneter newsltemin ww aka.idf.il/neguri nd news/ None 1
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