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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess |S te | Name |Davi ce Action | Count |
189. 104.28.75 |Bazil 147.237.77. 216 |dover.idf.il 7120: TQP. Segnent Overlap Wth Different Data, e.g., Fagroute |B ock 6
77.127.132.2 | srael 147.237. 77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Offerent Data, e.g., Fagroute |B ock 5
206. 207. 225. 86 |Lhited Sates 147.237.77.216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
85. 25. 43. 94 Ger nany 147.237.0. 17 mny- kosher-kravi.idf.il |DVRep_B-N 60 100 B ock 1
85. 250. 189. 52 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute |B ock 1
46. 19. 85. 36 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |B ock 1
46.117. 69. 46 | srael 147.237.72. 166 |aka.idf.il 7120: TQP. Segnent Overlap Wth Different Data, e.g., Fagroute |B ock 1
200. 98. 146. 202 |Brazil 147.237. 77. 216 |dover.idf.il @25: HITP. access to admni strator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake oogl ebot UA 1 | nbound 6
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
193. 107.17. 72 Russi an Federation |147. 237.72. 217 |e.i df .il ET SCAN NVAP -sS wi ndow 1024 1
183. 136. 216. 7 Chi na 147.237.76. 176 |test.ncore.idf.il |ET SCAN Potential SSH Scan 1
115. 231. 218. 147 |Chi na 147.237.76.201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64  |Chi na 147.237.76.31 |nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 150. 198. 62 Sweden 147.237.0. 19 nadi matal .idf.il |ET SCAN Behavioral lhusual |y fast Terninal Server Traffic, Potentia Scan or Infection|l
196.47.173.21 |[Gte Dlvoire 147.237.72.14 |dover.idf.il(old) |ET SCAN NVAP -sS w ndow 2048 1
183.136.216.7 |China 147.237.76.199 |e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.76.38 |e.e.neitav.idf.il |ET SCAN Potential SSH Scan 1
115. 231. 218. 147 |Chi na 147.237.76.199 |e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
81.214.124. 139 |Turkey 147.237.77.233 |atal .idf.il ET DOS SSL Bonb DoS Attenpt 1
5. 196. 248. 85 Cer many 147.237.76. 148 |gocenter. aka. i df . i |ET SCAN NVAP -sS wi ndow 1024 1
218.77.79. 43 Chi na 147.237.77.178 |e.matpash.i df . i | ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection|l
196.47.173.21 |Qte Dlvoire 147.237.72.14 |dover.idf.il(old) |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address |Ste Acti on ‘Count

46. 115. 156. 113 |Ger many 147.237.77. 216 |dover. i df . i Invalid segent retransmssion. Packet Streaning Engine: TP Invalid |, 75
dr opped. Ret r ansni ssi on

87.7.187.180 [italy 147. 237. 77. 216 |dover. i of . i1 Invalid segment retransmssion. Packet Sreamng Engine: TP Invalid |, 46
dr opped. Ret r ansn ssi on

66.249.73.201 |United Sates |147. 237. 77. 216 |dover. i df . il Invalid segent retransmssion. Packet Streaning Engine: TP Invalid |, 20
dr opped. Ret r ansni ssi on

66.249.73.185 |wited Sates |147. 237. 77. 216 |dover.idf.il Invalid segment retransmssion. Packet Sreamng Engine: TP Invalid |, 20
dr opped. Ret r ansn ssi on

66.249.73.193 |United Sates |147. 237. 77. 216 |dover. i df . i Invalid segent retransmssion. Packet Streaning Engine: TP Invalid |, 14
dr opped. Ret r ansni ssi on

109. 253. 144, 187/I srael 147. 237. 77. 216 |dover. i of . i1 Invalid segment retransmssion. Packet Sreamng Engine: TP Imnvalid |, 10
dr opped. Ret r ansn ssi on

199.30.24. 136 |Wnited Sates |147. 237. 7. 216 |dover. i df .i | Invalid segent retransmssion. Packet Streaning Engine: TP Invalid |, 6
dr opped. Ret r ansni ssi on

46.117. 234. 237 |l srael 147.237.76.86 |navy.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 6

46.117. 234. 237 |l srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence alert 5

46.19.85.148  |Israel 147.237.77. 243 |nobil e.i of . Invalid segment retransmssion. Packet Streaming Bngine: TP Invalid |, 4
dr opped. Ret r ansn ssi on

5.102. 254.212 |lsrael 147.237.72. 166 |aka.idf .i | Inval id ACK nunber Bad TCP sequence noni t or 4

189.104.28.75 |Brazil 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3

171.4.247. 4 Thai | and 147.237.77. 216 |dover. i df . Invalid segment retransmssion. Packet Streaming Engine: TP Invalid o 3
dr opped. Ret r ansn ssi on

189.104.28.75 |Bazil 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 2

109. 253. 129. 240 sr el 147. 237.77. 216 |dover. i df . Invalid segnent retransmssion. Packet Streamng Engine: TP Invalid |, 2
dr opped. Ret r ansni ssi on

38. 106. 31. 85 Lhited Sates |147.237.77.74 |lawidf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

141.212.122.88 |lhited Sates |147.237. 76.200|eitan. aka.idf.il drop drop 1

128. 103. 64. 114 |lhited Sates |147. 237. 77. 216 |dover.idf .il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

141.212.122. 179|hited Sates |147.237.8.27 |e.nadimatal .idf.il|Geo- | ocati on i nbound enf or cenent Geo-| ocati on enf or cenent drop 1

46. 19. 86. 85 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122.46 |lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1

109. 64. 105. 247 |l srael 147.237.72. 167 |i shurimaka.i df.il |l nval i d ACK nunber Bad TCP sequence noni t or 1

46.19. 86. 237 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1

141.212.122.82 |lhited Sates |147.237.77. 178 |e.natpash.idf.il |Geo-I| ocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

5. 196. 248. 85 Ger many 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop 1

46.19.86.237  |Israel 147.237.72. 166 |aka.i df . Il1egal header format detected: Miformed Block HTTP Non Conpliant  [nonitor |1
HTTP protocol nane in response

141.212.122.83 |lhited Sates |147. 237.0. 35 akaws. i df.il drop drop 1
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Uhaut hori zed URL Access to
46. 19. 86. 237 | srael 147.237.72. 166 |aka.idf .il v aka. i df . i |/sites/resources/ chi nuch/ styl es/inport/bottommavi |B ock 37
gat on. asp
79.180. 144. 62 |l srael 147.237.76.42 |refuah.idf.il Mil tiple Uhaut horized URL Access from 79. 180. 144. 62 B ock 3
107.170.42.23 |lLhited Sates 147.237.76.31 |nakchal .idf.il Mil tiple Uhaut horized URL Access from 107. 170. 42. 23 Bl ock 2
. . Uhaut hori zed URL Access to
79.177. 63. 68 | srael 147.237.72. 166 |aka.idf .il v aka. i df i1/ mai n har edi i webr esour ce. axd B ock 2
82.102. 251. 11 g“;’cisgi':('ja” Territory, 1147, 237. 77. 216 |dover. i of . Mil tipl e Unaut hori zed URL Access from 82.102. 251. 11 B ock 2
207.46.13.79 Lhited Sates 147.237.72. 166 |aka.i df.il Mil tiple Unhauthori zed URL Access from 207. 46. 13. 79 Bl ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 1
66. 249. 79. 41 Lhited Sates 147.237. 77. 170 |maar achot . i df .i | Uhaut hori zed URL Access to 147.237.77.170/ B ock 1
217.69. 133. 220 |Russi an Federati on 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/zahar B ock 1
128.103. 64. 114 |Whited Sates 147. 237. 77. 216 |dover. i df .| Wnaut hori zed LRL Access to o B ock 1
ww i df.il/arafat/terrorismenglish/nai n i ndex. stm
81.163.101. 20 |Russi an Federation 147.237.77. 216 |dover.idf.il D stributed Uhknown HTTP Request Met hod B ock 1
66.249. 73.193 |lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66.249. 73. 193 B ock 1
200. 98. 146. 202 |Brazi | 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 1
) R Uhaut hori zed URL Access to
107.170. 42.23 |Whited Sates 147.237.76.31 |nakchal .idf.il nakhal .i df i1/t enpl at es/ shar ed user cont r ol s/ header upper / B ock 1
66. 249. 65. 188 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 188 B ock 1
) R Uhaut hori zed URL Access to
157.55.39. 137 |United Sates 147.237.77. 176 |mat pash. i f .11 ww cogat . i df .il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66.249.75.50 |Uhited Sates 147. 237. 77. 226 |waw chanat z. aka. i df .| [12ULNOr1 zed URL Access to Bl ock 1
ww chanat z. aka. i df . i |/t enpl at es/ gener al / gener al . aspx
5. 255. 253. 124 |Russi an Federati on 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 5. 255. 253. 124 B ock 1
) s D stributed Uhaut hori zed URL Access on
207. 46. 13. 30 Lhited Sates 147.237.76.86 |navy.idf.il navy. i df .| // capt cha. ashx B ock 1
) . . Uhaut hori zed URL Access to
112.111.191. 19 |Chi na 147.237.77.74 |lawidf.il wwe | aw i df . i | / 564- en pat zar . aspx/ t r ackback/ B ock 1
79.177.109.2 |israel 147. 237.72. 166 |aka i cf . i | Unknown Paranet er __VI EVETATEGENERATOR i n None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
) . . Uhaut hori zed URL Access to
66. 249. 65. 188 [Lhited Sates 147.237. 77. 216 |dover.idf.il 147. 237. 77. 216/ 1283- 10669- en/ dover . aspx B ock 1
171.4.247. 4 Thai | and 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
85.65.116.79 |l srael 147. 237. 72. 166 |aka i of . i | Unknown Paranet er __VI EWETATEGENERATCR i n None 1
ww aka. i df.il/main/iturimituri maspx
66. 249. 75. 54 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ B ock 1
37.105.7.151 |Saudi Arabia 147. 237. 77. 216 |dover . i df . i Unknown HTTP Request Method COOK in UR. B ock 1
wa i df . i1/ 1558- en/ dover . aspx
123. 125. 80. 244 |Chi ha 147.237.77. 233 |atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
66.249. 73. 185 |lLhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 73. 185 B ock 1
180. 76. 4. 32 Chi na 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ B ock 1
107.23.45.196 |lhited Sates 147.237. 72. 156 |anan.idf .il Lhaut hori zed URL Access to list.ips.gov.il/nodiin/defaul t.aspx B ock 1
66.249. 75. 117 |lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
38. 106. 31. 85 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77.74/ B ock 1
Uhaut hori zed URL Access to
207. 46.13. 79 Lhited Sates 147.237.72. 166 |aka.idf .il wawv aka. i df . i |/ kam ar/ eurl . axd/ 73879113e5ed344f a80d3b2b3f 3 |B ock 1
8c361/
128.103. 64. 114 |Lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 128. 103. 64. 114 B ock 1
79. 180. 144. 62 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd Bl ock 1
66.249. 73. 185 |lLhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawn i df.il/atal 1/izkor/view text.asp |B ock 1
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