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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te | Name |Davi ce Action \Ooum |
128. 242. 249. 12 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 31
216. 67. 245. 106 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |0003: HTTP:. phpM/Admi n access B ock 5
216. 67. 245. 106 Lhited Sates 147.237.0. 34 tikshuv.idf.il Q003: HITP: phpM/Adm n access ock 5
216. 67. 245. 106 Lhited Sates 147.237.77.216 |dover.idf.il Q003: HITP: phpM/Adm n access B ock 5
58. 59. 239. 46 Chi na 147.237.72.156 |anan.idf.il C1000108: HITP. Trying to | ocate existing FQedit or B ock 4
58. 59. 239. 46 Chi na 147.237.72.166 |aka.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 4
58. 59. 239. 46 Chi na 147.237.72.167 |ishurimaka.idf.il Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 4
218. 66. 137. 48 Chi na 147.237.72.166 |aka.idf.il @76: HITP. Access to - action=.. (General) B ock 1
85. 25. 43. 94 CGer many 147.237.76. 44 e.refuah.idf.il DVRep B-N 60 100 ock 1
93. 120. 27. 62 Ronani a 147.237.76.147 |chinuch. aka.idf.il DVRep B-N 60_100 B ock 1
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216. 67.245. 106 |Whited Sates 147.237.77. 216 |dover.idf.il Admin | ogi n page scan - Havij 27
216. 67.245. 106 |Whited Sates 147.237.0.34 |tikshuv.idf.il Admin | ogi n page scan - Havij 21
216.67.245.106 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il Adnin | ogi n page scan - Havij 21
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
84. 95. 58. 220 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
222.69.94. 13 Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
122.228.207. 77 |China 147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
216. 67.245. 106 |Whited Sates 147.237.77. 216 |dover.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
122.228.207. 77 |China 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 1
216.67.245. 106 |lhited Sates 147.237.0.34  |tikshuv.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
122.228.207. 77 |China 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
216. 67.245. 106 |Whited Sates 147.237.0.15 |kosher-kravi.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
122.228.207. 77 |Chi na 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 1
209. 31.103. 8 Lhited Sates 147.237.77.61 |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
203.114.104. 30 |Thailand 147.237.76.202|e.hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228.207. 77 |China 147.237.76. 177 |ncore.i df . il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
122.228.207. 77 |China 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
122.228.207. 77 |China 147.237.8.28 |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
203. 114. 104. 30 |Thail and 147.237.76.202|e.hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
66. 249 69. 2 Uited Sates 147. 237. 72. 166 |aka i of i E;SIE:-“\:;/EII;«I-APAC]—E Apache nod_ssl non-SSL connection to SSL port denial of service 1
202. 162. 210. 109|! ndonesi a 147.237.77. 227 |e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
122.228.207. 77 |China 147.237.76.200|eitan. aka.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |China 147.237.76. 148 |ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
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Inval i d segnent retransnission.

Sreaning Engi ne:

TP Invalid

66.249.75.5 Lhited Sates 147.237.72. 166 |aka. i df . i | Packet dr opped. Ret r ansni ssi on drop 54
37.142.194. 240 |lsrael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 19
109. 253. 129. 148|I srael 147.237.77. 216 |dover.i of . i | Invalid segment retransmssion. Streaming Bngine: TP Invalid |, 18
Packet dropped. Ret r ansn ssi on
109. 253. 157. 185/l srael 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Streaning Engine: TP Invalid 1, ) 18
Packet dropped. Ret r ansni ssi on
173.252.113. 113|Lhited Sates 147.237.72. 166 |aka.i df .i | Frst packet isn't SYN drop drop 14
82.102. 251 11 Pal est'i nian Territory, 147 237. 77. 216 ldover i df i | Invalid segnent retransnission. Srean'nng &gi ne: TP Invalid drop 8
Qccupi ed Packet dropped. Ret r ansn ssi on
66.249.73.193 |United Sates 147. 237.77. 216 |dover.i df . i | Invalid segment retransmssion. Sreamng Engine: TP Invalid |, 8
Packet dropped. Ret r ansni ssi on
173.252.113. 118|Lhited Sates 147.237.72. 166 |aka. i df .i | Hrst packet isn't SYN dr op drop 6
109. 253. 139. 34 |1 srael 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmission. Streaning Bngine: TP Invalid 1, ) 6
Packet dropped. Ret r ansni ssi on
173.252.113. 115|lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 4
173.252.113. 116{Lhited Sates 147.237.72. 166 |aka.i df .i| Hrst packet isn't SYN drop drop 4
2.54.134.198 | srael 147.237.72. 166 |aka. i df. il Invalid ACK nunber Bad TCP sequence alert 3
2.54.134.198 | srael 147.237.72. 166 |[aka. i df . il Invalid ACK nunber Bad TCP sequence noni t or 3
46.121. 232. 189 |l srael 147.237.72. 166 |aka.idf. il Frst packet isn't SYN drop drop 3
190. 152. 130. 56 |Ecuador 147.237.77. 233 |atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
173.252.113. 112|lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 2
77.237.138.51 |Czech Republic 147.237. 77. 227 |e. hanaz.i df .i | Geo-1 ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 2
46.19. 85. 159 | srael 147.237.72. 167 |i shuri maka. i df.i|l nval i d ACK nunber Bad TCP sequence noni t or 2
173.252.113. 119|lhited Sates 147.237.72. 166 |aka. i df . il Frst packet isn't SN drop drop 2
46. 19. 86. 68 | srael 147.237.77.233|ata .idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
173.252.113. 117|Lhited Sates 147.237.72. 166 |aka.idf .i | First packet isn't SN dr op dr op 2
109. 234. 36. 176 |Russi an Federati on 147.237.0.35 |akaws.idf.il drop drop 1
46.116. 122. 253 |l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
46.116. 122. 253 |l srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
2.54.134.198 | srael 147.237.72. 166 |aka. i df . il Inval i d sequence nunber Bad TCP sequence noni t or 1
85. 64. 108. 141 | srael 147.237.72. 166 |aka.idf. il Invalid ACK nunber Bad TCP sequence alert 1
46. 19. 86. 51 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
188. 138. 17. 205 |Fance 147.237.77.61 |e.cogat.idf.il Geo- | ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 1
8.37.227.70 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
85. 64.108. 141 |l srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
141.212.122.46 |lhited Sates 147.237.76. 202 |e.hal ag.i df .i | Geo- | ocati on i nbound enf orcement |Geo-1 ocati on enf or cenent drop 1
8. 37.227.81 Anonynous Pr oxy 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
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176.12. 144.90 | srael 147.237.0.19 |madimatal .idf.il Too Mny of the Sane Response Qode (404) in Session from B ock 181
176.12. 144. 90
176. 12. 138. 64 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 55
216. 67.245. 106 |Lhited Sates 147.237.0.34 |tikshuv.idf.il Ml ti pl e Uhaut hori zed URL Access from 216. 67. 245. 106 B ock 33
216.67.245.106 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 216. 67. 245. 106 B ock 33
216. 67.245. 106 |Whited Sates 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Uhaut hori zed URL Access from 216. 67. 245. 106 B ock 33
109. 253. 139. 250]l srael 147.237.77. 243 |nobil e.idf . il O stributed Suspi ci ous Response Gode B ock 7
207.46.13.113 |lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 207.46. 13. 113 B ock 4
134. 249. 140. 212|\krai ne 147.237.77. 216 |dover.idf.il PHP At t enpt B ock 3
218. 66. 137. 48 Chi na 147.237.72. 166 |aka.idf.il PHP At t enpt Bl ock 2
188. 165. 15. 196 |FHance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 2
66.249.73.193 |lLhited Sates 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 73. 193 B ock 2
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | /994- 8613- hel navy. aspx. aspx B ock 2
157. 55. 39. 2 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy. i df.il/captcha. ashx B ock 2
Unknown Par anet er
79.181.192.161 |lsrael 147.237.72. 166 |aka.idf . il ct 1 00%ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaPrint in None 1
v aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
216. 67.245. 106 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ nui ebl ackcat B ock 1
R Unknown Paraneter captcha in
46.116.250.8 | srael 147.237.72. 166 |aka. i df .11 aka.idf.il/nai n/giyus/authenticationservice. asnx/ aut henti cat e None !
180. 76. 4. 226 Chi na 147.237. 77. 176 |nat pash. i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
218. 66.137.48 |China 147.237.72. 166 |aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 218. 66. 137. 48 B ock 1
66. 249. 75. 5 Lhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
. . S Unaut hori zed URL Access to
5. 255. 253. 124 Russi an Federation |147.237.77.216|dover.idf.il Wi df . i |/ nevsi t ef engl i s/ 120203- 2. stm Bl ock 1
157. 55. 39. 130 Lhited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
79.182. 35. 19 | srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |B ock 1
] S S Uhtraceabl e Gonnection - Protocol violation
66. 249. 69. 2 Lhited Sates 147.237.72. 166 |aka.idf . il (SSL_CONN CLI ENT_HELLO) None 1
180. 76. 5. 194 Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ 1075- he/ ti kshuv. aspx |B ock 1
134. 249. 140. 212|\kr ai ne 147.237.77. 216 |dover.idf.il Adm n Bl ocki ng B ock 1
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/english/news/giora stm B ock 1
37.237.124. 64 Irag 147.237.77. 216 |dover.idf.il D stributed Lhaut hori zed UR. Access on wwidf.il//qgar/ B ock 1
: S Unaut hori zed URL Access to
207. 46. 13. 113 Lhited Sates 147.237.77. 216 |dover.idf.il 147.237.77. 216/ 1039- he/ dover . aspx Bl ock 1
82.102. 251. 11 ga:lcisgi':éa” Territonys 47 237.77. 216 |dover. i . il Mil tipl e Unauthori zed URL Access from 82.102. 251. 11 B ock 1
216. 67.245. 106 |Whited Sates 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ nui ebl ackcat B ock 1
66. 249. 69. 86 Lhited Sates 147.237.77. 226 |\ww chanat z. aka. i df . i | |Uhaut hori zed URL Access to 147.237. 77. 226/ Bl ock 1
134. 249. 140. 212|\krai ne 147.237.77. 216 |dover.idf.il Mil tiple Admin Bl ocking from 134. 249. 140. 212 B ock 1
69.171. 230. 114 |lhited Sates 147.237.77. 216 |dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il//qgar/ B ock 1
218. 66.137.48 |China 147.237.72. 166 |aka.idf.il Uhaut hori zed LRL Access to www aka. i df.il/account/si gnup/ B ock 1
37.239.248.37 |lraq 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw idf.il/gar/ B ock 1
: S Unaut hori zed URL Access to
207. 46. 13. 114 Lhited Sates 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1620- 15785- he/ dover . aspx Bl ock 1
176. 12. 144. 90 | srael 147.237.0.19 |nadimatal.idf.il Too Many 404: Response Code per Session B ock 1
Pal estinian Territory R Unaut hori zed URL Access to
82.102.251. 11 Qecupi ed 147.237.77. 216 |dover.idf.il wawn i df . i |/ 1133- 20187- he/ dover . aspx) Bl ock 1
} . . Lhaut hori zed URL Access to
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 13158- he/ dover . aspx Bl ock 1
46. 19. 85. 95 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
109. 66. 140. 185 |l srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to www aka.idf.il /Il ondi niforun B ock 1
216. 67.245. 106 |Whited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237. 77. 216/ nui ebl ackcat B ock 1
} . . Lhaut hori zed URL Access to
66. 249. 73. 201 Lhited Sates 147.237.77. 216 |dover.idf.il ww i o i | /atal /i zkor/ print_bott omasp Bl ock 1
5. 255. 253. 124 Russi an Federation |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 5. 255. 253. 124 B ock 1
207. 46.13. 112 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed UR. Access to waw i df.il/navy/ htn/unitfs. asp B ock 1
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