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|Top Attackers In IPS|

Attacker Address

Attacker Qountry

Target Address

Ste

184.173. 183. 172|Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N 40- 59 Permt 116
77.127.132.2  |israel 147. 237. 77. 216 |dover . i df .1 7120: TCP: Segrent Qverlap Wth Dfferent Data, e.g., B ock 1
Fagrout e
167. 88. 40. 152 147.237.0. 15 kosher-kravi .idf.i|[DVRep_B-N 60 100 Bl ock 1
89.128.25.196 |%ain 147. 237. 77. 170 |nmarachot . i of . i gligmlf Segment Qverlap Wth Different Data, e.g., B ock 1
176. 67. 99. 89 Pal est'l nian Territory, 147. 237. 77. 176 |mat pash. i of . i | 7120: TCP. Segnent OQverlap Wth Offerent Data, e.g., 8 ock 1
Qccupi ed Fragrout e
93. 120. 27. 62 Romani a 147.237.76.196 |e.sviva.idf.il DVRep_B- N 60_100 Bl ock 1
162. 247. 73. 206 147.237.0.15 |kosher-kravi.idf.il|DVRep B-N 60 100 Bl ock 1
185. 14. 28. 27 Net her | ands 147.237.0.15 |kosher-kravi.idf.i|[DVRep B-N 60_100 B ock 1
165. 215. 209. 15 |lhited Sates 147.237.77. 216 |dover.idf.il 14511: HITP. Wn32/diga Fake User Agent Pernint 1




03-28-2015-00:03:01 to 03-28-2015-01:03:01

|Top Attackers In |D|

Attacker Address |Attacker Gountry |Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 27
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
50. 96. 237. 117 Lhited Sates 147.237.0. 19 nadi matal .idf.il SERVER V\EBAPP bad HITP/ 1. 1 request, Potentially wormattack 1
218.77.79. 43 Chi na 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 1
50. 96. 237. 117 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SERVER WEBAPP bad HITP/ 1.1 request, Potential ly wormattack 1
130. 207. 203. 56 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
122. 228. 207. 76 Chi na 147.237.0. 35 akavs. i df.il ET SCAN Potential SSH Scan 1
74.53. 231. 98 Lhited Sates 147.237.77.226 |wan chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
50. 96. 237. 117 Lhited Sates 147.237.0. 34 tikshuv.idf.il SERVER VWEBAPP bad HITP/ 1.1 request, Potential ly wormattack 1
50. 96. 237. 117 Lhited Sates 147.237.0. 17 mny- kosher -kravi .idf.il SERVER WWEBAPP bad HITP/ 1. 1 request, Potentially wormattack 1
218.77.79.43 Chi na 147.237.76.200 |eitan.aka.idf.il ET SCAN Potential SSH Scan 1
162. 253. 66. 50 Lhited Sates 147.237.77.235 |sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
122. 228. 207. 76 Chi na 147.237.77.212 |e.dover.idf.il ET SCAN Potential SSH Scan 1
122. 228. 207. 76 Chi na 147.237.72.167 |ishurimaka.idf.il ET SCAN Potential SSH Scan 1
122.228.207.76 |China 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
74.53.231. 98 Lhited Sates 147.237.77.179 |e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte

109. 253. 130. 23 |1 srael 147.237.77. 216 |dover. i of i1 |81 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 12
Packet dropped. Ret r ansn ssi on

109. 253. 132. 138|I srael 147.237.77. 216 |dover. i of i1 |'V@ 1 d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 12
Packet dropped. Ret r ansni ssi on

109. 253. 136. 38 | srael 147.237.77. 216 |dover. i of i1 |81 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 12
Packet dropped. Ret r ansn ssi on

66.249.73.185 |Uhited Sates 147.237.77. 216 |dover. i f i1 |V@ 1 d segnent retransmssion. Streamng Engi ne: TP Invalid drop 8
Packet dropped. Ret r ansni ssi on

109. 253. 143. 125/l srael 147.237.77. 216 |dover. i of i1 |'V@ 1 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 6
Packet dropped. Ret r ansn ssi on

66.249.73.193 |Lhited Sates 147.237.77. 216 |dover. i f i1 |V@ 1 d segnent retransmssion. Streamng Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansni ssi on

31.186.228.26 |United K ngdom 147.237.77. 216 |dover. i of i1 |'V@ 1 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 4
Packet dropped. Ret r ansn ssi on

50.96.237.117 |Lhited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on i nbound enf orcenent  |Geo-1 ocati on enf or cenent dr op 4

31.186.228.31 |Wnited K ngdom 147.237.77. 216 |dover. i f i1 V@l 1 d segnent retransmssion. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

31.186.228.88 |United K ngdom 147.237.77. 216 |dover. i of i1 |'V@ 1 d segnent retransmssion. Streaning Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on

. . Inval id segnent retransnission. Sreaning Engine: TGP Invalid

95. 87.76. 133 Kyr gyzst an 147.237.77. 216 |dover.idf.il Packet _dr opped. Ret 1 ansni Ssi on drop 3

31.210. 186. 153 |l srael 147.237.72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 3

188.163.97. 68 |lkraine 147.237.77. 216 |dover. i of i1 |'V@ i d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 3
Packet dropped. Ret r ansni ssi on

66.249.73.201 |tnited Sates 147.237.77. 216 |dover. i of i1 |31 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

31.186. 228.170 |hited Ki ngdom 147.237.77. 216 |dover. i of i1 |'V@ i d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

31.186.228.61 |united K ngdom 147.237.77. 216 |dover. i of i1 |31 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

50. 96.237.117 |lhited Sates 147.237.0.35 |akaws.idf.il drop drop 2

31.186.228.89 |thited Ki ngdom 147.237.77. 216 |dover. i f i1 |Val 1 d segnent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

91.125.76.172 |United K ngdom 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2

31.186.228.66 |United K ngdom 147.237.77. 216 |dover. i of i1 |'V@ 1 d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

31.186.228.90 |Wnited K ngdom 147.237.77. 216 |dover. i f i1 V@l 1 d segnent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

31.186.228.28 |United K ngdom 147.237.77. 216 |dover. i of i1 |'V@ 1 d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

31.186.228.68 |Wnited K ngdom 147.237.77. 216 |dover. i f .1 | V@l d segnent retransmssion. Streamng Engine: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

31.186.228.92 |United K ngdom 147.237.77. 216 |dover. i of i1 |'V@ 1 d segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 2
Packet dropped. Ret r ansni ssi on

31.186.228.30 |Wnited K ngdom 147.237.77. 216 |dover. i f .1 | V@l d segnent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

94. 159. 155. 79 | srael 147.237. 77. 170 |n@arachot . i df . i l|l nval i d ACK nunber Bad TCP sequence noni t or 2

46. 19. 85. 156 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 2

31.186.228.87 |hited Ki ngdom 147.237.77. 216 |dover. i f i1 |V@l 1 d segnent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

207.46.13.16  |Wwited Sates 147.237.77. 216 |dover. i of i1 |V 1 d segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansn ssi on

31.186.228.96 |Uhited Ki ngdom 147.237.77. 216 |dover. i f i1 |V@ 1 d segnent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on

157.55.39.67  |lited Sates 147. 237. 72. 166 |aka. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansn ssi on

94. 230. 86. 162 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 2

50. 96. 237. 117 Lhited Sates 147.237.0. 33 idf.il drop drop 2

2.54. 155. 196 | srael 147.237.77.216|dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

176. 67. 99. 89 glcissi':('ja” Tertitory, 1147, 237.77. 216 |dover.idf.il  |Frst packet isnt SN drop drop 1

141.212.122.178|lhited Sates 147.237.76. 202 |e.halag.idf.il |Geo-location i nbound enforcenment |Geo-1ocation enfor cenent dr op 1

188.138. 17. 205 |Rance 147.237.76.44 |e.refuah.idf.il |Geo-location i nbound enforcenment |Geo-Iocation enforcenent drop 1

141.212.122.181|lhited Sates 147.237. 76. 197 |e. hi nush.i df .i| |Geo-I| ocati on i nbound enf orcenment |Geo-1ocation enf or cenent drop 1

94. 159. 155. 79 | srael 147.237. 77. 170 |n@arachot . i df . i l|l nval i d ACK nunber Bad TCP sequence alert 1

46.19. 85. 70 | srael 147.237. 72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1

141.212.122. 182|Lhited Sates 147.237.76. 198 |e. yohal an.i df . i [|Geo-| ocat i on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Ste Acti on ‘Count
2.54.151. 80 | srael 147.237.77. 243 |nobil e.i df . il Mil ti pl e Uhaut hori zed URL Access from 2. 54. 151. 80 B ock 6
A, Unhaut hori zed URL Access to
2.54.151.80 |lsrael 147.237.77. 243 |mbil e. T df .1 mobi | e. i . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1432 B ock 5
85.130.248.6 |l srael 147. 237.72. 166 |aka. i df . Distributed Lhaut horized LR Access on B ock 5
wan aka. i df . i | // mai n/ har edi mi webr esour ce. axd
85. 250. 125. 249 |l srael 147.237.76.42 |refuah.idf.il Mil tiple Whaut hori zed URL Access from 85. 250. 125. 249 B ock 3
S Unaut hori zed URL Access to
2.54.151.80  |Israel 147.237.77. 243 |mbi [ e. i df . i mobi | e. i df . i 1/ cat egor yt enpl at es/ | i st chi | ddocurent s/ 1431 Bl ock 2
) s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il Wi navy. i df i | /994 8613- he/ navy. aspx. aspx Bl ock 2
66.249. 73.201 |lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Gode B ock
2.54.183.255 |Israel 147.237.72. 166 |aka i df il Wnaut hori zed URL Access to B ock 2
wan aka. i df . i1/ nai n/ har edi ni webr esour ce. axd
50.96.237. 117 |Wited Sates |147.237.0.17 lm"y' kosher-kravi. T df. 1 |\ i ol e Wnaut hori zed URL Access from 50, 96. 237, 117 B ock 2
85. 250. 125. 249 || srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
66.249. 75. 117 |lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 [dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0305-5.stm |B ock 1
157.55.39.137 |Wited Sates  [147.237.72. 166 |aka i df .| tnknown Paranet er 4f9c0c80 in None 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
50.96.237. 117 |lhited Sates 147.237.0.19 |nadimatal.idf.il Mil tipl e Uhaut hori zed URL Access from 50. 96. 237. 117 B ock 1
109. 65.17.9 | srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to v aka.idf.il/https:/vww aka. idf.il/ B ock 1
Russi an R Unaut hori zed URL Access to
5.255.253. 124 Federati on 147.237.77. 216 |dover. i df . i1 ww i df . i |/ hebrew organi zat i on/ si gnal s/ signal s. stm Bl ock !
S D stributed Lhaut hori zed URL Access on
85.64.28.9 | srael 147.237.72. 166 |aka. i df i | ww aka, i o i 1//ht t ps: / v aka. i df i1/ B ock 1
66.249.73.185 |lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/french/0211-3.stm B ock 1
188. 138. 17. 205 |Fance 147.237.0. 15 kosher-kravi .idf.il Uhaut hori zed URL Access to 147.237.0.15/ B ock 1
46.120. 154. 127 |I srael 147.237.72. 166 |aka.i df . Unknown Paraneter _VI EASTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
) Do Unaut hori zed URL Access to
157. 55. 39. 38 Lhited Sates 147.237.77.74 |lawidf.il ww | awi df i 1/sip storage/fil es/ 1/ 1381. pof B ock 1
87.68.216.66 |Israel 147. 237.72. 166 |aka. i o . | Unknown Paraneter __VI EASTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ gi yus/ def aul t. aspx
) ] s Unknown Par anet er PageNumin
66. 249. 79. 107 |lhited Sates 147.237.76. 30 |hinush.idf.il wn chi nush. at al . i df . i | / 938- he/ hi nush. aspx None 1
199.47.81. 11 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/1497- B ock 1
) R Unaut hori zed URL Access to
157.55.39. 137 |Uhited Sates 147.237.77. 176 |nat pash. i df . 1 W cogat . i df. i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
50. 96.237. 117 |lhited Sates 147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to /tnunbl ock. cgi B ock 1
37.142.84.191 |Israel 147.237.72. 166 |aka.i df .i Unknown Paramet er _VI EABTATEGENERATCR i n None 1
vy aka. i df . i |/ mai n/ sachar/ def aul t. aspx
109. 67. 20. 166 |l srael 147.237.72. 166 |aka i df i1 WUnknown Paranet er VI EVBTATECENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
C e Unknown Paraneter captcha in
85.65. 16. 200 I srael 147.237.72. 166 |aka. i df .11 vy aka. i df . i |/ mai n/ gi yus/ aut henti cat i onser vi ce. asnx/ aut henti cat e None !
66.249. 73. 193 |Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df.il/kantar B ock 1
188. 163. 97. 68 |lkrai ne 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response CGode B ock 1
50. 96.237. 117 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unaut hori zed URL Access from 50. 96.237. 117 B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
87.68.216.66 |Israel 147. 237.72. 166 |aka. i o . | Unknown Paraneter __VI EMETATECENERATOR in None 1
waw aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
C e Unaut hori zed URL Access to
212.29.198. 194 |l srael 147.237.72. 166 |aka. i df. il v aka. i df i |/ mai n/ har edi i vebr esour ce. axd B ock 1
173.36.113. 102 |Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ B ock 1
50. 96. 237. 117 |lhited Sates 147.237.0.34  |tikshuv.idf.il Suspi ci ous Response Code B ock 1
37.142.114. 229 |I srael 147.237.72. 166 |aka i df . i1 Unknown Paranet er VI EVETATECENERATCR i n None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
112.111.191. 19 |Chi na 147.237.77. 216 |dover.idf.il Mil tiple Whauthorized URL Access from 112.111.191. 19 B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil tiple Whaut horized URL Access from 188. 165. 15. 196 B ock 1
157.55. 39. 137 |lLhited Sates 147.237.72. 166 |aka.idf . il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
50.96.237. 117 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed URL Access to /trmunbl ock. cgi B ock 1
87.68.248.125 |Israel 147.237.72. 166 |aka.i df . i1 Unknoun Paraneter __VI EVBTATEGENERATCR i n None 1
wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
79.180.77.233 |Israel 147.237.77. 216 |dover. i f . i1 Unknown HTTP Request Method COOX in URL B ock 1
waw i df . il /1116-en/ dover . aspx
173.36.113. 105 |Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed URL Access on 147.237.77.216// B ock 1
50. 96. 237. 117 |lhited Sates 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to /tnunbl ock. cgi B ock 1
38.100. 21. 67 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . . Uhaut hori zed URL Access to
112.111. 191. 19 |Chi na 147.237.77. 216 dover . i df . i1 waw i df . i | /1283- 17660- en/ dover . aspx/ t r ackback/ Bl ock !
66.249.75.74 |Wited Sates  |147.237. 77. 226 | chanat z. aka. i of .1 |2ULhori zed URL Access to Bl ock 1
wan chamat z. aka. i df . i |/t enpl at es/ gener al / gener al . aspx
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
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