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|Top Attackers In IPS|

At t acker

’At tacker Qountry

Target Address

Ste

37.130.227. 133 |Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 Bl ock 12
176.58. 77. 113 Pal est.l nian Territory, 147. 237. 77. 216 |dover. i df .i | 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., B ock 5
Qccupi ed Fragroute
94. 242. 246. 24 |Luxenbour g 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 Bl ock 4
18. 239. 0. 155 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 Bl ock 3
79.179. 109. 247 |l srael 147. 237.72. 166 |aka i of . i | Zrlsgrm;f Segnent Qverlap Wth Dfferent Data, e.g., B ock 1
85. 25. 43. 94 Cer many 147.237.0.15 |kosher-kravi.idf.il|DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 Ger nany 147.237.76.86 |navy.idf.il DVRep_B-N 60 100 Bl ock 1
198. 50. 145. 72 |Canada 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
88. 150. 187. 210 |Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il DVRep B-N 60 100 Bl ock 1
77.127.132.2  |Israel 147. 237. 77. 216 |dover. i of . i | 7120: TP Segnent Qverlap Wth Dfferent Dita, e.g., B ock 1
Fagrout e
91. 233.116. 68 |F nland 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

At acker

Target Address |Ste
Count ry
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 79. 58 Lhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
37.142.74.59 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
176.12.138.86 |lsrael 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
79.176. 192. 205 |l srael 147.237.0.34  |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
112. 241. 36. 240 |ni na 147.237.0.19  |nadi matal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force
218. 77.79. 43 Chi na 147.237.77. 178 |e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
218.77.79.43 Chi na 147.237.76. 197 |e. hinush.idf.il ET SCAN Potential SSH Scan 1
211.153.32.31 |China 147.237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 1
91. 236. 75. 205 |Pol and 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 67 |Chi na 147.237.0.16 |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
218.77.79.43 Chi na 147.237.76. 202 |e. hal ag.i df .i | ET SCAN Potential SSH Scan 1
218.77.79.43 Chi na 147.237.0.33 [idf.il ET SCAN Potential SSH Scan 1
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Pal estinian Territory,

Inval i d segnent retransnission.

Sreaning Engine: TQP Invalid

82.102. 251. 11 Qecupi ed 147.237.77. 216 |dover.idf.il Packet _dr opped. Ret r ansni ssi on drop 38
46.19. 86. 21 | srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 9
66.249.79.58 |lited Sates 147.237.77. 216 |dover. i of i1 |/ V@l 1 d segnent retransmssi on. Streamng Engine: TP Inval id drop 8
Packet dropped. Ret r ansni ssi on
84.228. 251. 214 |l srael 147.237. 72. 156 |aman.i df .i | Inval id checksum Packet dropped. Cﬂ}::?;ﬂ:gm&gl ne: TP Invalid drop 7
38.111.147.86 |Whited Sates 147.237.77. 216 |dover.idf.il drop drop
66.249.79.66 |Lited Sates 147.237.77. 216 |dover.idf i1 |'V@ 1 d segnent retransmssion. Streamng Engine: TP Invalid drop 6
Packet dropped. Ret r ansni ssi on
66.249. 93. 216 |lited Sates 147.237.77. 234 |nal ag.icf i1 |\ V@1 d segent retransmssion. Sreamng Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansnii ssi on
5. 255. 253. 16 Russi an Federation 147.237.77. 176 [natpash.idf.il |Hrst packet isn't SYN drop drop 4
85. 64. 105. 216 | srael 147.237.72. 166 |aka.i df . i1 Invalid segnent retransnission. Streaming Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansni ssi on
37.26.147.222 |lsrael 147.237.0.34 |tikshuv.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 3
46. 19. 86. 25 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
46. 19. 86. 60 | srael 147.237.76.86 |navy.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
37.26.147.222 |lsrael 147.237.0.34 |tikshuv.idf.il |Invalid ACK nunber Bad TCP sequence alert 2
84.228. 251. 214 |l srael 147.237.72. 166 |aka.idf . il Inval id checksum Packet dropped. Cﬂ}::?;ﬂ:gm&gl ne: TP Invalid drop 2
37.142.74.59 | srael 147.237.0.34 |tikshuv.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 2
46. 120. 137. 220 |l srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
37.142.74. 75 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
141.212.122. 94 |Lhited Sates 147.237.0.200 [mu.idf.il Geo- | ocati on i nbound enf orcement  |Geo-1 ocati on enf or cenent drop 1
5.29.122. 211 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
89.138.67.117 |[Israel 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
80. 246. 130. 216 |l srael 147.237.0.34 |tikshuv.idf.il |Invalid ACK nunber Bad TCP sequence aert 1
188. 138. 17. 205 |Fance 147.237.77.61 |e.cogat.idf.il |Geo-location inbound enforcenent |Geo-1ocation enforcenent drop 1
109. 163. 234. 4 |Ronani a 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
62.0.114.5 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
37.187.51.210 |Fance 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversa noni t or 1
176.12.141. 113 |l srael 147.237.77. 243 |nobile.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
91.121. 104. 168 |Fance 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
80. 246. 130. 216 |l srael 147.237.0.34 |tikshuv.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
46.19. 86. 100 | srael 147.237.77. 170 [n@arachot . i df . i I|l nval i d ACK nunber Bad TCP sequence noni t or 1
141.212.122.8 |lhited Sates 147.237. 76. 199 |e. nakchal .i df .i1|Geo-| ocati on i nbound enforcenent |Geo-|ocation enf or cenent drop 1
2.52.186. 162 | srael 147.237.72. 166 |aka.idf .i | Inval id ACK nunber Bad TCP sequence alert 1
176. 12. 149. 161 |l srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence alert 1
37.16.72.139 France 147.237.77. 176 |natpash.i df.il |l nval i d ACK nunber Bad TCP sequence noni t or 1
95. 130. 15. 96 France 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversal noni t or 1
80. 246. 139. 243 |l srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence alert 1
46. 43. 91. 248 g-\;lcis;il:éan Territory, 147.237.77. 176 |matpash.idf.il |Frst packet isn't SN drop drop 1
141.212.122. 15 |Lhited Sates 147.237.76.200|eitan. aka.idf.il dr op drop 1
2.52.186.162 | srael 147.237.72. 166 |aka. i df. il Inval i d ACK nunber Bad TCP sequence noni t or 1
176. 12. 149. 161 |l srael 147.237.77.233|ata .idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
37.26.147. 167 |lsrael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence alert 1
95. 211. 229. 158 |Net her| ands 147.237.77. 216 |dover.idf.il directory traversal overflow Drectory Traversa noni t or 1
80. 246. 139. 243 |l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
37.142.74. 75 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence aert 1
141.212.122. 84 |Lhited Sates 147.237.76.196|e.sviva.idf.il |Geo-l ocation inbound enforcenent |Geo-location enforcenent drop 1
2.52.186. 162 | srael 147.237.72. 166 |aka.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
89.138. 67. 117 |[Israel 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence alert 1
188. 138. 17. 205 |Fance 147.237.72. 217 |e.idf.il Geo-1 ocati on i nbound enforcenent |Geo-1 ocation enf or cenent dr op 1
37.26.147. 167 |Israel 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
104. 171. 124. 77 147. 237. 77. 216 |dover. i of .i | :‘ggﬂit'e‘ ection pattern found in e Ry ection monitor |1
62.0.114.5 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence alert 1
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ww refua. atal . idf.il/shared/ usercontrol s/ header upper/

46.117.77.70 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 44
s Unaut hori zed URL Access to
85.64.105.216 I srael 147.237.72. 166 |aka. i df .11 aka.idf.il/sites/resources/chi nuch/styl es/i nport/bott onmavi gat on. asp Bl ock 5
66. 249. 67. 120 Lhited Sates 147.237.76.42 |refuah.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 67. 120 B ock 4
72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 4
66.249. 67.128 |lLhited Sates 147.237.76.42 |refuah.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 67. 128 B ock 4
Pal esti ni an
82.102.251.11 |Territory, 147.237.77. 216 |dover.idf.il Mil tiple Whaut horized URL Access from82.102. 251. 11 B ock 4
Qccupi ed
176. 12. 142. 198 |l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 3
82.166. 102. 169 |l srael 147.237.76.42 |refuah.idf.il Mil tiple Whaut hori zed URL Access from 82. 166. 102. 169 B ock 3
77.126.30.137 |lsrael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
84.108. 123. 215 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
S D stributed Lhaut hori zed URL Access on
85.64.105.216 | srael 147.237.72. 166 |aka. i df .11 wan aka. i df . i 1//sites/resources/chi nuch/ styl es/ i nport/bott onmavi gat on. asp Bl ock 2
173.36.113.102 |lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
S URL is Above Root Director
91.121.104. 168 |France 147.237.77. 216 |dover.idf.il wavidf.il/. . /shared/ dli emgcri pts/jquery/jquery-1.4.2.mn.js B ock 1
77.125.219. 165 |israel 147.237.72. 166 |aka.i df . Unknown Paraneter _VI EVETATEGENERATCR in None 1
wan aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
66.249. 67.136 |lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8822- he/ r ef uah. aspx B ock 1
207.46.13.5 Lhited Sates 147.237.72. 166 |aka.idf.il Uhknown Paraneter docl D in ww aka.idf.il/mluinitenpl ates/inner.asp None 1
46.117.77.70 | srael 147.237.0.19 |[nadimatal.idf.i|Too Many 404: Response Code per Session B ock 1
; S Uhaut hori zed URL Access to
142.54.183.130 |lhited Sates 147.237.77. 216 |dover.idf.il wa i df . i 1/ 1283- 18092- en dover . aspx/ t r ackback/ B ock 1
82.166. 102. 169 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
66.249.67.120 |Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9710- he/ r ef uah. aspx B ock 1
5 29 174. 114 srael 147 237. 72. 166 |laka i df i1 _Lhknovxn Par_amat. er cFI 00$ct| 00$cphMai n$TochenP acetbl der $bt nAt udaPr i nt None 1
in ww aka.idf.il/nain/giyus/atuda/ asnacht a. aspx
95. 90. 245. 106  |CGer many 147.237.77. 216 |dover.idf.il Mil tiple Whaut horized URL Access from 95. 90. 245. 106 B ock 1
66.249.73.195 |lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vww nag. i df . il/993/ pat zar . aspx B ock 1
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/navy/ htni/unitfs. asp B ock 1
46.117.77.70 | srael 147.237.0.19 nadi matal .idf.i [Too Many of the Sane Response Code (404) in Session from46.117.77.70 B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
77.75.74. 41 Cech Republic |147.237.77.216 |dover.idf.il Suspi ci ous Response Code B ock 1
176. 12. 144. 126 |l srael 147.237.0.19 |[nadimatal .idf.i|D stributed Too Many of the Sane Response Code (404) B ock 1
Pal esti ni an
5.43.202. 144 Territory, 147.237. 77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/nsa/incl udes/ popup. asp B ock 1
Qccupi ed
95. 90. 245. 106  |Ger many 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/anan B ock 1
79.178.211. 126 |lsrael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 79. 58 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to waw idf.il/atal 1/i zkor/vi ew text. asp B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf .il Lhknown Paraneter itemd in ww aka.idf.il/kanhar/gal | ery/ showpi cture.asp |None 1
54.161. 155. 142 |lhited Sates 147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to ww i df.il/english/organi zation/iaf/present.stm |B ock 1
s Unaut hori zed URL Access to
77.125.124. 226 I srael 147.237.72. 166 |aka. i df. 11 vwwy aka. i df . i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get userdetai | s Bl ock !
176.12. 145.1 | srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) B ock 1
66.249. 67. 128 |lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9756- he/ r ef uah. aspx B ock 1
31.168.72.173 | srael 147.237.72. 166 |aka.i df . Unknown Paraneter _VI ENETATEGENERATCR in None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
104.171. 124. 77 147.237.77. 216 |dover.idf.il Enail collector robots 14 B ock 1
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/1225-3.stm B ock 1
Unaut hori zed URL Access to
. s www. | aw. i df.i1/726-en/ pat zar. aspX++++++++++++++t+ttttttttH++
159. 224. 160. 225|Lkrai ne 147.237.77.74 |lawidf.il ettt At coul L Ex?x-+x?x$x" ootx] Kaxmxix xaofoaxmo | [BOCK 1
Ag+XZXEXYx x?2x'xEX”
; ] R Unknown Parareter PageNumin
66. 249. 67. 115 Lhited Sates 147.237.76.30 |hinush.idf.il v chi mush. at al i df igl / 938- he/ hi mush. aspx None 1
77.125.219. 165 |israel 147.237.72. 166 |aka. i df . i Unknown Parameter _M EVETATEENCRYPTED i n None 1
wan aka. i df . i1/ mai n/ gi yus/ def aul t. aspx
188. 165. 15. 196 |FHance 147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 1
66.249.67.136 |Lhited Sates 147.237.76.42 |refuah.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 67. 136 B ock 1
104. 171.124. 77 147.237.77. 216 |dover.idf.il ehMi | Hboardi ng B ock 1
68.180.228.123 |Uhited Sates  |147.237.76.42 |refuahidr.il |nauthorized LR Access to Bock |1
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