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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry \Target Address |S te |NarTe |mvi ce Action | Count |
128.242.249.12 |lhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per nit 24
212.34.12.150 |Jordan 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 6
46. 19. 85. 22 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 4
77.127.132.2 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 3
37.142.182. 226 |lsrael 147.237. 77. 226 |wwn chanat z. aka. i df .i1 |CL000004: HTTP: options nethod (M crosoft) B ock 3
41.97.37. 118 Ageria 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |[B ock 2
175. 44. 8. 190 Chi na 147.237.77.74 |lawidf.il @)76: HITP. Access to - action=... (General) B ock 1
85. 250. 149. 190 |l srael 147.237.72. 166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
93. 104. 215. 125 |Ger many 147.237.77. 216 |dover.idf.il 14189: HITP. Msspel | ed Mozill a User- Agent (Mbzil a) B ock 1
46.19.85.11 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 1
93. 120. 27. 62 Romani a 147.237. 76. 196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1




03-27-2015-22:03:07 to 03-27-2015-23:03:07

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 16
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
109. 186. 5. 160 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
79.177.102. 67 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
61. 240. 144. 67 Chi na 147.237. 76. 200 eitan aka idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 65 Chi na 147.237.8. 27 e.nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
24.247.231. 250 Lhited Sates 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
218.77.79.43 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147. 237. 76. 147 chinuch. aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 65 Chi na 147.237. 0. 35 akaws. i df il ET SCAN Potential VNC Scan 5900- 5920 1
221.181. 73.92 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Action ‘Count

66.249.81.215 |lited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. |Sreanng Engine: TP Invalid o ) 42
Packet dropped. Ret r ansni ssi on

82.102. 251. 11 Pal est_| nian Territory, 147. 237. 77. 216 |dover i df i1 Inval id segnent retransnission. Srearmng E|_1g| ne: TP Invalid drop 36

Qceupi ed Packet dropped. Ret ransni ssi on

109. 253. 129. 88 |l srael 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. |Sreanng Engine: TP Invalid o ) 34
Packet dropped. Ret r ansni ssi on

58.8.209.148  |Thail and 147. 237.77. 216 |dover . i df .1 Inval id segnent retransmssion. |Sreanng Engine: TP Invalid |, 22
Packet dropped. Ret r ansn ssi on

109. 253. 149. 125/l srael 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. |Sreanng Engine: TP Invalid o ) 18
Packet dropped. Ret r ansni ssi on

14.207. 176. 107 |Thail and 147. 237. 77. 216 |dover. i of . i1 Invalid segnent retransmssion. |Sreamng Bngine: TP Invalid ) 18
Packet dropped. Ret r ansn ssi on

109. 253. 157. 73 |1 srael 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. |Sreanng Engine: TP Invalid o ) 18
Packet dropped. Ret r ansni ssi on

61. 90. 45. 50 Thai | and 147. 237. 77. 216 |dover . i df . i | Inval i d segnent retransmssion.  |Sreanng Engine: TP Invalid |, 12
Packet dropped. Ret r ansn ssi on

66.249.81.212 |wited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. |Sreanng Engine: TP Invalid o ) 8
Packet dropped. Ret r ansni ssi on

61. 90. 43. 76 Thai | and 147. 237.77. 216 |dover. i df . i Invalid segnent retransmssion.  [Streamng Engine: TP Invalid |4 ) 8
Packet dropped. Ret r ansn ssi on

58.11.67.180  |Thailand 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. |Sreanng Engine: TP Invalid o ) 7
Packet dropped. Ret r ansni ssi on

176. 12. 138. 163 |Israel 147. 237. 77. 216 |dover . i df . i | Inval i d segnent retransmssion. |Sreanng Engine: TP Invalid |, 6
Packet dropped. Ret r ansn ssi on

176.12.143.177 |Israel 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. |Sreanng Engine: TP Invalid o ) 6
Packet dropped. Ret r ansni ssi on

66.249.81.218 |Lhited Sates 147. 237. 77. 216 |dover . i df . i | Inval i d segnent retransmssion. |Sreanng Engine: TP Invalid |, 6
Packet dropped. Ret r ansm ssi on

61. 90. 43. 76 Thai | and 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 5

61. 90. 45. 50 Thai | and 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4

94.230. 86. 238 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 4

58. 8. 209. 148 Thai | and 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4

94. 230. 86. 139 | srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4

94.230.86. 139 |lsrael 147.237.77. 216 [dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 3

109. 67. 151. 86 | srael 147.237.72. 166 |aka.idf.il FHrst packet isn't SN drop drop 3

46.117.123. 184 |l srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 3

46. 19. 85. 53 | srael 147.237.77. 170 |na@arachot . i df . i | I nval i d ACK nunber Bad TCP sequence noni t or 2

46.19.85.11 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

37.142.182.226 |Israel 147. 237. 77. 226 "‘I"‘IW chanat z. aka. 1df |y oy {6 handi e connection data |8 ock HTTP Non Conpl i ant monitor |2

46.19. 86. 237 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

58. 8. 209. 148 Thai | and 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2

66.249.79.74  |Wnited Sates 147. 237. 77. 216 |dover . i df . i | Inval i d segnent retransmssion. |Sreanng Engine: TP Invalid |, 2
Packet dropped. Ret r ansn ssi on

61. 90. 45. 50 Thai | and 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

46. 121. 229. 157 |l srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence aert 1

84.109.211. 8 | srael 147.237.77. 170 |na@arachot . i df . i | I nval i d ACK nunber Bad TCP sequence noni t or 1

66.249.81.199 |Lhited Sates 147.237.0.34 |tikshuv.idf.il FHrst packet isn't SN drop dr op 1

157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.i df .i | First packet isn't SN drop drop 1

46.19. 86. 152 | srael 147.237.0.34  |tikshuv.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

46.19.85.11 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1

79.180. 12. 186 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

5.102. 254. 95 | srael 147.237.72. 166 |aka.idf .i | I nval i d ACK nunber Bad TCP sequence alert 1

46. 121, 229. 157 |lsrael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

46. 19. 85. 56 | srael 147.237.77. 170 |n@arachot . i df . il I nval i d ACK nunber Bad TCP sequence noni t or 1

84.111.111. 20 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

37.46. 39. 195 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

46. 19. 86. 205 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

5.102. 254. 95 | srael 147.237.72. 166 |aka.idf .i | I nval i d ACK nunber Bad TCP sequence noni t or 1

46. 210. 209. 223 |l srael 147.237.77.74 |lawidf.il Inval id ACK nunber Bad TCP sequence noni t or 1

141.212.122.7 |thited Sates 147.237.76. 198 e. yohal an. i df .i Geo- | ocat i on i nbound Geo-1 ocati on enf or cenent drop 1
enf or cenent

46.19. 85. 128 | srael 147.237.77.233|atal .idf.il FHrst packet isn't SN drop drop 1

89. 138.67.117 |lsrael 147.237.72. 166 |aka. i df .i | I nval i d ACK nunber Bad TCP sequence alert 1

46. 19. 85. 32 | srael 147.237.77. 243 |nobil e.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

84.109. 145. 156 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

8. 37.227. 68 Anonynous Pr oxy 147.237.77. 216 [dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
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|Top Attackers In V\AF|

Devi ce

nakhal . i df.il/tenpl at es/ shared/ user cont r ol s/ header upper/

‘Attacker Qountry Target Address Action ‘Count
175. 44. 8. 190 Chi na 147.237.77.74 |lawidf.il Mil tipl e Uhauthorized URL Access from 175. 44. 8. 190 B ock 15
175. 44. 8. 190 Chi na 147.237.77.74 |lawidf.il PHP At t enpt B ock 11
85. 64. 0. 107 | srael 147.237.76.42 |refuah.idf.il Ml ti pl e Uhaut hori zed URL Access from 85. 64. 0. 107 B ock 10
37.142.182. 226 |l srael 147.237.77. 226 [wwn chanat z. aka. i df .il |[Mul tipl e Uhaut hori zed URL Access from 37.142. 182. 226 B ock 6
82.102. 251. 11 (';a:lcisgi';'ja” Territony,ly 47, 237. 77. 216 |dover. i df i Mil tipl e Unaut hori zed URL Access from 82.102.251. 11 B ock 5
84.228.188. 177 |l srael 147.237.76.42 |refuah.idf.il Ml tipl e Whaut hori zed URL Access from 84. 228. 188. 177 B ock 3
188. 165. 15. 148 |Fance 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
. s Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il W navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
213.57.46.207 |Israel 147.237.72. 166 |aka.i df .i Distributed Lhaut horized LR Access on B ock 2
ww aka. i df . i | // mai n/ rabanut/webresour ce. axd
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 2
84.108. 108. 223 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
207.46.13.138 |lhited Sates 147.237.76.31 |nakchal .idf.il Ml ti pl e Unaut hori zed URL Access from 207.46. 13. 138 B ock 2
84.228.188. 177 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
66. 249. 79. 96 Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Unhaut hori zed URL Access on 147.237.77. 216/ / B ock 1
. s Unaut hori zed URL Access to
207.46.13. 138 |United Sates 147.237.76.31 nakchal .idf. il nakhal .idf.il/tenpl at es/ shar ed/ user contr ol s/ navnenu/ undef i ned Bl ock !
R, Uhaut hori zed URL Access to
37.142.182. 226 |l srael 147.237.77. 226 [wan chanat z. aka. i df . i | Wi charat 7. aka. i o . 1/si p_storagel/ fil es/ 8/ B ock 1
95.233.224. 172 |lItay 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. R Unhaut hori zed URL Access to
207.46.13. 30 Lhited Sates 147.237.76.31 |nakchal .idf.il nakhal . i df.i1/tenpl at es/ shar ed/ user cont r ol s/ navienu/ B ock 1
54.167. 175. 216 |Uni ted Sates 147.237.77. 216 |dover. i df .1 Wnauthori zed UL Access to = B ock 1
vy i df . i1/ enin/sitelenglish/nain index.stm
S Unhaut hori zed URL Access to
2.54.153. 183 | srael 147.237.77. 243 |nobil e.idf.il mobi | . i df .| / cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 1
157. 55. 39. 187 |lhited Sates 147.237.76. 31 |[nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
46.19. 85. 137 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109.66.12.93 |israel 147.237. 72. 166 [aka. i f .i Unknown Parareter M EVBTATEGENERATCR i n None 1
ww aka. i df . i |/ nai n/ sachar/fagsel ecti on. aspx
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
66. 249. 65. 150 |Lnited Sates 147. 237. 77. 226 |ww chanat 2. aka, i df .1 | 12Ut hori zed URL Access to Bl ock 1
ww chanat z. aka. i df . i | /tenpl at es/ cont act us/ cont act us. aspx
5.255.253. 124 |Russian Federation  |147.237.77. 216 |dover.idf. il Wnaut hor | zed UR. Access to Bl ock 1
vy i df . i |/ engl i sh/ hi story/born7.stm
85. 64. 0. 107 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
77.1.241. 26 Cer many 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock 1
s Unaut hori zed URL Access to
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il vow i o .i |/ araf at/terrori srdengl i ShY nai n i ndex. stm B ock 1
D stributed Lhaut hori zed URL Access on
46.117.251.79 |lsrael 147.237.72. 166 |aka.idf . il wwn aka. i df . il //nai n/ gi yus/ aut henti cati onservi ce. asnx/ get user de |B ock 1
tails
) s Unhaut hori zed URL Access to
157.55.39.6 Lhited Sates 147.237.77. 216 |dover.idf.il ww i df . i 1/ engl i sh/ announcenent s/ 2003/ nar ch/ 24. st m B ock 1
84.228.4.173 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. s Unaut hori zed URL Access to
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il ww i df i 1/ newsi t ef engl i s/ 0212- 1. st m B ock 1
66. 249. 73. 227 |lhited Sates 147.237.72. 166 |aka.idf. il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Unaut hori zed URL Access to
37.26.147.194 |lsrael 147.237.72. 166 |aka. i df . il viewv aka. i df . i | /sites/resources/ chi nuch/styl es/inport/bottommavi |B ock 1
gat on. asp
87.68.214.162 |lsrael 147.237.72. 166 |aka. i df.i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
77.127.182.60 |lsrael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waww idf.il/https:/wwidf.il/ B ock 1
207. 46. 13. 16 Lhited Sates 147.237.76. 31 [nakchal .idf.il DO stributed Uhaut horized URL Access on nakhal .idf.il//page.asp |B ock 1
C o Unknown Paranet er captcha in
46.121. 229. 157 |l st ael 147.237.72. 166 |aka. i df .11 aka.i df .i |/ mai n/ gi yus/ aut henti cati onservi ce. asmx/ authenticate | O"® !
157.55.39.42 |Wited Sates 147. 237.77. 216 |dover. i df .i Wnauthori zed UL Access to B ock 1
wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /
66. 249. 79. 74 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66.249. 79. 74 B ock 1
175. 44. 8. 190 Chi na 147.237.77.74 |lawidf.il Uhaut hori zed UR. Access to www nag. i df.il/sip storage/ B ock 1
87. 69. 207. 49 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
79. 181. 136. 226 |I srael 147.237.72. 166 |aka.i df . i1 Unknown Paramet er __VI ENBTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
207.46. 13. 30 Lhited Sates 147.237.76.31 |nakchal .idf.il O stri buted Lhaut hori zed URL Access on nakhal .idf.il//page.asp |B ock 1
46. 237. 207. 196 |Ger many 147.237.0.17 Imny' kosher-kravi. Tdf.i |oq 1yt raceabl e Connection - Unknown Server Certificate None 1
157.55.39. 186 |Lhited Sates 147.237.76.31 |nakchal .idf il Wnaut hori zed URL Access to Bl ock 1
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