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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry \Target Address |S te |NarTe |mvi ce Action | Count |
41.97.37. 118 Ageria 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute |[B ock 2
46.117.235.53 |Israel 147.237.76.31 |nakchal .idf.il C1000004: HITP: options nethod (M crosoft) B ock 2
77.127.132. 2 | srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 2
79.180. 144. 185 |l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 2
85. 25. 43. 94 Ger many 147.237.8.45 |e.eitan.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger many 147. 237.77. 176 |nat pash.i of .i | DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Cer many 147.237.77.235 |sviva.idf.il DVRep_B-N 60_100 B ock 1
37.142.194. 240 |l srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
37.142.194. 240 |l srael 147.237. 77. 226 |ww chanat z. aka. i df . i1 |7120; TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
85. 25. 43. 94 Ger nany 147.237.0.35 |akavs.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 6
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 6
87. 68. 69. 165 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
105. 109. 233.30 |Ageria 147.237.77.216 |dover.idf.il ET WEB SERVER Possible MySQL SQLi Attenpt | nfornati on Schema Access 2
84.229.0.1 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
66. 249. 79. 13 Lhited Sates 147.237.77.176 |natpash.idf.il ET SCAN NVAP -sA (2) 2
122.228. 207. 193 |Chi na 147.237.76.202 |e.halag.idf.il ET SCAN Potential SSH Scan 1
122. 228. 207. 193 |Chi na 147.237.76.196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
222.69.94.13 Chi na 147.237.77. 235 |sviva.idf.il ET SCAN NVAP -f -sS 1
122.228. 207. 193 |Chi na 147. 237. 8. 45 eetanidf.il ET SCAN Potential SSH Scan 1
196. 47.173. 21 te Dlvoire 147.237.8.50 e. tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
122.228. 207. 193 |Chi na 147.237.0. 17 mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
130. 207.203.56 |Lhited Sates 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76.201 |e.atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 193 |Chi na 147.237.77.179 |e.nazi.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 Chi na 147.237.77.179 |e.nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
122. 228. 207. 193 |Chi na 147.237.77.19 |laxforumidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 (hi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
122. 228. 207. 193 |Chi na 147.237.76.201 |e.ata .idf.il ET SCAN Potential SSH Scan 1
222.69.94.13 Chi na 147.237.77. 235 |sviva.idf.il ET SCAN NVAP -sS wi ndow 2048 1
122.228. 207. 193 |Chi na 147.237.76.31 |nakchal .idf.il ET SCAN Potential SSH Scan 1
209. 31. 103. 8 Lhited Sates 147.237.76.200 |eitan.aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122. 228. 207. 193 |Chi na 147.237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
196.47.173. 21 MQte Dlvoire 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 2. 101. 170 Cer many 147.237.77.61 |e.cogat.idf.il ET SCAN Potential SSH Scan 1
183. 136. 216. 7 Chi na 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 193 |Chi na 147.237.77. 212 |e.dover.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 Chi na 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228. 207. 193 |Chi na 147.237.77. 176 |natpash.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 (hi na 147.237.76.86 |navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry Target Address |Ste Action ‘Count
37.142. 194. 240 |l srael 147.237.0.34 |tikshuv.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 219
178. 214. 67. 196 zlcisgi'g;a” Territory, 1447 237. 77. 176 |nat pash. i df . i First packet isn't SN drop drop 19
37.142. 194. 240 |l srael 147.237.72. 166 |aka.idf.il SAMrul e drop drop 17
37.142. 194. 240 |l srael 147.237.77. 216 |dover.idf.il SAMrul e drop drop 11
37.142.194. 240 |I st ael 147.237.77. 226 ;"f’“"‘Cha"mZ' aka.tdl- | smrule drop drop 10
66.249.79.58 |Wnited Sates 147. 237.77. 216 |dover. i df .1 Inval id segnent retransmssion.  |Sreanng Engine: TP Invalid |, 8
Packet dropped. Ret r ansni ssi on
66.249.79.66 |Lnited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. |Sreamng Engine: TP Invalid ) 8
Packet dropped. Ret r ansn ssi on
37.142. 194, 240 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
82.102. 251. 11 Pal est.l nian Territory, 147. 237. 77. 216 |dover i df .i 1 Inval i d segnent retransnission. Streamnng Ele ne: TGP Invalid drop 6
Qceupi ed Packet dropped. Ret r ansni ssi on
37.142.194. 240 |l srael 147.237.77. 226 :A:V\W chamat z. aka. i df First packet isn't SN drop drop 6
212. 118. 227. 63 |Uni ted Ki ngdom 147. 237. 77. 216 |dover . i of . i Invalid segnent retransmssion.  |Sreaning Engine: TP Invalid |, 6
Packet dropped. Ret r ansni ssi on
79.176. 180. 156 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
192.117. 10. 230 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
46. 19. 86. 217 | srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 3
109. 253. 131. 21 |l srael 147.237.77. 170 |n@arachot . i df . i | I nval i d ACK nunber Bad TCP sequence noni t or 2
212.118. 227. 89 |Wni ted Ki ngdom 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. |Sreamng Engine: TP Invalid . ) 2
Packet dropped. Ret r ansni ssi on
5.102. 254. 250 |l srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
46.19.85.159 |l srael 147.237.77. 226 :’T’W“ chamat z. aka. 1 df . |, o1 i g ACK nunber Bad TCP sequence monitor |2
212. 118. 227. 90 |Lhi ted Ki ngdom 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. |Sreamng Engine: TP Invalid ) 2
Packet dropped. Ret r ansn ssi on
46.19. 85. 177 | srael 147.237.77.74 |lawidf.il Inval id ACK nunber Bad TCP sequence noni t or 2
212. 118. 227. 30 |Uni ted Ki ngdom 147. 237. 77. 216 |dover . i of . i Inval id segnent retransmssion.  |Sreaning Engine: TP Invalid |, 2
Packet dropped. Ret r ansni ssi on
5.78. 136. 232 Ger nany 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
80. 246. 130. 169 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
46.117. 60. 81 | srael 147.237.77. 243 |nobile.idf.i | Inval id ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 119 | srael 147.237.77. 176 |nat pash. i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
222.92. 145. 185 |Chi na 147, 237.77. 178 |e. nat pash. i f . | Geo- [ ocat | on i nbound Geo-1 ocati on enf or cenent drop 1
enf or cenent
79.182. 105. 194 |l srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
46.19. 86. 197 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
41.254. 9. 134 JL' bya}”rip;:b 147. 237. 77. 216 |dover.i df . i | I'nvalid AGK nurber Bad TCP sequence moni tor |1
80. 246. 133. 202 |l srael 147.237.77. 170 |na@arachot . i df . i | Inval id ACK nunber Bad TCP sequence aert 1
80. 246. 130. 95 |l srael 147.237.76.86 |navy.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
46.19. 86. 217 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
46.19. 85. 8 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
5. 102. 254. 250 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
80. 246. 133. 202 |l srael 147.237.77. 170 |n@arachot . i df . i | Inval id ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 177 | srael 147.237.77.74 |lawidf.il Inval id ACK nunber Bad TCP sequence aert 1
2.54.146. 74 | srael 147.237.72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
80. 246. 130. 95 |l srael 147.237.76.86 |[navy.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 21 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
222.92. 145. 185 |Chi na 147.237.8.28 |e.nobile-ks.idf.il Go- | ocati on i nbound Geo-1 ocati on enf or cenent drop 1
enf or cenent
37. 60. 146. 134 2’;5;'2;3” Territory, 1447 237. 77. 176 |nat pash. i df . i First packet isn't SN drop drop 1
70.39. 186.218 |Satellite Provider 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
5.78. 136. 232 Ger nany 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
80. 246. 130. 169 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence aert 1
46.117. 60. 81 | srael 147.237. 77. 243 |nobi l e.i df .i | Inval i d ACK nunber Bad TCP sequence alert 1
46. 19. 85. 36 | srael 147.237.76.86 [navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
222.92. 145. 185 |Chi na 147.237.77. 121 e navy. i df i Geo- | ocat i on i nbound Geo-1 ocati on enf or cenent drop 1
enf or cenent
94. 230. 86. 231 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 197 | srael 147.237.72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP sequence alert 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address ‘Attacker Qount ry ‘Tar get Address ‘S‘ te Action ‘Count
37.142.194. 240 |lsrael 147.237.0.34 |tikshuv.idf.il|Miltiple Abnornal |y Long Request from 37.142.194. 240 B ock 436
37.142.194. 240 |l srael 147.237.0.34 |tikshuv.idf.il|Mil tiple Unauthorized URL Access from 37.142. 194. 240 B ock 10
192.151. 154.82 |lLhited Sates 147.237.77.74 |lawidf.il PHP At t enpt B ock 6
82.102. 251. 11 z'cf;i'géa” Territory, 1947.237.77. 216 |dover.idf.il  |Miltiple Wauthorized UR. Access from 82, 102. 251. 11 B ock 5
105. 109. 233. 30 |Ageria 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 105. 109. 233. 30 B ock 5
149. 78.249. 121 |lhited Sates 147.237.76.42 |refuah.idf.il |Miltiple Unauthorized URL Access from 149. 78. 249. 121 B ock 3
89. 139. 9. 157 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
77.125.141.51 |lsrael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to www aka. i df.il/nai n/ sachar/undefined B ock 3
37.8.48. 180 (F;ajcis;i';'ja” Territory, {147 237.77. 176 |nat pash. i of . i 1|Unaut hori zed URL Access to waw cogat . i df .il/894-ar B ock 2
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
R Unhaut hori zed URL Access to
79.176. 114. 59 | srael 147.237.72.166 |aka.idf . il v aka. i df i1/ mai 0/t abanut / webr esour ce. axd B ock 2
5.29. 195. 248 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2
79.178. 99. 32 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
5. 255.253. 124 |Russi an Federation 147.237.77. 216 |dover.idf.il |Miltiple Unauthori zed URL Access from 5. 255. 253. 124 B ock 2
87.68. 144. 128 | srael 147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 2
68. 180.228. 117 |lhited Sates 147.237.77.216 |dover.idf.il |Miltiple Wauthorized URL Access from 68.180.228. 117 B ock 1
. . . . |Unauthori zed URL Access to
37.142.194. 240 |lsrael 147.237.0.34 |tikshuv.idf.il wiw ti kshuv. i df . i |/t enpl at es/ honepage di v. i t em B ock 1
173.36.113.104 |Lhited Sates 147.237.77.216 |dover.idf.il |D stributed Wauthorized UR. Access on 147.237.77.216// B ock 1
105. 109. 233. 30 |Ageria 147.237.77.216|dover.idf.il |Uhauthorized URL Access to wan i df.il/ar/+order+by+ B ock 1
79.183.220.91 | srael 147.237.72. 166 |aka idf. i1 |NKnown Parameter VI EVBTATEGENERATCR in None 1
aka. i df.il/nai n/ sachar/ hone. aspx
46.121.195. 189 |israel 147.237.72. 166 aka icr.il  [JKnown Paraneter VI EVETATEGENERATCR in None 1
v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
188. 165. 15. 196 |FHance 147.237.77.216 |dover.idf.il |D stributed Uhaut hori zed URL Access on waw i df.il//894-he B ock 1
s D stributed Uhauthorized URL Access on
89.138.84. 11 I srael 147.237.72. 166 |aka. i df .11 viwy aka. i df . i | // mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get userdet ai | s Bl ock !
37.142.194. 240 |lsrael 147.237.77. 216 |dover.idf.il |Uhauthori zed URL Access to wwwu i df.il/dover/site/nai npage. asp B ock 1
176. 215. 226. 39 |Russi an Federation 147.237.77.74 |lawidf.il D stributed Unknown HTTP Request Met hod B ock 1
R O stributed Whaut horized URL Access on
109. 64. 21. 98 | srael 147.237.72. 166 |aka. i df .i | v aka, i df i 1// mai v/ har edi m webr esour ce. axd B ock 1
80.246.141.95 I srael 147.237.72. 166 [aka iof i1 [BUthorized WL Access to Bl ock 1
wwn aka. i df . i1/ nai n/ har edi i webr esour ce. axd
66.249. 73.132 |lhited Sates 147.237.72. 166 |aka.i df .il Unknown Paraneter pop in ww aka.idf.il/nain/ hore/ None 1
149. 78. 249. 121 |lhited Sates 147.237.76.42 |refuah.idf.il |Uhaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
37.142.194. 240 |l srael 147.237.0.34 |tikshuv.idf.il|Abnormal |y Long Request query string B ock 1
37.239.156.15 |lraq 147.237.77. 216 |dover.idf.il |Lhauthorized URL Access to wwidf.il/qgr/ B ock 1
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 178. 255. 215. 87 B ock 1
109. 64. 136. 226 |l srael 147.237.72.166 |aka.idf.il Paraneter Read Ohly Molation inwwaka idf.il/tiznoret/fag/ default.asp [None 1
5.29.141. 20 | srael 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwwn idf.il/894-he B ock 1
217.69.133. 68 |Russi an Federation 147.237.72. 166 |aka.idf .il Uhknown Paraneter docid in aka.idf.il/kamhar/klali/default.asp None 1
66. 249. 73. 153 Lhited Sates 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.30.137 |Uited Sates 147.237.72. 166 [aka iof i1 [BUthorized URL Access to . Bl ock 1
wan aka. i df . i |/ rights/ asp/ hone. asp/ i nf 0. asp
105. 109. 233. 30 |Ageria 147.237.77.216 |dover.idf.il |lllegal URL Path Encodi ng www i df.il/ar/% B ock 1
46.19.86.240  |Israel 147.237.72. 166 |aka idf il |"Known Parameter VI EVBTATECENERATCR in None 1
www aka. i df . i | / mai n/ sachar / hone. aspx
S Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 |dover. 1ol 111y gf i 1/ 1133- 17762- hel kkkkkkk=17a07365kkkkkkk 17a07365 | K !
125. 209. 235. 184 |Korea, Republic of 147.237.77. 216 |dover.idf.il |DOstributed Suspici ous Response Gode B ock 1
87.68. 25. 15 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
66. 249. 79. 74 Lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Wauthorized URL Access from 66. 249. 79. 74 B ock 1
173.36.113. 103 |Lhited Sates 147.237.77.216 |dover.idf.il |D stributed Wauthorized UR. Access on 147.237.77.216// B ock 1
46. 120. 116. 39 | srael 147.237.72.166 |aka.idf.il D stributed Suspici ous Response Code Qust om Tenpor ary B ock 1
180. 76.5. 78 Chi na 147.237.77. 176 |nat pash. i df . il|Uhaut hori zed URL Access to 147.237.77. 176/ 1057- he/ cogat . aspx B ock 1
125.230. 111. 27 |Tai van 147.237.77.74 |lawidr.il  |OPknown HITP Request Method GO in LR B ock 1
ww | aw i df . il /14-en/ pat zar. aspx
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