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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess |S te | Name |Davi ce Action |Oount |
77.127.132.2 | srael 147.237.77.216 |dover.idf.il|7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 5
79.178. 25. 216 | srael 147.237.72.166 |aka.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Ger nany 147.237. 0. 200 ndu.idf.il |DVRep B-N 60 100 ock 1
63. 240. 94. 244 Lhited Sates 147.237.77.216 |dover.idf.il|7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake G(oogl ebot UA 1 | nbound 29

195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
94.126.171. 132 Por t ugal 147.237.77. 74 lawidf.il Tehila - Perl LV wth fake user agent 2

37.26. 147. 222 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2

109. 253. 158. 201 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2

61. 240. 144. 67 Chi na 147.237.77.176 nat pash. i df . i | ET SCAN Potential VNC Scan 5800- 5820 1

208. 115. 198. 240 Lhited Sates 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 1

61. 240. 144. 67 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
27.50.132. 61 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte
66.249.79.74  |wited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segent retransmssion. Streaning Bngine: TP Invalid 1, 18
Packet dropped. Ret r ansm ssi on
176.12.149.40 | srael 147. 237. 77. 216 |dover. i df .i Invalid segment retransmssion. Streaning Bngine: TP Invalid g 18
Packet dropped. Ret r ansni ssi on
176.12.142.70 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segent retransmssion. Streaning Bngine: TP Invalid 1, 12
Packet dropped. Ret r ansm ssi on
66.249.79.58  |Uited Sates 147. 237. 77. 216 |dover . i df . i Invalid segment retransmssion. Streaning Bngine: TP Invalid 1, 12
Packet dropped. Ret r ansni ssi on
176.12.141.102 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segent retransmssion. Streaning Bngine: TP Invalid g 6
Packet dropped. Ret r ansm ssi on
5. 102. 254. 31 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 6
66.249.79.66  |Uited Sates 147. 237. 77. 216 |dover. i of . i1 Inval i d segnent retransmssi on. Streamng Engine: TP Invalid 6
Packet dropped. Ret r ansni ssi on
197. 249. 224. 214|Nbzanbi que 147.237.8.24 |e.lifestyle.idf.il|Geo-1ocati on i nbound enforcenent |Geo-1ocation enfor cenent drop 4
217.132.66.26 |lsrael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
83. 142, 185. 198 |Pol and 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 4
197. 249. 224. 214|Mbzanbi que 147.237.8.27 |e.nadimatal .idf.i|Geo-1ocation i nbound enforcenent |Geo-I ocation enf or cenent drop 4
5.102. 254. 88 | srael 147.237.77.216|dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
197. 249. 224. 214|Nbzanbi que 147.237.8.28 |e.nmobile-ks.idf.il|Geo-1ocati on i nbound enf orcenent |Geo-1ocation enf or cenent drop 4
79.181.28.248 | srael 147.237.77. 243 |nobi 1 e. i df . i1 Invalid segent retransmssion. Streaning Engine: TP Invalid 1, 4
Packet dropped. Ret r ansni ssi on
197. 249. 224. 214|Mbzanbi que 147.237.8.50 |e.tikshuv.idf.il |Geo-location inbound enforcenent |Geo-Iocation enforcenent drop 4
197. 249. 224. 214|Mbzanbi que 147.237.8.14 |e.orchot.idf.il Geo-1 ocati on i nbound enf or cenent |Geo-| ocati on enf or cenent drop 4
82.102. 251. 11 gjceusgi':('ja” Tertitory, 1447 237.77. 216 |dover. i . i1 First packet isn't SWN drop dr op 3
37.46. 39. 134 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
217.132. 66. 26 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence aert 2
46. 19. 85. 234 | srael 147.237.77. 170 |n@arachot.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 2
46. 19. 85. 23 | srael 147.237.77. 243 |nobi le.idf . i1 Invalid ACK nunber Bad TCP sequence noni t or 2
188. 165. 15. 196 |France 147. 237. 77. 216 | dover. i df . i1 Invalid segent retransmssion. Streaning Engine: TP Invalid 1, 2
Packet dropped. Ret r ansni ssi on
85. 64.116. 119 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence aert 1
66.249. 81. 227 |lhited Sates 147.237.77. 176 |nat pash.i df .i| directory traversal overflow Drectory Traversal noni t or 1
37.46.39. 134 | srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 82 | srael 147.237. 72. 166 |aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
5.102. 254. 52 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1
85. 64.116. 119 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 1
79.176.180. 156 |lsrael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
222.92.145.185 |Chi na 147.237.76. 196 |e.sviva.idf.il Geo- | ocation i nbound enf orcenent |Geo- | ocati on enf or cenent drop 1
84.111.226. 102 |lsrael 147.237. 72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
85. 250. 2. 214 | srael 147.237.77.74 |lawidf.il Invalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 205 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
84.229.107. 175 |Israel 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence aert 1
37.26. 148. 240 | srael 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 1
104. 245. 146. 198 147.237.76.34 |yohalan.idf.il drop drop 1
80. 246. 130. 193 |l srael 147.237.77. 170 |n@arachot . idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 228 | srael 147.237. 77. 170 |n@arachot .idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
2.54.160. 119 | srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1
84.229.107. 175 |lsrael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Action ‘Count
Unaut hori zed URL Access to
149. 78. 73. 115 | srael 147.237.72. 166 |aka.idf.il viewy aka. i df . i | /sites/resources/ kanar/styl es/inport/bott ormavi ga |Bl ock 4
t on. asp
85.250.173.75 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
] C e Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df i 11994 8613- hel navy. aspx. aspx B ock 2
188.138. 17. 205 |Rance 147.237.77.216|dover.idf.il D stributed Unauthori zed URL Access on 147.237.77.216// B ock 1
66. 249. 79. 74 Lhited Sates 147.237.77.216|dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66.249. 79. 74 B ock 1
. . S Unhaut hori zed URL Access to
5.255.253. 124 |Russi an Federation 147.237.77. 216 |dover.idf.il waw i df . i 1/ engl i sh/ announcenent s/ 2002/ apri | /19. stm B ock 1
DO stributed Lhaut hori zed URL Access on
109. 66. 110. 74 | srael 147.237.72. 166 |aka. i df .i | wwy aka. i df . i1//mai n/ gi yus/ aut henti cati onservi ce. asnx/ get user det |B ock 1
als
85. 64. 222. 107 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . i|/bamahane B ock 1
77.126.235.70 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
202. 139. 194. 149|Thai | and 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on 147.237.77.216// B ock 1
173.36.113. 102 |Lhited Sates 147.237.77.216|dover.idf.il D stributed Unauthori zed URL Access on 147.237.77.216// B ock 1
66.249.67.22  |uited Sates 147.237.76.86 |navy.idf.il Whauthori zed LRL Access to B ock 1
wwv navy. i df . i1/ navy/ navy/ arti cl es. aspx
94.126.171. 132 |Portugal 147.237.77.74 |lawidf.il Ml ti pl e Uhaut hori zed URL Access from 94.126. 171. 132 B ock 1
82.102. 251. 11 glcisgi'géa” Territory.l 147, 237. 77. 216 |dover. i df . i Mil ti pl e Unaut hori zed URL Access from 82.102. 251. 11 B ock 1
188. 165. 15. 148 |France 147.237.72. 166 |aka.i df . Wnaut hori zed URL Access to B ock 1
ww aka. i df . i|/consol e/ core/ doc_ngr/ nul |
66.249.81.227 |Lhited Sates 147.237.77. 176 |nat pash.i df . i | LR is Above Root Directory wwu cogat.idf.il/../favicon.ico B ock 1
Unhaut hori zed URL Access to
37.140. 141. 37 |Russi an Federation 147.237.77.74 |lawidf.il waw nag. i df . i 1 /tenpl at es/ shared/ user cont rol s/ obbyi nfocenterite |B ock 1
m
115. 25. 81. 70 Chi na 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwidf.il/anan B ock 1
85. 65. 202. 42 | srael 147.237.72. 166 |aka.i df .i | Uhaut hori zed URL Access to ww aka.idf.il/nain/giyus/ge...04 [B ock 1
79.177. 11. 9 | s a6l 147 237 72. 166 laka. i df i1 Uhknown 'Pare.met er ctI00$ctI00$9phh/a| n$cphSachar $ct 1 01 in None 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
207.46.13. 2 Lhited Sates 147. 237. 77. 226 |vwwv chanat z. aka. i df . i | |Uhaut hori zed URL Access to 147.237.77. 226/ B ock 1
173.36.113. 103 |lLhited Sates 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on 147.237.77.216// B ock 1
66.249.79.58  [Lhited Sates 147.237.77. 216 |dover. i of . i1 tnaut hori zed UR. Access to Bl ock 1
v i df.il/english/statistics/yeel on.stm
s Unaut hori zed URL Access to
94.126.171. 132 |Portugal 147.237.77.74 |lawidf.il v | awi o i | /1 rages/ st ori es/ ked ri . php. phog f B ock 1
Pal estinian Territory, S Unaut hori zed URL Access to
82.102.251. 11 Qccupi ed 147.237.77.216 |dover . df .| wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 196 B ock 1
: s Unhaut hori zed URL Access to
68.180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il wiw i df . i 1/ newsi t ef engl i sh/ 1224- 5. st m B ock 1
Do D stributed Lhaut hori zed URL Access on
46. 19. 86. 84 | srael 147.237.77.233|ata .idf.il 147. 237.77. 233/ | 1134- he/ at al . aspx B ock 1
s Unhaut hori zed URL Access to
79.183.197. 212 I srael 147.237.72. 166 |aka. i df. 1 wiw aka, i of . i |/ nai n/ sachar/ r egi strati onwi zar df undef i ned Bl ock !
208. 115. 198. 240|Lhited S ates 147.237.77.216|dover.idf.il Mil tipl e signatures from?208. 115. 198. 240 B ock 1
180. 76. 4. 32 Chi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 79. 66 B ock 1
109. 64.80. 5 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
Unknown Paraneter captcha in
84.108. 47. 107 I srael 147.237.72. 166 |aka.idf.il ww aka. i df . i |/ nai n/ gi yus/ aut henti cat i onservi ce. asnx/ aut henti cat |None 1
e
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
46.116. 155. 115 |lIsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
149.88.101. 199 |Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
89. 139. 25. 169 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
79.183.197. 212 |Israel 147.237.72. 166 |aka.i df . Unknown Parameter _VI BASTATEGENERATCR in None 1
viwy aka. i df . i |/ mai n/ sachar/regi strati onw zar d/ regi st er. aspx
208. 115.198. 240|Lhited Sates 147.237.77. 216 |dover.idf.il PHP Attenpt B ock 1
180. 76. 6. 29 Chi na 147.237.77. 176 |nat pash.i df . i | Unaut hori zed URL Access to 147.237.77. 176/ 901- ar/ cogat . aspx |B ock 1
66. 249. 79. 66 Lhited Sates 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwn i df.il/anan B ock 1
5. 28. 158. 32 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
109. 66. 102. 23 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
84.228.4.173 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.126.200.192 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
S Unhaut hori zed URL Access to
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il W i df i1/ newsi tel french/ 0207-3. stm B ock 1
66. 249. 65. 161 Lhited Sates 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock 1
: s Unknown Paraneter sorderby in
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf .il vow aka. i o i 1/i turi asp/ di spl ayal | sol di ers. asp None 1
D stributed Lhaut hori zed URL Access on
93.173.59. 189 | srael 147.237.72. 166 |aka. i df .i | ww aka. i df . i1//mai n/ gi yus/ aut henti cat i onservi ce. asnx/ get user det |B ock 1
ails
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