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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te | Name | Devi ce Action \Ooum |
94.126.171. 132 |Portugal 147.237.77.74 |lawidf.il 13375: HITP: Joonia Conponent JCE BOT for JCE B ock 24
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 5

85. 25. 43. 94 CGer many 147.237.77.243 |nobile.idf.il DVRep B-N 60 100 B ock 1

178. 16.208. 57  |Sweden 147.237. 0. 15 kosher-kravi.idf.il [DVRep_B-N 60_100 B ock 1

85. 65. 202. 42 | srael 147.237.72.166 |aka idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fragroute B ock 1

93. 120. 27. 62 Rormani a 147.237.77.170 |maarachot.idf.il DVRep_B-N 60 100 B ock 1

93. 120. 27. 62 Rormani a 147.237.77.234 |halag.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Gountry |Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
79.178. 120. 37 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 6
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
87.69. 7. 238 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
109. 66. 19. 68 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
212.147.56.190 |Swtzerland 147.237.0. 200 mu.idf.il ET SCAN NVAP -sS wi ndow 2048 1
122.228.207.76 |China 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
196.47.173. 21 Qte DIvoire 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
196.47.173. 21 Qte DIvoire 147.237.76. 42 refuah.idf.il ET SCAN NVAP -f -sS 1
185. 2. 101. 170 CGer nany 147.237.77.233 |ata .idf.il ET SCAN Potential SSH Scan 1
122.228.207.76 |China 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.77.178 |e.natpash.idf.il ET SCAN Potential SSH Scan 1
216.195. 187. 94 Lhited Sates 147.237.0. 34 tikshuv.idf.il SERVER VWEBAPP bad HITP/ 1. 1 request, Potential ly wormattack 1
122.228.207.76 |China 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
216. 195. 187. 94 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il SERVER V\EBAPP bad HITP/ 1. 1 request, Potential ly wormattack 1
122.228.207.76 |China 147.237.76.177 |ncore.idf.il ET SCAN Potential SSH Scan 1
212.147.56.190 |Swtzerland 147.237. 0. 200 mu.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
122.228.207.76 |China 147.237.0. 35 akavs. i df .i | ET SCAN Potential SSH Scan 1
212.147.56.190 |Satzerland 147.237. 0. 200 . i df i | ET SCAN NVAP -f -sS 1
196.47.173. 21 Qte DIvoire 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58. 20. 54. 249 Chi na 147.237.77.74 lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
122.228.207.76 |China 147.237.77.235 |sviva.idf.il ET SCAN Potential SSH Scan 1
122.228.207.76 |China 147.237.77.179 |e.nazi.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
216.195.187.94 |lLhited Sates 147.237.0.19 nadi matal .idf.il SERVER VEBAPP bad HTTP/ 1.1 request, Potentially wormattack 1
122.228.207.76 |China 147.237.76.201 J|e.ata .idf.il ET SCAN Potential SSH Scan 1
216. 195. 187. 94 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il SERVER V\EBAPP bad HITP/ 1. 1 request, Potential ly wormattack 1
122.228.207.76 |China 147.237.72. 14 dover.idf.il(old) ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Qountry Target Address |Jte
66.249.79.74 |Wnited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. Streaning Engine: TQP I nval i d drop 34
Packet dropped. Ret r ansnii ssi on
66.249.79.58 |United Sates 147. 237. 77. 216 |dover. i df . Invalid segment retransmssion. Sreamng Engine: TP Invalid dr op 32
Packet dropped. Ret r ansnii ssi on
66.249.79.66 |[Lnited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransmssion. Streaning Engine: TQP I nval i d drop 18
Packet dropped. Ret r ansnii ssi on
76.164.214.86 |lited Sates 147. 237. 77. 216 |dover . i df . i | Invalid segnent retransmssion. Streamng Engine: TGP Inval id drop 6
Packet dropped. Ret r ansnii ssi on
46. 19. 85. 28 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 6
216.195.187. 94 |Lhited Sates 147.237.0.200 [mu.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
80. 246. 141. 23 I srael 147.237.77. 243 |mbile. i i1 |/V@1d segment retransmssion. Sreamng Engine: TP Invalid drop 4
Packet dropped. Ret r ansnii ssi on
31.210. 186. 141 |l srael 147.237.72. 166 |aka. i df.il Invalid ACK nunber Bad TCP sequence noni t or 4
76.164.214.85 |[Lnited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransmssi on. Streaning Engine: TQP I nval i d drop 4
Packet dropped. Ret r ansnii ssi on
Iran, Islamc R .
212. 80. 21. 222 Republ i ¢ of 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 3
Iran, Islanc s . )
212. 80. 21. 222 Republ i ¢ of 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
85. 64. 144. 117 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
17.142. 152. 110 [Whited Sates 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Streamng Engine: TP Inval id drop 2
Packet dropped. Ret r ansni ssi on
94. 159. 235. 63 |l srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
37. 46. 39. 88 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
217.69. 133. 225 |Russi an Federation [147.237.72.166|aka idf. il Invalid segment retransmssi on. Sreamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansnii ssi on
76.164.214.83 |[Lnited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransnission. Streaning Engine: TQP I nval i d drop 2
Packet dropped. Ret r ansnii ssi on
213.57.155. 102 |l srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 2
31. 168. 200. 250 |l srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 2
76.164.214.84 |Wnited Sates 147.237.77. 216 |dover. i df . i Invalid segnent retransmission. Streaning Engi ne: TCP Inval i d drop 2
Packet dropped. Ret r ansnii ssi on
216. 195. 187. 94 |Lhited Sates 147.237.0.33 [idf.il dr op drop 2
216.195.187. 94 |Lhited Sates 147.237.0.35 |akaws.idf.il drop drop 2
17.142.152.94 |Wnited Sates 147. 237. 77. 216 |dover. i df . i1 Invalid segnent retransmssion. Streamng Engine: TP Inval id drop 2
Packet dropped. Ret r ansni ssi on
81. 218. 46. 66 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence alert 1
37. 46. 39. 88 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 214 | srael 147.237.76.42 |refuah.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
81. 218. 46. 66 | srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
2.54.134.141 |israel 147.237.72. 166 |aka.i df . fz;;e”a“s”“ Wth different window |p\ top sequence monitor |1
85. 65. 122. 240 |l srael 147.237.0.34  |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
79.179.190. 116 |l srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 217 | srael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
31. 168. 200. 250 |l srael 147.237.72. 166 |aka.i df .i | Inval i d ACK nunber Bad TCP seguence alert 1
149. 78. 226. 103 |Lhited S ates 147.237.77. 176 |nat pash. i df . i | Frst packet isn't SYN drop drop 1
84.108. 181.56 |[Israel 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence alert 1
5.102. 254. 108 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
85.130. 225. 17 |Israel 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1
46.19. 86. 10 | srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
188. 165. 15. 148 |F ance 147.237.72. 166 |aka.i df .i | Frst packet isn't SN drop drop 1
84.108. 181.56 |[Israel 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 124 | srael 147.237.72. 167 |i shurimaka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 1
8.37.228.77 Anonynous Proxy [147.237.77.216|dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
87.68. 222. 4 | srael 147.237.77. 170 n@arachot . i df.il |l nvali d ACK nunber Bad TCP sequence noni t or 1
80. 246. 141. 198 |l srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
207.46.13.5 Lhited Sates 147.237.72. 166 |aka. i df.il Frst packet isn't SN drop drop 1
84.109. 219. 109 |l srael 147.237. 72. 156 |anan. i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 214 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence alert 1
93. 173. 245. 181 |l srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Ste Action ‘Count
79.179. 190. 116 |l srael 147.237.72. 166 |aka.idf .i D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 3
190. 73. 216. 234 |Venezuel a 147.237. 72. 166 [aka. i o .i Distributed haut hori zed URL Access on Bock |2

waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd

mny-kosher-kravi .idf.i

216.195.187. 94 |Lhited Sates 147.237.0.17 |

Mil tipl e Unauthorized URL Access from 216. 195. 187. 94 B ock 2

Uhaut hori zed URL Access to

72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il whn navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 1
85. 250. 154. 143 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawnidf.il/igf B ock 1
217.69. 133. 225 |Russi an Federati on 147.237.72. 166 |aka.idf . i D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
: ) . . Uhknown Paraneter tab in
66. 249. 67. 99 Lhited Sates 147.237.76.30 |hinush.idf.il wiw chi nush. at al . i df . i |/ 938- he/ hi nush. aspx None 1
Pal estinian Territory, e Uhaut hori zed URL Access to
212.106. 81. 208 Cecup ed 147.237.77. 176 |nat pash. i df . | ww cogat . df i1/t enpl ates/fag/ 6 s3_ B ock 1
149, 88.60. 223 |Wited Sates 147, 237.72. 166 |aka. i df . | Whauthori zed URL Access to Bock |1
waw aka. i df . i |/ nai n/ snal i nd undef i ned
216.195.187. 94 |Lhited Sates 147.237.0.19 |nadimatal.idf.il Lhaut hori zed URL Access to /trmunbl ock. cgi B ock 1
46.19.86.69  |lsrael 147.237. 72. 166 |aka. i df . Unknown Paraneter __M EVBTATEGENERATCR in None 1
wane aka. i df . i |/ mai n/ gi yus/ m yun/ nmi yunpr ocessquest i onnai r e. aspx
Uhaut hori zed URL Access to
85. 250. 164. 112 |l srael 147.237.72. 166 |aka.idf.il wan aka. i df . i1/ nai n/ gi yus/ aut henti cati onservi ce. asnx/ get user det a |Bl ock 1
ils
66.249.73. 132 |Wited Sates 147, 237.72. 166 |aka. i of . | Wnaut hori zed LRL Access to Bock |1
ww aka. i df .il/sites/resources/tiznoret
216.195. 187. 94 |Lhited Sates 147.237.0.15 |kosher-kravi.idf.il Mil ti pl e Unaut hori zed URL Access from 216. 195. 187. 94 B ock 1
157.55.39. 130 |lLhited Sates 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to 147.237.77.19/ B ock 1
79.180.15.34 |Israel 147. 237. 72. 156 |anan. i of . Wnauthori zed URL Access to B ock 1
wwv anan. i df . il /https:/ww anan.idf.il/
216.195.187. 94 |Lhited Sates 147.237.0.34 |tikshuv.idf.il Suspi ci ous Response Code B ock 1
46. 116. 253. 167 I srael 147. 237.72. 166 |aka i df . i | Unknown Paraneter __ VI EVBTATEGENERATCR i n None 1
wane aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
200. 41. 225.82 |Argenti na 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/894-en/idf gdover. aspx B ock 1
103. 233. 81. 37 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
: R Uhaut hori zed URL Access to
66. 249. 79. 58 Lhited Sates 147.237.77. 216 |dover.idf.il v i df i 1/ newsi t ef french/ 0119-2. st m B ock 1
216.195. 187. 94 |Lhited Sates 147.237.0. 15 kosher -kravi .idf.il Uhaut hori zed URL Access to /tmnbl ock. cgi Bl ock 1
173.36.113. 105 |Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
79.180. 15. 34 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to v idf.il/https:/widf.il/ B ock 1
216.195.187. 94 |Lhited Sates 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to /trmunbl ock. cgi B ock 1
46. 120. 180. 202 I srael 147. 237.72. 166 |aka i df . i | Wnauit hori zed URL Access to B ock 1

ww aka. i df.il/https:/ww aka.idf.il/

: . . Uhaut hori zed URL Access to
207. 46. 13. 22 Lhited Sates 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 15582- he/ dover . aspx B ock 1

mny-kosher-kravi .idf.i

109. 65. 123. 44 |l srael 147.237.0. 17 | S Unhtraceabl e Gnnection - Lhknown Server Certificate None 1
: . . Uhaut hori zed URL Access to
66. 249. 79. 74 Lhited Sates 147.237.77. 216 |dover.idf.il waw i df . i | / nevesi t e/ engl i sh/ 012804- 2. st m B ock 1
5. 255. 253. 124 |Russi an Federation |147.237.77.216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 5. 255. 253. 124 B ock 1
180. 76. 4. 193 Chi na 147.237.77. 176 |nat pash.i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
84. 108. 168. 201 |l srael 147.237.72. 166 |aka. i df . Distributed Whauthorized LR Access on B ock 1
wawe aka. i df . i | // mai n/ rabanut / webr esour ce. axd
217.69. 133. 220 |Russi an Federati on 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/sahal B ock 1
s Uhaut hori zed URL Access to
62.210. 114. 129 |Fance 147.237.76.42 |refuah.idf.il ww refua atal i df . i1/sip storage/files/ 8 3198. pof/ t r ackback/ B ock 1
212.106. 81. 208 Z‘;‘Ceusgi'gc'ja” Territony.ly 47, 237, 77. 176 |nat pash. i of . i Mil tipl e Unauthorized URL Access from 212. 106. 81. 208 Bl ock 1
Uhaut hori zed URL Access to
109. 65. 189. 117 |l srael 147.237.72. 166 |aka. i df . il wan aka. i df . i l/sites/resources/ chi nuch/styl es/inport/bottomavi g |B ock 1
at on. asp
216.195.187. 94 |Lhited Sates 147.237.0.19 |nadimatal.idf.il Mil ti pl e Uhaut hori zed URL Access from 216. 195. 187. 94 B ock 1
46.19.86.69  |Israel 147. 237.72. 166 |aka i df . i | Unknown Par ameter __\I EVETATEENCRYPTED i n None 1

wan aka. i df . i1/ mai n/ gi yus/ def aul t. aspx
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