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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Addr ess

|Ste |Name |Davi ce Action |Oount |
79.178.11. 114 | srael 147.237.72.166 |aka.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
77.127.132.2 | srael 147.237.77.216 |dover.idf.il|7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake G(oogl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
84.95. 212. 122 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
213. 16. 86. 179 Hungary 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
46.117. 85. 84 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
114. 255. 149. 210 Chi na 147.237.77.74 lawidf.il ET SCAN Potential SSH Scan 1
74.53. 231. 98 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
217.168.173. 18 Ml ta 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237. 76. 148 ggcenter. aka.idf.il ET SCAN Potential SSH Scan 1
217.168.173. 18 Ml ta 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.0. 35 akaws. i df .i | ET SCAN Potential SSH Scan 1
125.7.102. 241 Australia 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 3072 1
125.7.102. 241 Australia 147.237.77. 74 lawidf.il ET SCAN NVAP -f -sS 1
101. 226. 179. 84 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
217.168.173. 18 Ml ta 147.237. 8. 45 e eitanidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.72. 167 ishurimaka.idf.il ET SCAN Potential SSH Scan 1
217.168.173. 18 Ml ta 147.237.8. 27 e nadimatal .idf.il ET SCAN Potential SSH Scan 1
125.7.102. 241 Australia 147.237.77. 74 lawidf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country
213.16.86.179 |Hungary 147.237.0.34 |tikshuv.idf.il Frst packet isn't SN drop drop 89
66.249.79.66  |United Sates|147. 237. 77. 216 |dover.i df il Invalid segnent retransmssion. Packet Streaning Engine: TP Invalid | ) 30
dr opped. Ret r ansni ssi on
66.249.79.74  |Wited Sates|147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Packet Streamng Bngine: TP Imvalid | 22
dr opped. Ret r ansni ssi on
204.12.251.37 |lhited Sates|147.237.0.34 |tikshuv.idf.il SWNretransnit wth different wndowscale |Bad TCP sequence noni t or 16
77.125.14.122  |israel 147.237.77. 243 |nobil e. i f . | nvalid segnent retransmssion. Packet Streamng Engine: TP Invalid | 8
dr opped. Ret r ansnii ssi on
69. 64. 32. 191 Lhited Sates|147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpl i ant noni t or
66.249.79.58  |lnited Sates|147. 237. 7. 216 |dover. i of . i | Invalid segnent retransmssion. Packet Streamng Engine: TP Invalid |, 6
dr opped. Ret r ansni ssi on
109. 253. 132. 62 |Israel 147. 237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Packet Streamng Bngine: TP Ivalid | 6
dr opped. Ret r ansnii ssi on
84.228. 71. 45 | srael 147.237.77. 243 |nobi le.i df . i | Frst packet isn't SN drop drop 6
46. 19. 85. 37 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 6
79.176.13.146 |Israel 147.237.77. 243 |nobil e. i f . | nvalid segnent retransmssion. Packet Streamng Engine: TP Invalid | 4
dr opped. Ret r ansnii ssi on
69.64.32.191  |Wited Sates|147.237.76.31 |nakchal .idf. il Ilegal header format detected: Leading Block HITP Non Conpliant  |menitor |4
whi t espace i n header nane in request
188. 120. 148. 248l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 4
216.99.158.78 |Lhited Sates|147.237.77. 216 |dover.idf.il Fai l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 3
66.249.81.149 |United Sates|147. 237. 77. 226 Wi"‘l”“Cha”atz'aka"df Frst packet isn't SN drop drop 3
46.19. 85. 192 | srael 147.237.76.42 |refuah.idf.il FHrst packet isn't SN drop drop 3
189. 25.64. 100 |Brazil 147.237.77. 216 |dover.idf.il First packet isn't SWN dr op dr op 3
46. 19. 86. 84 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
5. 28. 153. 86 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence alert 3
46. 19. 85. 59 | srael 147.237.77.216 |dover.idf.il I nval i d ACK nunber Bad TCP seguence noni t or 2
5. 102. 254. 108 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
2.54.19. 26 | srael 147.237. 72. 167 |i shuri maka.idf .i | Inval i d ACK nunber Bad TCP sequence noni t or 2
212.179.212.9 |lsrael 147.237.0.34  |tikshuv.idf.il Frst packet isn't SWN dr op dr op 2
66.249.73.140 |Wited Sates|147. 237. 72. 166 |aka.idf il Invalid segnent retransmssion. Packet Streamng Bngine: TP Imvalid | 2
dr opped. Ret r ansnii ssi on
5.22.130. 152 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 2
5.102. 254. 173 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
69. 64. 32. 191 Lhited Sates|147.237. 76. 31 |nakchal .idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 2
149.88.101.199 |lhited Sates|147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
93.172.162.215 |Israel 147.237. 77. 170 |n@arachot . i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 2
109. 253. 138. 180|I srael 147. 237. 77. 216 |dover . i of . i | nvalid segnent retransmssion. Packet Streamng Bngine: TP Ivalid | 2
dr opped. Ret r ansnii ssi on
84.228.237.130 |lsrael 147.237.77.74 |lawidf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
5. 102. 254. 108 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
46.121. 141. 20 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
176.12.150.24 |l srael 147.237.0.34  |tikshuv.idf.il I nval i d ACK nunber Bad TCP seguence alert 1
101. 226. 179. 84 |Chi na 147.237.8.24 |e.lifestyle.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
80. 246. 139. 91 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1
188.138. 17. 205 |FRance 147.237.0.35 |akaws.idf.il dr op dr op 1
149. 78. 29. 116 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 26 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
85. 130. 247. 27 | srael 147.237.72. 166 |aka.idf .il First packet isn't SN drop drop 1
77.126.125. 134 |lsrael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
176. 12. 150. 24 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
46. 19. 85. 82 | srael 147.237.77.74 |lawidf.il I nval i d ACK nunber Bad TCP sequence alert 1
109. 186. 233. 8 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
5.102.254.173 |l srael 147.237.77. 176 |nat pash. i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
84.108. 234. 226 |l srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP seguence noni t or 1
188. 165. 15. 26  |Fance 147.237.0.34 |tikshuv.idf.il Frst packet isn't SN drop drop 1
46. 19. 86. 5 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 1
149.88.101. 199 |Lhited Sates|147.237.72. 166 |aka.idf.il I nval i d ACK nunber Bad TCP sequence alert 1
46. 19. 85. 37 | srael 147.237.72.166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
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79.182. 15. 213 | srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 3
157. 55. 39. 62 Lhited Sates 147.237.77.74 |lawidf.il Mil tipl e Uhaut horized URL Access from 157.55. 39. 62 B ock 3
157.55.39.156 |lLhited Sates 147.237.77.74 |lawidf.il Ml ti pl e Uhaut hori zed URL Access from 157. 55. 39. 156 B ock 2
5.29. 125. 162 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il [Miltiple Uhauthorized URL Access from 68.180.228. 117 B ock 2
.. . |Wauthorized URL Access to
109.253.149.85 |l srael 147.237.77. 243 |mubi [ e. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 2042 Bl ock 2
93.172.141.93 |lsrael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il |Uauthorized URL Access to wwn navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
103. 233. 81. 37 147.237.72. 156 |anan.idf.il |Uhaut horized URL Access to |ist.ips.gov.il/phpmoadm n/ moadm n. php B ock 2
109. 253. 143. 114|l srael 147.237.77. 243 |nobi l e.idf.i | [Mil ti pl e Uhaut hori zed URL Access from 109. 253. 143. 114 B ock 2
216.99.158.78 |Whited Sates 147.237.77. 216 |dover.idf.il |Miltiple Uhauthorized URL Access from 216. 99. 158. 78 B ock 2
178. 222. 206. 143 147, 237.72. 166 |aka idf. i1 |D Stributed thauthorized LR Access on Bl ock 2
wwy aka. i df .i|// mai n/rabanut/webresour ce. axd
5.29.116. 137 | srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter q in ww aka.idf.il/main/giyus/|ogin. aspx None 1
109. 65. 126. 216 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
84.94.188.247 | srael 147, 237.72. 166 |aka idf. i1 |UNknown Parameter VI EVETATEENCRYPTED in None 1
viewv aka. i df . i | / mai n/ gi yus/ def aul t. aspx
207.46.13.112 |Lhited Sates 147.237.77. 216 |dover.idf.il |Uauthorized URL Access to wwidf.il/idf in pictures/hasatal/hasata. stm B ock 1
66. 249. 79. 74 Lhited Sates 147.237.77. 216 |dover.idf.il |[Uhauthorized URL Access to waww i df.il/hebrew news/ mai n.stm B ock 1
109. 253. 149. 85 |l srael 147.237.77. 243 |nobi l e.idf .i | [Mil ti pl e Uhaut hori zed URL Access from 109. 253. 149. 85 B ock 1
46. 19. 86. 84 | srael 147.237.77.233|atal .idf.il |Wauthorized UL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
216. 99. 158. 78 Lhited Sates 147.237.77. 216 |dover.idf.il |Uauthorized UL Access to waw idf.il/editor/editor B ock 1
s DO stributed Lhaut hori zed URL Access on
93.172.138. 114 I srael 147.237.72. 166 |aka i df. 11 vy aka. i df . i | // mai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdet ai | s Bl ock !
178. 254. 62. 56  |Ger many 147.237.76.42 |refuah.idf.il|Uhauthorized URL Access to refua.atal.idf.il/wp/wp-admn/ B ock 1
79.180. 219. 230 |Israel 147.237.72. 166 |aka iof i1 |Known Paraneter VI EWBTATEGENERATCR in None 1
ww aka. i df . i | / mai n/ sachar/ decl ar at i onof enpl oynent . aspx
; . . .. |Wauthorized URL Access to
66. 249. 79. 58 Lhited Sates 147.237.77. 216 |dover.idf.il waw i df i 1/ hebrew i df i n_pi ct ur es/ 2002/ j anuary/ 15. stm Bl ock 1
149.88.139. 131 |Wiited Sates  |147.237.72. 166 |akaidh.il  |O0Known Paraneter VI ENSTATEGENERATCR in None 1
aka.idf.il/mai n/ sachar/hone. aspx
109. 65. 139. 152 | srael 147. 237.72. 166 |aka idf. i1 |2 Stributed Lhauthorized LR Access on B ock 1
wwn aka. i df . il // mai n/rabanut/webresour ce. axd
84.94.188.247 | srael 147, 237.72. 166 |aka idf. i1 |U0Known Paraneter VI EWBTATECENERATOR in None 1
wwn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
207.46.13.138 |Lhited Sates 147.237.76. 31 |[nakchal .idf.i|Uaut hori zed URL Access to ww nakhal . i df.il/page. asp B ock 1
157.55.39. 156 |lLhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 69- he/ pat zar . aspx B ock 1
46.185.179. 44  |Jordan 147.237.77. 216 |dover.idf.il |Uhauthorized UR. Access to wwwidf.il/qgr/ B ock 1
188. 165. 15. 121 |Fance 147.237.77.233|atal .idf.il |Wauthorized UL Access to 147.237.77. 233/ 1409- he/ at al . aspx B ock 1
79.181.12.8 | srael 147.237.72. 166 |aka i df . il Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf.il [Miltiple Unauthorized UR. Access from 66.249. 79. 66 B ock 1
157. 55. 39. 43 Lhited Sates 147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from 157. 55. 39. 43 B ock 1
5.102.222. 77 | srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to aka.idf.il/nain/ B ock 1
s O stributed Lhaut horized URL Access on
109. 253. 135. 247l srael 147.237.72. 166 |aka. i df . il v aka, i df i 1// mai v/ har edi m webr esour ce. axd B ock 1
84.111.24.212 |lsrael 147.237.72. 166 |aka. i df .i | Mil ti pl e Uhaut hori zed URL Access from 84. 111. 24. 212 B ock 1
213.251.182. 10 |Fance 147.237.76.42 |refuah.idf.il|Uauthorized URL Access to refua.atal.idf.il/wordpress/wp-adnn/ B ock 1
173.36.113.105 |lhited Sates 147.237.72. 166 |aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
120. 15.33.201  [Chi na 147.237.76.42 |refuah.idf.il|Waut horized URL Access to refua.atal .idf.il/1390- he/ ref uah. aspx/ t rackback/ B ock 1
54.227.215.139 |lWhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to waw idf.il/newsite/english/0123-4.stm B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il |Miltiple Uauthorized URL Access from 188. 165. 15. 196 B ock 1
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf.il |[Uauthorized UR. Access to wwuidf.il/irag/ english/ B ock 1
Russi an . . .. |Wauthorized URL Access to
5. 255. 253. 124 Federation 147.237.77. 216 |dover. i df .1 waw i df . i |/ engl i sh/ announcenent s/ 2003/ nar ch/ 24. st m Bl ock !
84.111. 24. 212 | srael 147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to aka.idf.il/nain/hone/6 s3 B ock 1
216.99.158.78 |Whited Sates 147.237.77. 216 |dover.idf.il |Adm n Bl ocki ng B ock 1
173. 208. 203. 138|Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/readne. asp B ock 1
77.75.73. 11 Cech Republic [147.237.77.216|dover.idf.il |Uhauthorized URL Access to waww i df.il/page/ 14/ B ock 1
149.78.182.176 |Wited Sates  |147.237.72. 166 |akaich.i1 | KNOWn Paraneter VI EVBTATECENERATCR in None 1
ww aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx
66.249. 73.140 |Whited Sates 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
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