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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te | Name |Davi ce Action |Coum \
85.159.206.101 |[ltay 147.237.77.216 |dover.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 22
77.127.132.2 | srael 147.237.77.216 |dover.idf.il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 4
79.182.7.119 | srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1

84. 228. 60. 52 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
2.52.141. 110 | srael 147.237.72.166 |aka.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
46.19. 85. 74 | srael 147.237.76. 42 refuah.idf.il|7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 1

85. 250. 189. 52 | srael 147.237.77.216 |dover.idf.il [7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1

109. 65. 41. 56 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Qount ry ‘Tar get Address ‘S te Name ‘Count
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 8
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVP wth fake user agent 6
85. 250. 238. 251 |l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 2
194. 114. 146, 227|I srael 147. 237. 72. 167 |i shuri maka. i df .i | SERVER APACE /pache nod_ssl non- SSL. connection to SS. port denial of 2
servi ce att enpt
119. 166. 41. 75 |cni na 147.237.0.19  |nadi matal idf il ET SCAN Behavi oral Unusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force
82.117.208. 243 147.237.76.31 |[nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
128. 61. 240. 66 Lhited Sates 147.237. 77. 227 |e. hanaz. i df . i | ET SCAN NVAP -sS w ndow 1024 1
75.26.234.73 Lhited Sates 147.237.77.216 |dover.idf.il portscan: TCP O stributed Portscan 1
122.228.207. 77 |Chi na 147.237.77.179 |e.nazi .idf .i| ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.77. 227 |e. hanaz. i df . i | ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237. 76. 148 |gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
61. 240.144.64 |Chi na 147.237.77.121 |e.navy.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
58. 129. 0. 52 Chi na 147.237.0.16  |ny-kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
218.26.11.118 |China 147.237.76. 199 |e. nakchal . i df .i | ET SCAN Potential SSH Scan 1
121. 37. 40. 100 Chi na 147.237. 77. 226 [wwn chamat z. aka. i df .il1 |ET SCAN NMAP -sS wi ndow 1024 1
212.147.56.190 |Satzerland 147.237.76.31 |[nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
128. 61. 240. 66 Lhited Sates 147.237.77. 176 [nat pash.idf . il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 243 |nobi le.idf .i | ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.76. 199 |e. nakchal . i df.i | ET SCAN Potential SSH Scan 1
61.240. 144. 64 |Chi na 147.237.77. 212 |e. dover.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237.76.31 |[nakchal .idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
58.129. 0. 52 Chi na 147.237.76. 197 |e. hi nush.idf . il ET SCAN Potential SSH Scan 1
122.228.207. 77 |Chi na 147.237.0.35 |akaws.idf.il ET SCAN Potential SSH Scan 1
121.37.40.100 [China 147.237.77. 226 [waw chamat z. aka. i df .il |ET SCAN NVAP -sS wi ndow 3072 1
218.26.11. 118 Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste
189.32.88.90  |Brazl 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssion. Streamng Engine: TP Invalid |, 62
Packet dropped. Ret r ansnii ssi on
84.108.27.61  |israel 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Sreamng Bngine: TP Imvalid - 44
Packet dropped. Ret r ansni ssi on
109. 64.28.228  |Israel 147. 237. 77. 216 |dover. i cf . i | Invalid segnent retransmssion. Streamng Engine: TP Invalid |, 24
Packet dropped. Ret r ansnii ssi on
176.12.140.85 [ srael 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Sreamng Bngine: TP Imvalid - 12
Packet dropped. Ret r ansnii ssi on
85.250.58.24  |Israel 147.237.77. 170 |mmarachot . i of i1 [>T\ /etransmt with different Bad TCP sequence monitor |12
wi ndow scal e
109. 253. 141, 170I srael 147.237. 77. 216 |dover. i df .i | Invalid segnent retransmssion. Sreamng Bngine: TP Imvalid - 10
Packet dropped. Ret r ansni ssi on
77.125. 1. 62 | srael 147.237.72. 156 |anan.i df .i | FHrst packet isn't SN drop drop 6
176.12.142.52  |Israel 147. 237. 77. 216 |dover. i cf . i | Invali d segnent retransmssion. Sreamng Engine: TP Ivalid 6
Packet dropped. Ret r ansni ssi on
5.102.254.173 |l srael 147.237.77. 176 |nat pash. i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 5
2.54.164.114  |israel 147.237.77. 243 |nobil e.i df . Invalid segnent retransmssion. Streamng Engine: TP Invalid |, 4
Packet dropped. Ret r ansnii ssi on
50.191.216.75 |lhited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enf or cenent |Geo-I ocati on enf or cenent drop 4
5. 102. 254. 100 | srael 147.237.72. 166 |aka.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
50.191.216.75 |lLhited Sates 147.237.8.24 |e.lifestyle.idf.il|Geo-1ocation inbound enforcenent |Geo-|ocation enfor cenent drop 4
50.191.216.75 |Whited Sates 147.237.8.27 |e.nadimatal .idf.i|Geo-1o0cation inbound enforcenent |Geo-location enforcenent drop 4
50.191.216.75 |lWhited Sates 147.237.8.28 |e.nobile-ks.idf.il|Geo-1ocation inbound enforcenent |Geo-location enforcenent drop 4
80. 246. 140. 154 |l srael 147.237.77. 243 |nobil e. i of . Invalid segnent retransmssion. Sreamng Engine: TP Ivalid 4
Packet dropped. Ret r ansni ssi on
50.191.216.75 |lLhited Sates 147.237.8.50 |e.tikshuv.idf.il [Geo-1ocation inbound enforcenent |Geo-location enforcenent drop 4
79.181.154. 11 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
5. 28. 153. 86 | srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
85. 130. 216. 188 |l srael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2
5.22.130. 152 | srael 147.237.72. 156 |anan.i df .i | Frst packet isn't SN dr op drop 2
2.54.168. 199 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence alert 2
188. 165. 15. 196 |France 147. 237. 77. 216 |dover. i cf . i | nvalid segnent retransmssi on. Streamng Engine: TP Invalid o o) 2
Packet dropped. Ret r ansni ssi on
5.22.130. 152 | srael 147.237. 72. 156 |anan.i df .i | SYN retransmt wth different Bad TCP sequence noni t or 2
wi ndow scal e
85. 64. 16. 32 | srael 147.237.76.86 |navy.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
2.54.168. 199 | srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 2
188. 227. 238. 146 glcisgi':('ja” Tertitory, {147 237.77. 216 |dover. i df .i | First packet ismt SN drop drop 2
212.179.102. 222|l srael 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 2
46.19. 86. 168 | srael 147.237.76. 42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
5.102. 254.173 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
2.54.168. 199 | srael 147.237.72. 166 |aka. i df .i | Inval i d sequence nunber Bad TCP sequence noni t or 2
212.179. 102. 222|l srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
5.102. 254. 250 |l srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
192.117.138. 210|l srael 147.237.72. 166 |aka.idf.il FHrst packet isn't SN drop drop 2
157.55.39.42  |lited Sates 147. 237. 77. 216 |dover. i cf . i | nvalid segnent retransmssi on. Streamng Engine: TP Invalid o o) 2
Packet dropped. Ret r ansni ssi on
5. 102. 254. 73 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
188.138. 17. 205 |FRance 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enf or cenent |Geo-I ocati on enf or cenent drop 1
46. 19. 85. 74 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
109. 253. 129. 124 |l srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
5.102. 254. 250 |l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
212.179. 102. 222|l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
46.19. 86. 134 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
37.26.147.182 |lsrael 147.237.72. 166 |aka. i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 1
89. 139. 21. 94 | srael 147.237.72. 166 |aka.idf.il FHrst packet isn't SN drop drop 1
85. 64. 16. 32 | srael 147.237.76.86 |navy.idf.il I nval i d ACK nunber Bad TCP sequence alert 1
46. 19. 85. 106 | srael 147.237.76.86 |navy.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
31. 168. 65. 246 | srael 147.237.72. 166 |aka. i df .i | FHrst packet isn't SN drop drop 1
212.179. 102. 222|l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
2.52.32.203 | srael 147.237.72. 166 |aka.idf .i | I nval i d ACK nunber Bad TCP sequence alert 1
46.19. 86. 163 | srael 147.237.72. 156 |anan.i df .i | Inval i d ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address [Attacker Gountry |Target Address |Jte Acti on ‘Count
. . . Uhaut hori zed URL Access to
85.65.221. 186 | sr ael 147.237.77. 243 |nbi [ . i df .1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock 8
e D stributed Unaut hori zed LRL Access on
37.142. 207. 28 I srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai n/ r abanut / vebr esour ce. axd Bl ock 8
66. 249. 67. 136 Lhited Sates 147.237.76.42 |refuah.idf.il Ml tipl e Whaut horized URL Access from 66. 249. 67. 136 Bl ock 6
188. 165. 208. 29 |Fance 147.237.72. 166 |aka.idf.il Mil tiple Abnormal |y Long Request from 188. 165. 208. 29 Bl ock 3
93.172.189. 31 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/navy/ htni/tool fs. asp Bl ock 3
188. 165. 208. 29 |Fance 147.237.72. 166 |aka.idf.il Miltiple Illegal HITP \ersion from 188. 165. 208. 29 Bl ock 3
85. 65. 221. 186 I srael 147.237.77. 243 |nobi le.idf.il Ml tipl e Uhaut hori zed URL Access from 85. 65. 221. 186 Bl ock 3
D stributed Unaut hori zed URL Access on
79.182.172.54 | srael 147.237.72. 166 |aka.idf . il wn aka. i df . i1//sites/resources/ chi nuch/ styl es/inport/bottommavi gat on. as |Bl ock 3
p
: R Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il W navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Bl ock 2
. . D stributed Uhaut hori zed URL Access on
176. 12. 147. 174 |l srael 147.237.72. 166 |aka.idf.il e aka i dff i 1// mai v r abanut / webr esour ce. axd Bl ock 2
5. 102. 254. 100 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 2
66. 249. 67. 128 Lhited Sates 147.237.76.42 |refuah.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 67. 128 Bl ock 2
66. 249. 67. 128 Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8896- he/ r ef uah. aspx  |B ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
37.26. 147. 222 | srael 147.237.72. 166 |aka.idf.il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
109. 67. 148. 24 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx Bl ock 1
85. 250. 143. 230 |l srael 147.237.72. 166 |aka.i df . i1 Wnknown Paraneter __VI EVBTATEGENERATCR i n None 1
waw aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
176.12.142.84  |israel 147. 237, 72. 166 |aka. i df .i Distributed Uhauthori zed URL Access on B ock 1
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
46. 120. 57. 85 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
208.113. 234. 185|lhited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal .idf.il/test/wp-admn/ Bl ock 1
. . D stributed Uhaut hori zed URL Access on
84.109.107. 41 | sr ael 147.237.72. 166 jaka idf . i1 wwy aka. i df . i | //mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get user det ai | s B ock !
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
37.140.141.27 |Russi an Federation |147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
109. 186. 228. 125/ srael 147.237.72. 166 |aka.i df . i1 Wnknown Par ameter __VI ENSTATEGENERATCR i n None 1
wan aka. i df . i1/ mai n/ sachar/ def aul t. aspx
C e D stributed Unaut hori zed LRL Access on
85. 250. 238. 251 I srael 147.237.72. 166 |aka. i df .11 wwn aka. i df . i | //nai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdetai | s Bt ock !
79.182.25.23  |Israel 147. 237. 72. 166 |aka. i df . Distributed thauthorized URL Access on B ock 1
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
66. 249. 67. 30 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to www navy. i df.il/navy/ B ock 1
5. 102. 206. 51 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
95.86.92.162  |Israel 147.237.72. 166 |aka.i df . i1 Distributed thauthorized URL Access on B ock 1
wawv aka. i df . i | // nai n/ har edi ni webr esour ce. axd
Iran, Islamc s Unknown HTTP Request Method COK in URL
213. 207. 208. 42 Republ i ¢ of 147.237. 77. 176 |nat pash. i df .i | W cogat . i df . i | / 894- en/ mat pash. aspx Bl ock 1
66.249. 67. 136 |Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9031- he/ r ef uah. aspx  |B ock 1
188. 165. 15. 196 |FHance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 1
37.140. 141. 27 |Russi an Federation |147.237.72. 166 |aka.idf.il Uhknown Paraneter anp;catld in ww aka.idf.il/rights/asp/info.asp None 1
109. 253. 132. 2231 sr ael 147. 237.72. 166 |aka. i of . i Unknown Parameter __\I ENSTATEGENERATCR in None 1
wwy aka. i df.i |/ nai n/ sachar/regi strati onw zar d/ regi st er. aspx
C e Unaut hori zed URL Access to
87. 68. 28. 196 I srael 147.237.72. 166 |aka.i df . il ww aka. i df . i 1/si p_storagel fil es/ 6/ 69396. pd 8 Bl ock 1
188. 165. 208. 29 |Fance 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to www aka.idf.il/rights/asp Bl ock 1
186. 202. 153. 171|Brazil 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 1
66.249.67.120 |Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9169- he/ r ef uah. aspx  |B ock 1
109. 67.49. 124 |Israel 147.237.72. 166 |aka.i df . i1 Wnknown Paraneter __VI EVBTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ gi yus/ t er ns. aspx
66. 249. 79. 112 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
188. 165. 208. 29 |Fance 147.237.72. 166 |aka.idf .i | Abnornal |y Long Request request version B ock 1
109. 253. 132, 223I srael 147. 237. 72. 166 |aka i df .i Wnknown Par ameter __VI ENBTATEGENERATCR i n None 1
wan aka. i df . i |/ nai n/ sachar/regi strati onw zar d/ st ep3. aspx
. . D stributed Uhaut hori zed URL Access on
93.172. 18. 238 | srael 147.237.72. 166 |aka.i df . il ww aka, i df i 17/t t ps: / v aka. i of i1/ Bl ock 1
. . . . - |Miltiple Untraceabl e S Sessi ons from194. 114. 146. 227 (Prot ocol
194. 114. 146. 227|I srael 147.237.72. 167 |ishurimaka. i df . i viol ation (SS. QONN QLI ENT_ HELLO)) None 1
80. 74. 126. 81 I srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to www aka.idf.il/nain/hone/6 s3 Bl ock 1
188. 165. 15. 13 France 147.237.72. 156 |anan.i df.i | Lhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx Bl ock 1
31.44.139.7 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/haredi niwebresour ce. axd Bl ock 1
109. 67. 148. 24 | srael 147.237.77.233|atal .idf.il Mil ti pl e Uhaut hori zed URL Access from 109. 67. 148. 24 Bl ock 1
85. 250. 58. 24 I srael 147.237.77. 170 |naarachot . i df . i1 |CVE- 2011- 3192: Apache httpd Renmote Deni al _of Service ME Bl ock 1
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waww i df.il/newsite/english/0227-1e.stm Bl ock 1
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