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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S te |Name | Devi ce Action |Oount |
84.111. 60. 184 | srael 147.237.72.166 |aka idf.il 7120: TGP Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 1
192. 116. 162. 182 |lsrael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
46.19. 85. 106 | srael 147.237.77.216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
84. 228. 222. 104 | srael 147.237.72.156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
46.19. 85. 123 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Qverlap Wth Offerent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Ger nany 147.237.76.38 |e.e.neitav.idf.il|DVRep _B-N 60_100 B ock 1
77.127.132.2 | srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 Ger many 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
79. 180. 37. 233 | srael 147.237.72.156 |aman.idf.il 3643: HITP. N kto HITP Request B ock 1
85. 250. 189. 52 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
192. 116. 162. 182|l srael 147.237.0.34 |tikshuv.idf.il |[LOCAL RULES DOS attack 01/2012 4
194. 114. 146. 2271 srael 147. 237. 77. 216 |dover i df .i | aSER\/ERttenm—APA(}E Apache nod_ssl non-SSL connection to SSL port denial of service 3
183.136.216.7 [China 147.237.76.34 |yohalan.idf.il |ET SCAN Potential SSH Scan 1
182.74.17.72 I ndi a 147.237.8.45 |e.eitan.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
131. 221. 105. 25 147.237.0.35 |akaws.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
61.240. 144. 65 |Chi na 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.101.38.165 |°SIan 147.237.8.14 |e.orchot.idf.il |ET SOM Potential SSH Scan 1
Federation
5.196. 147. 122  |Ger many 147.237.76.201 e atal.idf.il |ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 74 Lhited Sates 147.237.76. 176 |test. ncore.i df.i|ET DRCP Dshiel d B ock Listed Source 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
182.74.17.72 I ndi a 147.237.8.45 |e.eitan.idf.il |[ET SCAN NMAP -sS w ndow 4096 1
131.221. 105. 25 147.237.0.35 |akaws.idf.il ET SCAN NVAP -sS wi ndow 4096 1
60.162.63.176 |ani na 147 237.0.33  lidf.il II;?ng&e%N Behavi oral Lhusual Iy fast inbound Tel net Gonnections, Potential Scan or Brute 1
Russi an s . .
31.184.242.17 ration 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Country
77.171.50.176  |Nether| ands 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Packet |Sreamng Engine: T(P Invalid drop 28
dr opped. Ret ransn ssi on
87. 69. 247. 232 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 24
5.22.130.152  |Israel 147. 237. 72. 156 |anan. i of . | ssz;';e”ansmt wth different wndow | 1p sequence monitor |7
188. 120. 148. 248]|l srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 6
80. 215. 129. 196 |France 147. 237. 77. 216 |dover i df i1 Invalid segnent retransnission. Packet |Sream ng Etjgi ne: TP Invalid drop 6
dr opped. Ret r ansni ssi on
79.181.154. 11 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 5
83.244.143. 62 |Wnited Kingdom|147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 5
79.181.154. 11 | srael 147.237.77. 243 |nobil e.idf .il FHrst packet isn't SN drop drop 5
2.52.139. 61 | srael 147.237.72. 166 |aka.idf .i | I nval id ACK nunber Bad TCP sequence alert 4
2.52.139. 61 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
31.210.186. 129 |Israel 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 4
2.52.139. 61 | srael 147.237.72. 166 |aka. i df. il Inval i d sequence nunber Bad TCP sequence noni t or 4
176.12.142.52 |Israel 147.237.77. 243 |nobil e.i of . Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret ransn ssi on
89.139. 21. 94 | srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 3
5.22.130. 152 | srael 147.237. 72. 156 |anan. i df .il First packet isn't SN drop drop 3
80. 246.139. 78 |l srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence alert 2
46. 19. 86. 92 I'srael 147.237.77. 243 |mbile.icf. i1 | V@ 1d segnent retransmssion. Packet |Sreanng Engine: TCPInvalid drop 2
dr opped. Ret ransn ssi on
80. 246. 139. 78 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
85.250. 116. 191 |l srael 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 2
80. 246.139. 78 |l srael 147.237.72. 166 |aka.i df .i | I nval i d sequence nunber Bad TCP sequence noni t or 2
188.165.15.22 |France 147.237.77. 234 |hal ag. i df . i | Invalid segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret ransn ssi on
73.44.233.147 |Whited Sates 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 2
73.44.233.147 |lhited Sates 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 2
46. 19. 86. 38 | srael 147.237.72. 166 |aka.i df .i | I nval i d ACK nunber Bad TCP sequence noni t or 2
188. 120. 148. 168|l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
85. 130. 233. 224 |l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
79.182.126.52 |lsrael 147.237.72. 166 |aka. i df .i | Inval i d checksum Packet dropped. gﬁr:grllnsngmﬁgl ne: TP Invalid drop 1
222.186.21.112 |China 147. 237. 76. 147 |chi nuch. aka.i df .i | drop drop 1
109. 253. 136. 131|l srael 147.237.77. 243 |nobil e.idf . il Inval i d ACK nunber Bad TCP sequence noni t or 1
79.180.218. 182 |l srael 147.237.77. 170 [maarachot.idf.il |l nval i d ACK nunber Bad TCP sequence noni t or 1
8.37.227.70 érnoc;r;ynnus 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
66.249. 84. 137 |lhited Sates 147.237.77. 176 |nat pash. i df .i | directory traversal overflow Drectory Traversal noni t or 1
142. 158. 254. 202|Canada 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
80. 215. 129. 196 |Fance 147.237.77. 216 |dover.idf.il I nval i d sequence nunber Bad TCP sequence alert 1
31.210. 186. 237 |lsrael 147.237.77. 216 |dover.idf.il I nval id ACK nunber Bad TCP sequence noni t or 1
203. 90. 244. 62 |Hong Kong 147.237.0.200 |mdu.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
80. 215. 129. 196 |Fance 147.237.77. 216 |dover.idf.il I nval i d sequence nunier Bad TCP sequence noni t or 1
188. 120. 148. 168|l srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 1
85. 64. 21. 235 | srael 147.237.76.42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
79.181.199. 9 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
212.179. 102. 163|l srael 147.237. 72. 156 |anan.i df .i | Frst packet isn't SWN drop drop 1
109. 253. 136. 131 |l srael 147.237.77. 243 |nobil e.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address ‘S te Action ‘Count
217.132.111. 156|l srael 147.237.72. 166 |aka.i df .il Unaut hori zed URL Access to waw aka.idf.il/main/rabanut/webresource. axd |B ock 5
84.108. 27. 61 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to aka.idf.il/gigus B ock 4
79.176.215.11 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
. . . |Uhaut hori zed URL Access to
213.251.182.10 [France 147.237.77. 176 natpash. it 11 |\ oot i df i 1/sip storagel fil es/ O/ si ze220x0/ 3410, | pg. src Bl ock 3
17.142.151. 205 |lhited Sates 147.237.77. 216 |dover.idf.il |Dstributed Suspicious Response ode B ock 3
17.142.151. 205 |lhited Sates 147.237.77. 216 |dover.idf.il |Miltiple Unauthorized URL Access from 17.142. 151. 205 B ock 2
84.108. 27. 61 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
207.46.13. 114 Lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to 147.237.77.216/ B ock 2
149. 78. 5. 229 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
s D stributed Uhauthorized URL Access on
5.29.109. 152 I srael 147.237.72. 166 |aka. i df. 11 vwwv aka. i df . i1//sites/resources/ chinuch/styl es/i nport/bottommavi gat on. asp Bl ock 2
157.55.39.6  |Uhited Sates 147.237. 77. 216 |dover i of .1 |Shauthori zed URL Access to Bl ock 1
T ) T o waw i df . i |/ hebr ew announcenent s/ 2002/ j une/ pol and/ pol and. st m
66. 249. 73. 244 Lhited Sates 147.237.72. 166 |aka.i df .il Uhaut hori zed URL Access to waw aka. i df.il/sites/resources/ kanh ar B ock 1
46.116. 174. 201 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
87.69.132.88  [Israel 147.237.72. 166 |aka if.i|  [D Stributed thauthorized UL Access on Bl ock 1
wwy aka. i df . il // mai n/rabanut/webresour ce. axd
S DO stributed Lhaut hori zed URL Access on
84.108. 6. 244 | srael 147.237.72. 166 |aka. i df .i | v aka, i df i 1// mai v/ har edi m webr esour ce. axd B ock 1
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il |Uhauthorized URL Access to wwu i df.il/newsitel/english/1216-2. stm B ock 1
207. 46. 13. 30 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wwwy navy. i df.il/captcha. ashx B ock 1
54.159. 134. 239 |lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
109. 64. 80. 5 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s D stributed Uhauthorized URL Access on
84.111.190. 194 |Israel 147.237.72. 166 |aka.idf .il v aka, i df i 1// mai v/ har edi m webr esour ce. axd B ock 1
37.26.148.228 |Israel 147.237.72. 166 |aka icf i1 [Known Paraneter VI EVBTATEENCRYPTED in None 1
wn aka. i df . i |/ mai n/ gi yus/ m yun/ nmi yunpr ocessquest i onnai r e. aspx
2.54.191. 153 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to
79.177.138. 173 I srael 147.237.72. 166 |aka.i df .11 wn aka. i df . i |/ sites/resources/ chi nuch/styl es/i nport/bott onmavi gat on. asp Bl ock !
157.55.39. 137 |Lhited Sates 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 79. 66 Lhited Sates 147.237.77.216 |dover.idf.il |D stributed Suspici ous Response Code B ock 1
46.116. 206. 201 |Israel 147.237.72. 166 |aka idf.i|  |O0Known Parameter VI EVBTATECENERATCR in None 1
v aka. i df . i | / mai n/ sachar/ vi ewpni ot . aspx
89. 138. 245. 21 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
17.142.151. 205 [Wited Sates 147. 237.77. 216 |dover i df .1 [@Uthorized LR Access to - B ock 1
ww i df.il/arafat/terrorisn® english/nain i ndex.stm
. . . . |Uhaut hori zed URL Access to
109.67.111.38  |Israel 147.237.0.34  tikshwv.idf il vy ti kshuv. i df . i | / resour ce/ user f ol | ow esour ce/ cr eat e/ Bl ock !
Unhaut hori zed URL Access to
54.161. 155. 142 |Whited Sates 147.237.77. 216 |dover.idf.il |wwvidf.il/english/announcenent s/ 2002/ j anuary/ 11. st m and B ock 1
j anuary/ 11. stm
R Unaut hori zed URL Access to
84.228.170.172 I srael 147.237.72. 166 |aka. i df. i1 v aka. i df . i |/ mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get user det ai | s Bl ock !
37.26.148.228 | srael 147.237.72. 166 |aka idf i1 [Known Parameter VI EVBTATEGENERATOR in None 1
viewv aka. i df . i | / mai n/ gi yus/ def aul t. aspx
5.29. 44. 253 I srael 147.237.72. 166 |aka idf i1 [Known Parameter VI EVBTATEGENERATOR in None 1
v aka. i df . i1/ nai n/ sachar/regi strati onw zar d/ regi ster. aspx
79.182.116. 164 |lsrael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to
188. 165. 15. 181 |Fance 147.237.76.86 |navy.idf.il i navy. i df . i |/ 1132- 8613- he/ navy. aspx. aspx B ock 1
66. 249. 79. 74 Lhited Sates 147.237.77.216|dover.idf.il |D stributed Suspici ous Response Code B ock 1
46.117.7.235  |Israel 147.237.72. 166 [aka idf i1 |NKnown Parameter VI EVBTATECGENERATCR in None 1
aka.idf.il/nai n/ sachar/ paysl i ps. aspx
92. 36. 150. 187 i??l—:':os??la 147.237.72. 166 |aka.idf .il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
31.168. 68. 51 | srael 147.237.72. 166 |aka.idf .il Uhknown Paraneter g861 in ww aka. i df.il/nain/giyus/| ogin. aspx None 1
79.176.112. 87 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
. ., |Wauthorized URL Access to
212.150.183. 161 I srael 147.237.76. 42 [refuah.idf. il 147. 237. 76. 42/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
] R SS. Lhtraceabl e Gonnection - Protocol violation
54.172.196.207 |Lhited Sates 147.237.72. 166 |aka. i df .i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
85.65. 221,186 |l srael 147.237.72. 166 |aka idf.i  |0Known Parameter VI EVETATECENERATCR in None 1
wwy aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
37.142.190. 6 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
S DO stributed Lhaut hori zed URL Access on
80. 230. 110. 146 (I srael 147.237.72. 166 |aka. i df .11 v aka. i df . i | // mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get userdet ai | s Bl ock !
188. 165. 15. 196 |Fance 147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 188. 165. 15. 196 B ock 1
66.249.81.209 |Lhited Sates 147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to www aka. i df.il/mai n/ sachar/ hone/ aspx B ock 1
46.117. 40. 210 |1 srael 147 237. 72. 166 |laka. i df i1 pnknovxn Par' anet er c_tI OQ$ctI 00$cphMai n$TochenPl aceHol der $bt nAt udaBack None 1
in ww aka.idf.il/main/giyus/atuda/ asmacht a. aspx
93.173.56.105 |isradl 147 237. 72. 166 laka i df i1 Unknown Paranet er ct| 00$ct | 00$cphMai n$TochenPl aceHbl der $bt nAt udaPri nt None 1

in ww aka.idf.il/nain/giyus/atuda/ asmacht a. aspx
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