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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Name |mvi ce Action |Count |
128.242.249.12 |lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N 40- 59 Per ni t 4
46. 19. 85. 232 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
93. 120. 27. 62 Ronmani a 147.237. 8. 27 e.nadimatal .idf.il |[DVRep B-N 60 100 B ock 1
80. 246. 138. 173 |l srael 147.237.77.216 |dover.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
82.102.169. 113 |l srael 147.237.72. 156 |anan.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
85. 25. 43. 94 CGer nany 147.237. 8. 50 e tikshuv.idf.il DVRep_B-N 60 100 B ock 1
89. 139. 164. 188 |l srael 147.237.72.166 |aka.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | Count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 65. 200 Lhited Sates 147.237.77. 233 atal.idf.il ET SCAN NVAP -sA (2) 2
43. 255.191. 162 Japan 147.237.72. 167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 162 Japan 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
113.59. 33. 61 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 67 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 130 Chi na 147.237.72. 166 aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.50. 183. 5 Russi an Federation 147.237.77. 235 svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
43. 255.191. 162 Japan 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
218.26.11. 118 Chi na 147.237.76. 38 e.eneitav.idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 162 Japan 147.237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
218.26.11. 118 Chi na 147.237. 0. 200 mdu. i df . i | ET SCAN Potential SSH Scan 1
43. 255. 191. 162 Japan 147.237. 8. 45 eeitanidf.il ET SCAN Potential SSH Scan 1
176.12.138.1 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
113. 59. 33. 61 Chi na 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -f -sS 1
61. 160. 224. 130 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 160. 224. 130 Chi na 147.237.0. 16 ny- kosher-kravi .i df .il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 162 Japan 147.237.77. 226 wan chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
218.26.11. 118 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
43. 255.191. 162 Japan 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
218.26.11. 118 Chi na 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
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176.12. 151. 167 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 30
Packet dropped. Ret r ansni ssi on
176.12.138.1  [Israel 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Streaning Bngi ne: TGP Inval i d drop 18
Packet dropped. Ret r ansm ssi on
109. 253. 128. 247 |l srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 10
Packet dropped. Ret r ansni ssi on
212.199. 251. 235|I srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 8
199.30.24. 245 |lnited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Streamng Engi ne: TP Invalid drop 6
Packet dropped. Ret r ansni ssi on
173. 252.122. 117|lhited Sates 147.237.72. 166 |aka.i df .i | Frst packet isn't SYN drop drop 6
176. 12. 142. 175 |israel 147.237.77. 216 |dover. i of . i | Invalid segment retransmssion. Streaning Engi ne: TGP Inval i d drop 6
Packet dropped. Ret r ansni ssi on
212.199. 251. 235|I srael 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence alert 5
212.199. 251. 235|I srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 5
173.252.122. 116|lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SYN drop drop 4
2.54.157.185  |Israel 147.237.77. 243 |nobil e. i of . | Invalid segnent retransmssion. Streamng Engi ne: TP Invalid drop 4
Packet dropped. Ret r ansn ssi on
193.33.2. 114 Spai n 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 4
173.252. 105. 115|lhited Sates 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 4
31.186.228.30 |United K ngdom|147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 4
Packet dropped. Ret r ansn ssi on
193.33.2. 114 Spai n 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
46. 19. 85. 23 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
173.252.122. 119|lhited Sates 147.237.72. 166 |aka.idf . il Frst packet isn't SN drop drop 4
2.54.13. 32 | srael 147.237. 72. 156 |anan.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 3
37.46. 39. 91 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
37.46. 39. 91 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3
41.238. 186. 159 |Egypt 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
37.46. 39. 229 | srael 147.237.72. 166 |aka.i df .il Inval id ACK nunber Bad TCP sequence noni t or 3
46.19. 86. 100 | srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
173.252.122. 120|lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SYN drop drop 2
157.55.39.41  |Wited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansn ssi on
46. 19. 86. 125 | srael 147.237.72. 166 |aka.i df .il Inval id ACK nunber Bad TCP sequence noni t or 2
31.186.228.94 |nited K ngdom|147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 2
Packet dropped. Ret r ansni ssi on
77.237.154.221 |Czech Republic |147.237.77.178|e. nat pash.idf.il Geo- | ocati on i nbound enf orcenent |Geo- | ocati on enf or cenent dr op 2
173.252.122. 121 |lhited Sates 147.237.72.166 |aka.idf.il Frst packet isn't SN drop drop 2
85. 130. 216. 49 | srael 147.237.72. 166 |aka.i df .il Frst packet isn't SYN drop drop 2
173.252.122. 122|lhited Sates 147.237.72. 166 |aka.idf .il Frst packet isn't SN drop drop 2
173.252. 105. 113|lhited Sates 147.237.72. 166 |aka.idf .il Frst packet isn't SYN drop drop 2
31.186.228.26 |United K ngdom|147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on
173.252.122. 118|lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 2
37.46. 39. 74 | srael 147.237.72. 166 |aka.idf .il Invalid ACK nunber Bad TCP sequence noni t or 2
173.252. 105. 116|lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SYN drop drop 2
31.186.228.66 |United K ngdom|147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Streamng Engi ne: TP Invalid drop 2
Packet dropped. Ret r ansni ssi on
70.39.187.108 |Satellite Providd147.237.77.216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
46. 19. 85. 64 | srael 147.237.76.42 |refuah.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
8.37.227.69 gng(r;yrmus 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
84.111.6.207  [Israel 147.237.77. 226 :’“I"“"‘ chamat z. aka. idf. |, o1 g Ak nunber Bad TCP sequence al ert 1
216.218. 206. 104 |Lhited Sates 147.237.77. 212 |e.dover.idf.il Geo- | ocati on i nbound enf orcement |Geo- | ocati on enf or cenent drop 1
41.238. 186. 159 |Egypt 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence alert 1
85. 130. 216. 49 | srael 147.237. 72. 156 |anan. i df .i | Frst packet isn't SN drop dr op 1
210. 186. 249. 129 Ml aysi a 147.237.77.74 |lawidf. il :‘;“Sg;trel ection pattern found in oo R ecti on monitor |1
46. 19. 86. 43 | srael 147.237.76.86 [navy.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
157. 55. 39. 67 Lhited Sates 147.237.72.166 |aka.idf.il First packet isn't SN dr op drop 1
8.37.227.81 ’;{”&';V"D“S 147. 237. 77. 216 |dover.i df . i | Response out of state Bl ock HTTP Non Conpl i ant monitor |1
84.111.6.207  |Israel 147. 237.77. 226 :":’“"‘ chamatz. aka.idf. |, o1 g ACK nunber Bad TCP sequence monitor |1
46. 19. 86. 208 | srael 147.237.76.86 |navy.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |[Ste Action ‘Count
178. 214. 67. 214 gjceusgi':('ja” Territory. 1147, 237.77. 176 |natpash.icf.il  [Miltiple Wnauthori zed URL Access from 178. 214. 67. 214 B ock 8
213.151. 32. 163 |Israel 147. 237.72. 166 |aka i df . i | thaut hor zed URL Access to B ock 5
wan aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
. ) . . . |Too Many of the Same Response Code (404) in Session from
84.228.231.156 |Bulgaria 147.237.0.19 |nadimatal .idf.i 84. 228. 231. 156 B ock 5
85.250.7.202  |Israel 147.237.72. 166 |aka. i df .1 Distributed thaut horized URL Access on B ock 5
wan aka. i df . i1/ / nai n/ har edi i webr esour ce. axd
66. 249. 79. 74 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tiple Uhauthori zed URL Access from 66. 249. 79. 74 B ock 3
79.176. 179. 25 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
Lo Lhtraceabl e S3. Sessions: Protocol violation
176.228.36.41 |lsrael 147.237.77. 216 |dover.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
; R Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il whn navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
207.46.13.102 |lhited Sates 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 207. 46. 13. 102 B ock 2
157.55. 39. 3 Lhited Sates 147.237.76.86 |[navy.idf.il Ml tipl e Unhaut hori zed URL Access from 157.55. 39. 3 B ock 1
D stributed Lhaut hori zed URL Access on
2.54.5.130 | srael 147.237.72. 166 |aka. i df .i | w aka. i df . i1//sites/resources/ chi nuch/styl es/inport/bottomavi gaton. |B ock 1
asp
84. 94. 46. 46 | srael 147.237.72. 166 |aka.idf.il Uhknown Paraneter q in ww aka.idf.il/nain/giyus/login. aspx None 1
188. 165. 15. 196 |Rance 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/english/|essons. stm B ock 1
46.120. 220. 167 |Israel 147.237.72. 166 |aka.i df . i Wnknown Par arret er noudul eTocoTo in None 1
w aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx
85. 250. 33. 61 | srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249. 73. 169 |lhited Sates 147.237.72. 166 |aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
207.46.13.102 |lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/hone/ def aul t. aspx B ock 1
157.55. 39. 3 Lhited Sates 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/sachar B ock 1
37.142.132.199 |lsrael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
84.228.231.156 |Bulgaria 147.237.0.19 |[nadimatal.idf.i|Too Many 404: Response Code per Session B ock 1
217.237.94.128 |Ger many 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 217. 237. 94. 128 B ock 1
67.205.24.241 |Lhited Sates 147.237.0.34 |tikshuv.idf.il |Unauthorized URL Access to tikshuv.idf.il/old wp-admn/ B ock 1
54.159.166.21 |lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Code B ock 1
’ S D stributed Lhaut horized URL Access on
200. 55. 213. 2 Gile 147.237.77. 216 |dover.idf.il waw i df i 1//894-en/ i df gdover . aspx B ock 1
95.86.98.108 | srael 147. 237.72. 166 |aka. i f .11 Wnknown Parameter __VI EABTATEGENERATCR in None 1
wwv aka. i df.i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx
79.180.120.83 | srael 147.237.72. 166 |aka.i df . i Distributed Lhauthorized LR. Access on B ock 1
waw aka. i df . i | // mai n/ har edi ni webr esour ce. axd
66.249.73.201 |lhited Sates 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to waw aka.idf.il/eitan B ock 1
210. 186. 249. 129N\l aysi a 147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
37.238.172.17 |lraq 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/gr/ B ock 1
217.237.94. 128 |CGer many 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsitel english/nain. asp B ock 1
68.180.228. 117 |lLhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
: s Unaut hori zed URL Access to
54.159.166.21 |lhited Sates 147.237.77. 216 |dover.idf.il ww i df i 1/engli shi df in pictures/ 2002/ anuary/ 5. stm B ock 1
207.46. 13. 30 Lhited Sates 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 207.46. 13. 30 B ock 1
109. 65. 61. 115 I srael 147.237.72. 166 |aka.i df . i Wnknown Paraneter _VI EASTATEGENERATCR i n None 1
wn aka. i df . i |/ nai n/ sachar/ vi ewpni ot . aspx
79.182.125. 152 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
210. 186. 249. 129N\l aysi a 147.237.77.74 |lawidf.il eMii | Hoardi ng B ock 1
66.249. 73. 244  |lhited Sates 147.237.72. 166 |aka.i df .il Lhaut hori zed URL Access to waww aka.idf.il/defaul t.asp B ock 1
46. 19. 85. 210 | srael 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Unaut hori zed URL Access to
85.64.213.211 |lsrael 147.237.72. 166 |aka.idf .il wwy aka. i df . i1/ sites/resources/ chinuch/styl es/inport/bottonmavi gat on. a |B ock 1
Sp
66.249. 73.132 |lhited Sates 147.237.72. 166 |aka.i df .il Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 132 B ock 1
207.46.13.30  |wited Sates 147.237.76.86 |navy.idf.il Wnaut hori zed URL Access to B ock 1
navy.idf.il/consol e/ core/ doc_ngr/doc_ngr. asp
R Unaut hori zed URL Access to
109.66.176. 197 |l srael 147.237.72. 166 |aka. i .11 wwv aka. i df . i |/ nai n/ gi yus/ aut henti cat i onservi ce. asnx/ get userdetai |l s Bl ock !
79.183. 161. 79 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to
212.150. 209. 2051 sr ael 147.237.72. 166 |aka. i df .11 wawv aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58339&doci d=68498 Bl ock !
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0914-2.stm B ock 1
178. 214. 67. 214 g‘ijcis;i':('ja” Territory. 1147, 237. 77. 176 |natpash. i cf . i1 [Unauthori zed LR. Access to ww cogat . i df . i1/894- ar Bl ock 1
46. 19. 86. 100 | srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to www atal .idf.il/894-he/atal.aspx - B ock 1
74.208.180. 162 |Lhited Sates 147.237.0.34 |tikshuv.idf.il |Unhauthorized URL Access to tikshuv.idf.il/wp/wp-admn/ B ock 1
66.249. 73. 153 |lhited Sates 147.237.72. 166 |aka.i df .il Unaut hori zed URL Access to 147.237.72. 166/ edi mi yonan/ enl arge. asp |B ock 1
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