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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry \Tar get Address |S te |Name |Davi ce Action |Oount |
212. 28. 230. 202 Lebanon 147.237.77.216 |dover.idf.il CL000004: HTTP: options nethod (M crosoft) B ock 2
217.243.198. 68 Ger many 147.237.77.176 |nmatpash.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
46.121. 128. 156 | srael 147.237.76. 31 nakchal .idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
37.205. 9. 131 9 ovaki a 147.237.72.156 |anan.idf.il DVRep_B-N 60 100 B ock 1
85. 250. 189. 52 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
37.205.9. 131 9 ovaki a 147.237.72.166 |aka.idf.il DVRep_B-N 60 _100 B ock 1
109. 160. 135. 175 |Israel 147.237.72.166 |aka.idf.il 7120: TCQP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute B ock 1
46. 19. 85. 201 | srael 147.237.77.216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
46.19. 85. 226 | srael 147.237.77.216 |dover.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1




03-27-2015-13:03:04 to 03-27-2015-14:03:04

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sA (2) 2
37.162. 241. 23 France 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 2
104.171. 114. 254 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 160. 224. 130 Chi na 147.237. 76. 147 chi nuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 160. 224. 130 Chi na 147.237. 0. 34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
58. 20. 54. 249 Chi na 147.237.77.178 e. nat pash.i df .il ET SCAN NVAP -sS w ndow 1024 1
128.72.154.6 Russi an Federation 147.237.77. 216 dover.idf.il portscan: TCP Distributed Portscan 1
61. 240. 144. 65 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 130 Chi na 147.237.72. 217 eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
58. 20. 54. 249 Chi na 147.237.77. 226 v chanat z. aka. i df i | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Acti on ‘Count
31. 186. 228. 95 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SN drop drop 26
31. 186. 228. 92 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SYN drop drop 24
31.186.228.26 |Uhited Ki ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN dr op dr op 22
31.186.228.28 |United K ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 22
31. 186. 228. 58 Uni ted Ki ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 22
31. 186. 228. 87 Uni ted Ki ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 20
31. 186. 228. 89 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SN drop drop 20
31.186. 228. 91 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SYN drop drop 19
31.186.228.57 |Uhited Ki ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN dr op dr op 18
31.186.228.94 |United K ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 14
31. 186. 228. 86 Uni ted Ki ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 14
31. 186. 228. 60 Uni ted Ki ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 14
31. 186. 228. 96 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SN drop drop 14
31. 186. 228. 88 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SYN drop drop 14
31.186.228.90 |Uhited Ki ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN dr op dr op 13
31.186.228.64 |United K ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 12
31. 186. 228. 62 Uni ted Ki ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 12
31. 186. 228. 29 Uni ted Ki ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 12
2.54.129. 77 I srael 147.237.72. 166 |aka.i df . i SWNretransmt wth different Bad TCP sequence monitor |11
w ndow scal e
31.186.228.65 |United Ki ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 11
31.186.228.30 |United Ki ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 10
31. 186. 228. 27 Uni ted Ki ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 10
31. 186. 228. 23 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SN drop drop 10
31. 186. 228. 93 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SYN drop drop 10
80. 253. 20. 134  |Russi an Federation 147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Srean g E.qgl ne: TP Invalid drop 9
Packet dropped. Ret r ansni ssi on
. . Inval i d segnent retransnission. Sreaning Engine: TP Invalid
41.45.163.234  |Egypt 147. 237. 77. 216 |dover . i df . i | Pkt dregppe " ot ransn(.:ssigon drop 9
46.32.211.13 gcis;ilg(ljan Territory, 147.237.77. 176 |nat pash. i df . i | First packet isn't SN drop drop 9
31. 186. 228. 31 Uni ted Ki ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 8
31.186.228.170 |United K ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 8
80. 246.139. 25 | srael 147 237.72. 166 |aka.i df i Invalid segnent retransmssion. Streaning Engine: TP Invalid 1, ) 8
Packet dropped. Ret r ansni ssi on
31.186.228.59 |United K ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 7
31. 186. 228. 32 Uni ted Ki ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 7
31. 186. 228. 63 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SN drop drop 6
31. 186. 228. 68 Uni ted Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SYN drop drop 6
82.102.136.66 |l srael 147. 237. 77. 216 |dover. i df .i | Invalid segment retransmssion. Sreamng Bngine: TP Invalid |, ) 6
Packet dropped. Ret r ansni ssi on
. . Inval i d segnent retransnission. Sreaning Engine: TP Invalid
41.42.170.62  |Egypt 147. 237. 77. 216 |dover. i df . i | Pkt dregppe " ot ransn(.:ssigon drop 6
31.186.228.61 |Uhited Ki ngdom 147.237.77. 233 |atal .idf.il Frst packet isn't SN dr op dr op 6
31.186.228.24 |United K ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 6
31.186.228.67 |United K ngdom 147.237.77.233|atal .idf.il Frst packet isn't SN drop drop 6
31. 186. 228. 25 Uni ted Ki ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 6
31.186.228.66 |United K ngdom 147.237.77.233|ata .idf.il Frst packet isn't SN drop drop 5
46. 19. 86. 24 | srael 147.237.0.34 |tikshuv.idf.il Invalid ACK nunber Bad TCP sequence noni t or 4
2.54.11.73 I srael 147.237.77. 243 |mbile.icf i1 |V 1d segnent retransnission. Streamng Engine: TP Invalid g 4
Packet dropped. Ret r ansni ssi on
109. 253. 141. 158|l srael 147.237.72. 166 |aka.i df . i Invalid segment retransmssion. Streaning Bngine: TP Invalid 1, 4
Packet dropped. Ret r ansn ssi on
77.114. 86. 84 Pol and 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
188. 120. 148. 211 |l srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
77.114. 86. 84 Pol and 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 2
2.54.14.189 | srael 147.237.72. 167 |i shuri maka. i df.i|l nval i d ACK nunber Bad TCP sequence alert 2
2.54.14.189 | srael 147.237. 72. 167 |i shurimaka.idf.i|l nval i d ACK nunber Bad TCP sequence noni t or 2
93.77.121.43  |Wkraine 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Streaning Engine: TP Invalid 1, ) 2
Packet dr opped. Ret r ansni ssi on
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address Action ‘Count
31.154.25.14  |israel 147.237.0.19 |nadi matal .idf.il Too Miny of the Sane Response Cbde (404) in Session from B ock 31
31.154. 25. 14
79.178. 22. 200 | srael 147.237.76.42 |refuah.idf.il Ml ti pl e Uhaut hori zed URL Access from 79. 178. 22. 200 B ock 7
66.249. 67. 120 |lLhited Sates |147.237.76.42 |refuah.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 67. 120 B ock 6
66.249. 67.128 |lhited Sates |147.237.76.42 |refuah.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 67. 128 B ock 6
66.249.67.136 |Lhited Sates 147.237.76.42 |refuah.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 67. 136 B ock 4
A, Unaut hori zed URL Access to
5.29.19.221 I srael 147.237.77. 243 |mbi [ e. i f . i nobi | e. i df.il/categorytenpl ates/|i stchil ddocunent s/ 1071 Bl ock 3
207.46.13.5 Lhited Sates [147.237.77. 226 |waw chamat z. aka. i df . il |[Mil tipl e Uhaut hori zed URL Access from 207. 46. 13. 5 B ock 3
80. 246. 139. 25 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 3
89. 139. 5. 208 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
79.180. 5. 31 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 2
79. 180. 5. 31 | srael 147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to v aka.idf.il/giyus/ nain/.com B ock 2
5. 29. 35. 36 | srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to ww aka. i df.il/nain/scripts/css3pie. htc B ock 2
79.181.126.178 |lsrael 147.237.72. 166 |aka.i df .i | Ml ti pl e Uhaut hori zed URL Access from 79. 181. 126. 178 B ock 2
5.29. 218. 202 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
79.181.126. 178 |lsrael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to www aka.idf.il/nai n/home/6 s3 B ock 2
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il i navy. i df . i | /994- 8613- hel navy. aspx. aspx B ock 2
2.54.155. 198 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207.241. 226. 204|Wnited Sates  |147.237. 72. 166 |aka.i of . Wnaut hori zed URL Access to B ock 1
wan aka. i df . i |/ mai n/ har edi i webr esour ce. axd
: R Unhaut hori zed URL Access to
66. 249. 79. 58 Lhited Sates 147.237.77. 216 |dover.idf.il v i df i1/ hebrew i of in pi ct ur es/ 2004/ f ebr uary/ 28. st m B ock 1
157. 55. 39. 42 Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
94. 136. 40. 78 LKJ?'r:gegom 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/test/wp-adnin/ B ock 1
84.108. 0.214 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
’ R Unhaut hori zed URL Access to
192.81.212.190 |thited Sates 147.237.76.31 nakchal .idf. 1l nakhal . i df . i|/894-he/ nakhal . aspx/ shar ed/ user cont r ol s/ header upper/ Bl ock !
77.125.84.10  |israel 147. 237. 72. 166 |aka. i df .i Unknown Paraneter __VI BASTATEGENERATCR i n None 1
aka. i df.il/nai n/ sachar/ paysl i ps. aspx
109. 65. 192. 236 I srael 147. 237. 72. 166 |aka. i df . Unknown Peraneter __V1 BASTATEGENERATCR i n None 1
wan aka. i df . i |/ nai n/ sachar/ decl ar at i onof enpl oynent . aspx
93.77.121. 43 Lkrai ne 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
213.251.182. 10 |Fance 147.237.0.34  |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wordpress/wp-adn n/ B ock 1
164. 138. 124. 49 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
’ s Unhaut hori zed URL Access to
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf .il i i df . i 1/ hebr ew or gani zat i on/ hoef ront / f ag/ 22. stm B ock 1
s Unaut hori zed URL Access to
94.159.171. 82 | srael 147.237.72.166 |aka i df i1 ww aka. i df . i |/ nai n/ gi yus/ aut henti cat i onser vi ce. asnx/ get userdetai | s Bl ock !
31.221.17.219 Eiqlr:gegom 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df.il1/894-en/i df gdover. aspx B ock 1
85.64.112. 151 I srael 147. 237.77. 216 |dover. i df . | Wnknown HTTP Request Method COXin LR Bock |1
wwy i df . i |/ 1116- en/ dover . aspx
79.176.179.99  |Israel 147. 237.72. 166 |aka. i df . Unknown Perameter V1 BASTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
109. 253. 141. 158|l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 1
C e D stributed Lhaut hori zed URL Access on
93.172.134. 246 |Israel 147.237.72. 166 |aka.idf.il v aka, i o 1// Pt t ps: / ww aka. i df i1/ B ock 1
176.126.201.2 |Ronani a 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/wp-adnin/ B ock 1
66.249.79.74  |Wnited Sates |147.237.77. 216 |dover.idf. il Wnauthori zed UL Access to . B ock 1
v i df . i |/ hebrew news/ i nf or mati on_archi ve. stm
94. 180. 36. 205 gj:;;”i on 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 94. 180. 36. 205 B ock 1
] . . SS. Untraceabl e Gonnection - Protocol violation
54.172.196. 207 |lhited Sates 147.237.77. 216 |dover.idf.il (SSL_CONN_APPLI CATI ON_DATA EXCHANGE) None 1
85. 65. 226. 220 | srael 147.237.76.86 |navy.idf.il Ml ti pl e Uhaut hori zed URL Access from 85. 65. 226. 220 B ock 1
207.46.13.5 Wited Sates  |147.237. 77. 226 |waw chamat z. aka. i o .| | 2uthori zed URL Access to Bl ock 1
wan chanat z. aka. i df . i |/t enpl at es/ news/ news. aspx
149. 88. 3. 88 Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
93.172.134. 246 |lsrael 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww idf.il/https:/wwidf.il/ B ock 1
185. 32. 179. 26 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
68. 142. 232. 6 Lhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/blog/ wp-adnn/ B ock 1
Russi an Uhaut hori zed URL Access to
94. 180. 36. 205 . 147.237.76.86 |navy.idf.il waw navy. i df.il/tenpl at es/ homepage/ honepage. aspx/ t enpl at es/ sendt o |B ock 1
Federation . .
fri end/ sendt of ri end. aspx
’ s Unhaut hori zed URL Access to
54. 211. 236. 52 Lhited Sates 147.237.77. 216 |dover.idf .il wa i df . i 1/ engl i sh/ announcenent s/ 2000/ oct ober / 8. st m B ock 1
85. 65. 226. 220 | srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/tenpl ates/links/6 s3 B ock 1
79.178. 22. 200 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
207.46.13.16  |Wited Sates |147.237.77. 216 |dover.idf.il Wnaut hori zed URL Access to B ock 1

vy i df . i1/ english/idf_in_pictures/ 2000/ oct ober/ pi gui mstm
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