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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te |Na|m |Davi ce Action \Ooum |
85. 25. 43. 94 Ger nany 147.237.0. 35 akaws.idf.il |DVRep_B-N 60_100 B ock 1
85. 250. 189. 52 | srael 147.237.77.216 |dover.idf.il |7120: TGP. Segnent Overlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
109. 64. 186. 167 |l srael 147.237.76. 42 refuah.idf.il |7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1
46.19. 85. 192 | srael 147.237.0. 34 tikshuv.idf.il|7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
79.183.194.109 |[lsrael 147.237.76. 31 nakchal .idf.il |[7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | Count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 5
2.54.162. 71 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
5. 29. 218. 202 I srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
122.228. 207. 76 Chi na 147.237.0. 35 akaws. i df.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 130 Chi na 147.237.77. 233 atal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
157. 55. 39. 227 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
61. 160. 224. 130 Chi na 147.237.77.170 naarachot.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
128. 61. 240. 66 Lhited Sates 147.237.77. 243 nobi le.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 160. 224. 130 Chi na 147.237.0. 35 akaws. idf.il ET SCAN Potential VNC Scan 5900- 5920 1
122.228. 207. 76 Chi na 147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
31.7.57.198 Sii t zer| and 147.237.0. 17 mny-kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228. 207. 76 Chi na 147.237.76. 199 e. nakchal .idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237. 76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
122. 228. 207. 76 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.0. 17 mny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 130 Chi na 147.237.77.212 e.dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
157. 55. 39. 132 Lhited Sates 147.237. 0. 34 tikshuv.idf.il LOCAL RULES DOS attack 01/2012 1
61. 160. 224. 130 Chi na 147.237.76. 198 e.yohal an.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
122.228. 207. 76 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
31.7.57.198 Shi t zer| and 147.237.76. 34 yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.228. 207. 76 Chi na 147.237. 76. 200 eitan aka. idf.il ET SCAN Potential SSH Scan 1
122.228.207. 76 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 Chi na 147.237.72. 156 anan.idf.il ET SCAN Potential SSH Scan 1
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109. 253. 141. 94 |l srael 147.237.77. 216 |dover.idf.il Packet dr opped. Ret r ansmi ssi on drop 36
176.12.141.38 [ srael 147.237. 77. 216 |dover. i df .i | Invalid segent retransmssion. Streaning Bngine: TP Invalid 1, o) 24
Packet dropped. Ret r ansni ssi on
204.12.251.37 |Uited Sates 147.237.0.15  |kosher-kravi.idf. o etransmt wih different Bad TCP sequence moni tor |19
wi ndow scal e
176.12.138. 114 [Israel 147.237. 77. 216 |dover. i df .i | Invalid segent retransmssion. Streaning Bngine: TP Invalid 1, o) 18
Packet dropped. Ret r ansni ssi on
204.12.251.37 |wited Sates 147.237.76.86 |navy.idf.il SNretransmt wth different Bad TCP sequence monitor |13
wi ndow scal e
188. 120. 148. 238l srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 13
46.19. 85. 192 | srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 8
79.182.131. 100 |lsrael 147.237.72. 166 |[aka. i df . il Frst packet isn't SN drop drop 7
176.12.138. 155 |Israel 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 1, o) 6
Packet dr opped. Ret r ansn ssi on
176. 12. 138. 197 |Israel 147. 237. 77. 216 |dover. i df . i | Inval i d segnent retransmssi on. Streamng Engine: TP Invalid 1, 6
Packet dropped. Ret r ansni ssi on
199.30.25. 144 |lnited Sates 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 1, o) 6
Packet dr opped. Ret r ansn ssi on
109. 253. 149. 61 |Israel 147.237. 77. 216 |dover. i df .i | Invalid segent retransmssion. Streaning Bngine: TP Invalid 1, o 6
Packet dropped. Ret r ansni ssi on
46.19. 85. 192 | srael 147.237.76.42 |refuah.idf.il Inval id ACK nunber Bad TCP sequence noni t or 6
109. 253. 156. 104/l srael 147. 237. 77. 216 |dover. i df . i | Invalid segnent retransnission. Streaning Engine: TP Invalid 1, ) 6
Packet dr opped. Ret r ansni ssi on
46.19. 86. 146 | srael 147.237.77. 176 [nat pash. i df . i | Inval id ACK nunber Bad TCP sequence noni t or 5
46.19. 85. 185 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
46. 19. 86. 146 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 3
77.114.86. 84 Pol and 147.237.77. 216 |dover.idf.il Invalid ACK nunber Bad TCP sequence noni t or 2
109. 67. 175. 175 |Israel 147.237.77. 170 |mmarachot i df i1 | etransmt with different Bad TCP sequence monitor |2
wi ndow scal e
176.12.136.21 |Israel 147. 237. 77. 216 |dover. i cf . i | Invalid segent retransmssion. Streaning Bngine: TP Invalid 1, 2
Packet dropped. Ret r ansni ssi on
5.22.130. 128 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or
176.12.136. 179 [Israel 147.237. 77. 216 |dover. i df .i | Invalid segent retransmssion. Streaning Bngine: TP Invalid 1, o 2
Packet dropped. Ret r ansni ssi on
185. 7. 122. 164 glcisgi':('ja” Tertitory, {147 237.77. 216 |dover. i df .i | First packet ism't SWN drop drop 2
5. 29. 218. 202 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 2
66. 249. 73. 244 Lhited Sates 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 1
46. 19. 85. 31 | srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
2.54.179. 99 | srael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
91.227.165.5 | srael 147.237.0.34 |tikshuv.idf.il Hrst packet isn't SN drop drop 1
46. 19. 86. 34 | srael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
5. 29. 218. 202 | srael 147.237.72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence alert 1
173.208. 203. 138|lhited Sates 147.237.77. 176 [nat pash. i df . i | Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
204. 12. 251. 37 Lhited Sates 147.237.76.86 [navy.idf.il directory traversal overflow Drectory Traversal noni t or 1
2.54.179. 99 | srael 147.237.72. 166 |aka. i df .i | Inval i d sequence nunber Bad TCP sequence noni t or 1
5. 29. 218. 202 | srael 147.237.72. 156 |anan.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
188.138. 17. 205 |FRance 147.237. 76. 202 |e. hal ag.i df .i | (eo-1 ocati on i nbound enf or cenent |Geo-1 ocati on enf or cenent dr op 1
204.12.251.37 |wited Sates 147.237.77.74 |lawidi.il SWNretransmt wth different Bad TCP sequence monitor |1
w ndow scal e
5.29. 218. 202 | srael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence alert 1
2.52.32.235 | srael 147.237. 72. 156 |anan.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
84.108. 40. 198 |l srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
46.19. 85. 192 | srael 147.237.76. 42 |refuah.idf.il Inval i d ACK nunber Bad TCP sequence alert 1
216.218.206.71 |Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il |Geo-location i nbound enf orcenent |Geo-1 ocation enf or cenent drop 1
5.29.123. 138 | srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
64.14.72.122 Lhited Sates 147.237.72. 166 |aka. i df .i | Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
2.54.179. 99 | srael 147.237.72. 166 |aka. i df .i | Inval id ACK nunber Bad TCP sequence alert 1
87.69. 248. 123 |l srael 147.237.77. 170 |n@arachot.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 1
5.29. 218. 202 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
188. 120. 148. 197l srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
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5. 29. 35. 36 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 19
66.249. 67.128 |lhited Sates |147.237.76.42 |refuah.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 67. 128 B ock 8
5.29.211. 223 | srael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 6
79.182.130. 111 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
66.249.67.136 |lhited Sates |147.237.76.42 |refuah.idf.il Mil tipl e Uhaut horized URL Access from 66. 249. 67. 136 B ock 6
2.54.162. 71 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
164. 138. 124. 49 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 6
207. 46. 13. 30 Lhited Sates [147.237.76.86 |navy.idf.il Mil tiple Uhauthorized URL Access from 207. 46. 13. 30 B ock 4
66. 249. 79. 58 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 79. 58 B ock 4
207.46.13.102 |lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Lhaut horized URL Access from 207. 46. 13. 102 B ock 4
93.172.1.212 | srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
82.166.117. 130 |lsrael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to www aka.idf.il/nain/home/6 s3 B ock 3
s O stributed Uhaut hori zed URL Access on
2.54.6.74 I srael 147.237.72. 166 |aka. i df .11 ww aka. i df .i1//sites/resources/chi nuch/styl es/i nport/bottommavi gat on. asp Bl ock 3
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 2
207.46.13.138 |lhited Sates |147.237.76.31 [nakchal .idf.il |Dstributed Uhauthorized URL Access on nakhal .idf.il//page. asp B ock 2
157. 55. 39. 2 Lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Whaut hori zed URL Access from 157.55. 39. 2 B ock 2
46.117. 160. 212 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
85. 65. 87. 127 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
164.138. 124.49 |lsrael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to wwwu aka.idf.il/giyus. B ock 1
66.249.73.195 |lhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waww nag. i df . il/602- 2265- he/ pat zar B ock 1
109. 67. 175. 175 |l srael 147.237. 77. 170 |n@ar achot . i df . i ||CVE- 2011- 3192: Apache httpd_Renot e Deni al _of Service ME B ock 1
46.117. 219. 233 |Israel 147.237.72. 166 |aka.i df . Unknown Parameter _VI EVBTATEGENERATCR i n None 1
wan aka. i df . i1/ nai n/ sachar/regi strationw zar d/ st ep3. aspx
66.249.79.104 |lhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1283- 10479- en/ dover . aspx B ock 1
66.249.67.120 |lhited Sates |147.237.76.42 |refuah.idf.il Mil tipl e Lhaut horized URL Access from 66. 249. 67. 120 B ock 1
157. 55. 39. 66 Lhited Sates |147.237.72.166 |aka.idf.il Uhknown Parangeter catid in aka.idf.il/eitan/ nesiratnei da/ None 1
85.65.197. 143 | srael 147.237.72. 166 |aka.i df . Distributed Lhauthorized LR Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
207.46.13.113 |lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/69094. | pg B ock 1
77.127.26.199 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
202.112.50.77 |China 147.237.77. 216 |dover.idf.il Unhknown HTTP Request Method quit in URL B ock 1
173. 208. 203. 138|Lhited Sates |147.237.77.176|matpash.idf.il |Uhauthorized URL Access to waw cogat.idf.il/readne. asp B ock 1
46. 120. 31. 232 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. s Unhaut hori zed URL Access to
120.15.33.201  |Chi na 147.237.77.74 Jlawidf.il viwy | aw i df . il /sip storagel fil es/ 9/ 279. pdf/ t rackback/ Bl ock !
207. 46. 13. 30 Lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to wwwuv navy. i df.il/68972.]pg B ock 1
84.111.154.56 |lsrael 147.237.72. 166 |aka.i df .il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 79. 112 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Uhaut horized URL Access from 66.249. 79. 112 B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/irag/ english/info02.stm B ock 1
157.55.39. 137 |lhited Sates |147.237.72.166 |aka.idf.il Unknown Par anet er 4f 9c0c80 i n wwwu aka. i df . i | / mai n/ hone/ def aul t . aspx None 1
87.68.247.253 |Israel 147. 237.72. 166 |aka i of . i | Wnknown Par anet er __VI EVETATECENERATCR i n None 1
waw aka. i df. i |/ mai n/ sachar/tf asi maspx
5.29.211. 223 | srael 147.237.72. 166 |aka.idf .il Mil tiple Unhauthori zed URL Access fromb5. 29. 211. 223 B ock 1
: s URL is Above Root DO rector
204.12.251.37 |lited Sates |147.237.76.86 |navy.idf.il ooy, (gt 111 shé e a’semmrd of header upper B ock 1
180. 76. 4. 144 Chi na 147.237.76.31 |[nakchal .idf.il |Uhauthorized URL Access to 147.237.76. 31/ B ock 1
66. 249. 79. 66 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Uhauthori zed URL Access from 66. 249. 79. 66 B ock 1
46. 121. 247. 55 | srael 147.237.72. 166 |aka.idf .il O stributed Lhaut horized URL Access on waw aka.idf.il//https:/ww aka.idf.il/ |B ock 1
149. 78.149. 184 |lhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 1
85. 64. 201. 5 | srael 147.237.72. 166 |aka.idf .il D stributed Lhaut hori zed URL Access on ww aka. i df.il//https:/vww aka.idf.il/ |B ock 1
66.249.79.112 |lhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1283-18818- en/ dover . aspx B ock 1
202.112.50.77 |China 147.237.77. 216 |dover.idf.il Mal formed URL B ock 1
157.55.39.186 [Lhited Sates |147.237.76.31 |nakchal.idf.il |Uhauthorized URL Access to nakhal .idf.il/defaul t.asp B ock 1
5.29.211. 223 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to ww aka.idf.il/giyu B ock 1
208. 80.194. 121 |lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ B ock 1
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