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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |Ste

|Name |Devi ce Action |Oount |
81. 218. 251. 252 | srael 147.237.72. 166 aka.idf.il CL000004: HTTP: options nethod (M crosoft) B ock 11
128. 242. 249. 12 Lhited Sates 147.237.77.216 dover.idf.il DVRep_P- N _40- 59 Per nit 4
85. 25. 43. 94 Ger nany 147.237.76. 31 nakchal .idf.il |DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |ste [Name | count |
82. 80. 25. 221 | srael 147.237.77.216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 31
77.126.137. 81 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 6
195. 34. 150. 18 Austria 147.237.77.216 |dover.idf.il Tehila - Perl LV wth fake user agent 5
84. 109. 96. 215 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
2.54.14. 66 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
132. 66. 10. 154 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_ RULES DCOS attack 01/2012 2
80. 246. 130. 173 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DCS attack 01/2012 1
61. 160. 224. 130 Chi na 147.237.77.234 |halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
211.138. 34. 58 Chi na 147.237.0. 16 ny- kosher-kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
61. 160. 224. 130 Chi na 147.237.76. 34 yohal an.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 160. 224. 130 Chi na 147.237.72.156 |anan.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
130. 207. 203. 56 Lhited Sates 147.237.77.227 |e.hanaz.idf.il ET SCAN Potential SSH Scan 1
31.7.57.198 Sntzerl and 147.237.72.166 |aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
115. 231. 218. 147 |Chi na 147.237.76.176 |test.ncore.idf.il ET SCAN Potential SSH Scan 1
115. 231. 218. 147 |Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN Potential SSH Scan 1
104. 37. 103. 17 147.237.72.166 |aka.idf.il SERVER VWEBAPP bad HITP/ 1.1 request, Potentially wormattack 1
61. 160. 224. 130 Chi na 147.237.76.197 |e hinush.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
198. 20. 69. 74 Lhited Sates 147.237.76.202 |e.halag.idf.il ET DROP Dshi el d B ock Listed Source 1
61. 160. 224. 130 Chi na 147.237.72.217 le.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 160. 224. 130 Chi na 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
115. 231. 218. 147 |Chi na 147.237.76.177 |ncore.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 60 Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
115. 231. 218. 147 |Chi na 147.237.76. 34 yohal an. i df .il ET SCAN Potential SSH Scan 1
114. 255. 149. 210 [Chi na 147.237.77.216 |dover.idf.il ET SCAN Potential SSH Scan 1
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Inval id segnent retransnission.

Sreaning Engine: TP Invalid

66.249.81.218 |Whited Sates 147.237.77. 216 |dover.idf.il Packet dr opped. Ret r ansmi ssi on drop 18

66.249.79.74  |Wited Sates 147.237.77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid - 16
Packet dropped. Ret r ansm ssi on

37.26. 147. 250 | srael 147.237. 72. 166 |aka.i df .i | FHrst packet isn't SN drop drop 16

66.249.81.212 |lited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segent retransmssion. Streaning Engine: TP Invalid ) 12
Packet dropped. Ret r ansni ssi on

176. 12. 145. 142 |Israel 147.237.77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 12
Packet dropped. Ret r ansni ssi on

5.22.130. 216 | srael 147.237.72. 156 |anan.idf .il SYN retransmt wth different Bad TCP sequence noni t or 11
wi ndow scal e

5.22.130. 216 | srael 147.237. 72. 156 |anan. i df .i | Frst packet isn't SN drop drop 7

176. 12. 146. 185 |Israel 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 6
Packet dropped. Ret r ansni ssi on

109. 253. 147. 24 |I srael 147. 237. 77. 216 |dover . i of . i | nval i d segrent retransmssi on. Streamng Engine: TP Invalid o 6
Packet dropped. Ret r ansn ssi on

109. 253. 130. 185/l srael 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 6
Packet dropped. Ret r ansni ssi on

176.12.139. 186 |Israel 147. 237. 77. 216 |dover . i of . i | nval i d segrent retransmssi on. Streamng Engine: TP Invalid o 6
Packet dropped. Ret r ansn ssi on

46.19.85.199  |Israel 147. 237. 77. 216 |dover . i of . i | SWNretransmt wth different Bad TCP sequence al ert 6
w ndow scal e

176.12.142.58 |israel 147.237.77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid - 6
Packet dropped. Ret r ansn ssi on

46.19.85.199  |Israel 147. 237. 77. 216 |dover . i of . i | SWNretransmt wth different Bad TCP sequence nonitor |6
w ndow scal e

46.32.208. 11 ga:lcis;i':éa” Territory, 1147 237.77. 176 |natpash.idf.il  [First packet isn't SN drop drop 5

46.32.208. 11 g‘ijcisgi':"ja” Tertitory, 1147 237.77. 216 |dover. i o . i1 First packet isn't SN dr op dr op 5

109. 253. 146. 169l srael 147.237.77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid - 4
Packet dropped. Ret r ansn ssi on

2.52.172.22 I srael 147. 237.77. 243 |robile. i f . | Invalid segent retransmssion. Streaning Bngine: TP Invalid ) 4
Packet dropped. Ret r ansni ssi on

109. 253. 145. 77 |Israel 147.237.77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 4
Packet dropped. Ret r ansni ssi on

5.255.253. 124  |Russi an Federation 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 3
Packet dropped. Ret r ansni ssi on

207.46.13.16  |Wnited Sates 147.237.77. 216 |dover. i df .i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 2
Packet dropped. Ret r ansni ssi on

207.46.13.112 |wited Sates 147. 237. 77. 216 |dover . i of . i | Invalid segnent retransmssion. Streaning Bngine: TP Invalid 2
Packet dropped. Ret r ansni ssi on

66.249.79.58  |United Sates 147.237.77. 216 |dover. i df .i | Invalid segment retransmssion. Streaning Bngine: TP Invalid 2
Packet dropped. Ret r ansni ssi on

46. 19.86. 4 | srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or

5.22.130.216  |Israel 147. 237. 72. 156 |anan. i df . | SWNretransmt wth different Bad TCP sequence al ert 2
wi ndow scal e

188. 165. 15. 196 |France 147. 237. 77. 216 |dover . i of . i Inval i d segnent retransmssi on. Sreamng Engine: TP Invalid o o 2
Packet dropped. Ret r ansm ssi on

2.52.139.102 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

104. 37. 103. 17 147.237.72. 217 |e.idf .il SAMrul e drop drop 2

46. 19. 86. 84 | srael 147.237.77. 216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

37.26. 147. 250 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

80. 246.139.54 |l srael 147.237.72. 166 |aka.idf .il I nval i d sequence nunier Bad TCP sequence noni t or 1

46.117. 246. 52 | srael 147.237. 72. 167 |i shurimaka. i df . il|l nval i d ACK nunber Bad TCP sequence noni t or 1

46. 19. 85. 225 | srael 147.237.76.86 |navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

31. 168. 96. 254 | srael 147.237.77.233|ata .idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

108. 61. 228. 169 |lLhited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | dr op dr op 1

79.182. 34. 222 | srael 147.237.77.74 |lawidf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

46.19. 86. 122 | srael 147.237. 77. 170 |n@arachot . i df.il |l nvalid ACK nunber Bad TCP sequence noni t or 1

37.26.148.236 | srael 147. 237. 72. 156 |anan. i df .| S retransmt with different Bad TCP sequence monitor |1
w ndow scal e

84.108. 157. 243 |l srael 147.237.77.233|atal .idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

184. 105. 139.84 |lhited Sates 147.237.0.33 [|idf.il drop drop 1

37.26.147.173 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

80. 246. 137. 202 [ srael 147, 237. 72. 167 |i shuri maka. i f i | [ Stransmt with different Bad TCP sequence monitor |1
w ndow scal e

46. 19. 86. 204 | srael 147.237.76.31 |nakchal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

212.150. 200. 61 |l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence noni t or 1

46. 19. 85. 49 | srael 147.237.77. 170 |n@aarachot.i df.i| |l nvalid ACK nunber Bad TCP sequence noni t or 1

84.109. 16. 246 |l srael 147.237.77.216|dover.idf.il I nval i d ACK nunber Bad TCP sequence alert 1

46. 19. 86. 4 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1

185. 32.177. 148 |l srael 147.237.72. 167 |i shurimaka.idf .il SYN retransmt wth different Bad TCP sequence noni t or 1
wi ndow scal e

109. 253. 142. 142|l srael 147.237.77. 243 |nobi le.idf . i | Inval id ACK nunber Bad TCP sequence aert 1

2.52.0.139 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1
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46. 19. 85. 25 | srael 147.237.0.19 |nadimatal.idf.il|Too Many of the Same Response Code (404) in Session from46. 19. 85. 25 Bl ock 301
213.151.48.4  |Israel 147, 237.72. 166 |aka.i . | Distributed Lhaut horized LR Access on Bl ock 9
ww aka. i df.il//nai n/ har edi i webr esour ce. axd
66.249. 67. 120 |lhited Sates 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 67. 120 B ock 4
2. 54. 140. 205 | srael 147.237.77. 243 |nobi le.i df .i | Mil ti pl e Unaut hori zed URL Access from 2. 54. 140. 205 B ock 4
S Unaut hori zed URL Access to
2.54. 140. 205 | srael 147.237.77. 243 |nobile.idf.il mobi | e, dff i | / cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 3
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Lhaut hori zed URL Access from 66. 249. 79. 66 Bl ock 3
188. 165. 15. 196 |Rance 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 188. 165. 15. 196 B ock 3
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
104. 37. 103. 17 147.237. 72. 167 |i shurimaka.idf.i|Mil tipl e Uhaut hori zed URL Access from 104. 37. 103. 17 Bl ock 2
. . O stributed Unaut hori zed URL Access on
212.76.111. 62 | srael 147.237.72. 166 |aka. i df .il e aka i dff i 1// mai n/ r abanut / webr esour ce. axd B ock 2
’ R Unaut hori zed URL Access to
66. 249.79. 66 United Sates 147.237.77. 216 |dover. i f .| waw i df . i | /english/ announcenent s/ 2002/ f ebur ary/ 20. st m Bl ock !
213.57.187.83 |Israel 147. 237, 72. 166 |aka. i df i Unknown Paranet er __VI EABTATEGENERATCR i n None 1
aka. i df.il/nmai n/ sachar/hone. aspx
176.12. 149. 208 |israel 147. 237. 72. 166 |aka. i df . Distributed Lhauthorized LR Access on B ock 1
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
104. 37. 103. 17 147.237.72. 166 |aka. i df . il Mil tipl e UWhaut horized URL Access from 104. 37. 103. 17 B ock 1
80. 246. 141. 165 |lsrael 147.237.72. 166 |aka.idf . il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code Bl ock 1
66.249.73.217 |lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
R D stributed Lhaut horized URL Access on
5. 28. 130. 205 | srael 147.237.72. 166 |aka. i df . i | i aka, i df i1 // i n/ r abanut / vebr esour ce. axd Bl ock 1
157.55.39. 137 |lhited Sates 147.237.72. 166 |aka.idf . il Lhknown Paraneter catid in aka.idf.il/nain/rabanut/faqg. aspx None 1
95.130. 13. 153 |Fance 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 95. 130. 13. 153 Bl ock 1
’ R Unaut hori zed URL Access to
66.249.79.74 Lhited Sates 147.237.77. 216 |dover.idf.il i df i 1/ engl i sh/ announcerrent s/ 2003/ apri | / 03a. stm Bl ock 1
s Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 |dover. i i1} L gt i)/ 1283- 18606- en/ kkkkkkk=ch7c1679kkkkkkk ch7c1679 B ock !
46.19. 85. 119 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
104. 37. 103. 17 147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to /tnmunbl ock. cgi Bl ock 1
84.108. 157. 243 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
66. 249. 73. 235 Lhited Sates 147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . il /honefront/hebrewie-contacts.stm |B ock 1
37.26.147.221 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
176.12.138. 165 |lsrael 147.237.72. 166 |aka.i df.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
Unhaut hori zed URL Access to
95.130. 13. 153  |France 147.237.77. 216 |dover.idf.il ww idf.il/tenplates/articlelarticle. in. aspx/tenpl ates/sendtof ri end/ sendtof ri e|Bl ock 1
nd. aspx
180. 76. 5. 172 Chi na 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to ww i df.il/newsitel english/nain. asp Bl ock 1
84.229.33.70  |israel 147.237.72. 166 |aka.i df . Unknown Parameter __VI EVETATEENCRYPTED i n None 1
wan aka. i df . i1/ mai n/ gi yus/ def aul t. aspx
66. 249. 79. 58 Lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/ english/0113-4.stm B ock 1
207.241.237. 228 |Lhited Sates 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
Russi an R Unaut hori zed URL Access to
37.140.141.39 Federati on 147.237.77. 234 |hal ag. i f .11 www | ogi stics.atal.idf.il/tenplates/shared usercontrol s/ header upper/ Bl ock !
176.12. 139. 123 |l srael 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
104. 37. 103. 17 147.237. 72. 156 |anan.i df .i | Suspi ci ous Response Code B ock 1
79.179.2.134 | srael 147.237.72. 166 |aka.i df.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
185. 32.179. 139 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
66.249. 73.201 |lhited Sates 147.237.72. 166 |aka.i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 73. 201 B ock 1
109. 253. 140. 116 i srael 147.237.72. 166 |aka.i df . Distributed Lhauthorized LR Access on B ock 1
ww aka. i df.il// mai n/ har edi i webr esour ce. axd
84.229.33.70  |Israel 147.237.72. 166 |aka i df i Wnknown Paraneter VI ENSTATEGENERATOR in None 1
wawe aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx
176. 12. 144. 10 | srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
46. 19. 85. 25 | srael 147.237.0.19 [nadimatal.idf.il|Too Many 404: Response Code per Session B ock 1
104. 37. 103. 17 147.237. 72. 156 |anan.i df .i | Uhaut hori zed URL Access to /tnmunbl ock. cgi B ock 1
79.182.196.37 |israel 147.237. 72. 166 |aka i df .i Wnknown Parameter __VI ENBTATEGENERATCR in None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
66. 249 73. 201 |wnited Sates 147.237. 72. 166 |aka. i df i | thDaLuEMh:zl 26ed URL Access to waw aka.idf.il/sip_storagel/fil es/ 6/ xCx8xe 8 ock 1
2.54.162. 71 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
157.55.39. 137 |Lhited Sates 147.237.72. 166 |aka.i df .i | Lhknown Paraneter catid in aka.idf.il/eitan/ nesiratne da/ None 1
85. 65. 185. 40 | srael 147.237.72. 166 |aka. i df . il Uhaut hori zed URL Access to wawwn aka.idf.il/main/snalin6 s3 Bl ock 1
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