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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |S te | Name | Devi ce Action |Oount |
184.173.183. 172 |Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_P- N 40- 59 Pernit 127
184.173.183. 172 |Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Pernit 126
184.173.183.172 |Lhited Sates 147.237.76.30 |hinush.idf.il DVRep_P- N _40- 59 Pernit 113
194. 114. 146. 227 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP. options nethod (M crosoft) B ock 47
175. 44. 25. 203 Chi na 147.237.76.42 |refuah.idf.il C1000108: HITP. Trying to | ocate existing FQKeditor B ock 2

149. 78. 165. 30 Lhited Sates 147.237.72.166 |aka.idf.il 7120: TQP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute Bl ock 1

93. 120. 27. 62 Rormani a 147.237.77.178 |e.natpash.idf.il |DVRep_B-N 60_100 B ock 1

104. 232. 3. 33 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 Bl ock 1
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82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 7
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 67. 14 Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 2
109. 253. 143. 238|l srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
46. 19. 86. 216 | srael 147.237.0.34 |tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 2
61.160. 207. 12 |China 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
119. 167. 66. 182 |ni na 147,237 0.35 |akavs.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnections, Potential Scan or 1
Brute Force
58.206.126.28 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
88. 150. 240.59 |Uhited Kingdom|147.237.76.201|e.ata .idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237. 77. 226 |ww chanat z. aka. i df .i| |ET SCAN Potential SSH Scan 1
88. 150. 240.59 |United Ki ngdom|147.237.76. 197 |e. hinush.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.77. 176 |nat pash.i df .i | ET SCAN Potential SSH Scan 1
88. 150. 240.59 |Uhi ted Ki ngdom|147.237.76.44 |e.refuah.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237. 76. 148 |gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
88. 150. 240. 59 |Uhited Ki ngdom|147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.0.34 |tikshuv.idf.il ET SCAN Potential SSH Scan 1
188.52.245.49 |Saudi Arabia 147.237.0.17 |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 64 |Chi na 147.237.76. 202 |e. hal ag.i df .i | ET SCAN NVAP -sS w ndow 1024 1
171.111. 158. 210|Chi na 147.237.76.196|e.sviva.idf.il ET SCAN Potential SSH Scan 1
61.160.207. 12 |China 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
121.56. 112. 174 |chi na 147. 237 0.19  |nadgimatal idf.il gl’msgﬂ::\loras:aw oral Uhusual ly fast inbound Tel net Gonnections, Potential Scan or 1
58.206.126.28 |China 147.237.0.34 |tikshuv.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
88. 150. 240.59 |Uni ted Ki ngdom|147.237.76.198|e.yohal an.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
88. 150. 240.59 |Uhited Kingdom|147.237.76.177|ncore.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.76. 199 |e. nakchal . i df .i | ET SCAN Potential SSH Scan 1
88. 150. 240. 59 |Wnited Ki ngdom|147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.76.39 |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 141 |Japan 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
61.240.144.65 |China 147.237.77. 170 |maarachot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
188. 40. 108. 69  |Ger many 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
61.160.207.12 |China 147.237.76.200 |eitan. aka.i df .il ET SCAN Potential VNC Scan 5900- 5920 1
171.111. 158. 210|Chi na 147.237.76.34 |yohal an.idf.il ET SCAN Potential SSH Scan 1
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176.12.143.24 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmissi on. Streaming Bngine: TP Ivalid 1, 42
Packet dropped. Ret r ansni ssi on
172.19. 1. 200 147.237.72. 166 |aka.idf.il Frst packet isn't SN drop drop 27
66.249.79.74  |Wited Sates 147.237.77. 216 |dover. i of . i Invalid segment retransmssion. Streaning Bngine: TP Imvalid 1, 24
Packet dropped. Ret r ansni ssi on
66.249.79.58  |lited Sates 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransnission. Streaming Engine: TP Invalid 1, ) 14
Packet dropped. Ret r ansni ssi on
172.16. 25. 90 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 14
109. 253. 138.51 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segment retransmssion. Streaming Bngine: TP Imvalid 1, 12
Packet dropped. Ret r ansni ssi on
66.249.79.66  |Lnited Sates 147.237.77. 216 |dover.i of . i | Invalid segment retransmssion. Streaning Bngine: TP Imvalid 1, 10
Packet dropped. Ret r ansni ssi on
128. 139. 197. 115/ srael 147. 237. 77. 216 |dover. i of . i | Invalid segment retransmssion. Streaning Bngine: TP Ivalid 1, 6
Packet dropped. Ret r ansni ssi on
172. 16. 25. 90 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
46. 19. 86. 216 | srael 147.237.0.34 |tikshuv.idf.il Inval id ACK nunber Bad TCP sequence noni t or 4
109. 253. 134. 34 |Israel 147.237.72. 166 |aka. i f . Invalid segment retransmssi on. Streaning Bngine: TP Imvalid 1, 4
Packet dropped. Ret r ansni ssi on
80.179.9.7 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
46. 19. 85. 151 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 3
52.1.221.138 Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il|Geo-1ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 2
46. 19. 85. 68 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2
82.145.208.68 |Europe 147. 237. 77. 216 |dover. i of . i | VS\::)ViSivers STowHITP Denial of |\ oorver Enforcement Mol ation |rej ect 2
83. 244. 53. 142 zlcis;ilg(ljan Territory, 147.237.76.86 |navy.idf.il Invalid ACK nunber Bad TCP sequence alert 1
46.19. 85. 31 | srael 147.237.77. 176 |nat pash. i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
188. 120. 148. 194 |l srael 147.237.0.34 |tikshuv.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
79.177.167. 231 |lsrael 147.237.72. 166 |aka.idf . il Invalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 18 | srael 147.237.77.74 |lawidf.il Inval id ACK nunber Bad TCP sequence noni t or 1
83.244. 53. 142 z'cf;i'géa” Territory, 1147 237.76.86 |navy.idf.il Inval i d ACK nunber Bad TCP sequence monitor |1
62.0.197. 25 | srael 147.237.72. 166 |aka.i df . il Frst packet isn't SN drop drop 1
109. 253. 142. 142]l srael 147.237.77. 243 |nobi l e.idf . il Invalid ACK nunber Bad TCP sequence noni t or 1
46. 19. 86. 133 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1
85.64.112. 91 | srael 147.237.76.86 [navy.idf.il Frst packet isn't SWN drop drop 1
46.19. 85. 91 | srael 147.237.72. 167 |i shurimaka.idf.il|l nval i d ACK nunber Bad TCP sequence noni t or 1
80.179. 9. 115 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
46.19. 86. 191 | srael 147.237.72. 166 |aka.i df . il Invalid ACK nunber Bad TCP sequence noni t or 1
2.54.128. 47 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence noni t or 1
182.73.13.118 |India 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 1
89. 138. 65. 19 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
42.62.74. 30 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
184. 105. 139. 103|Lhited Sates 147.237.76. 199 |e. nakchal .idf.il [Geo-1ocation i nbound enforcenent |Geo-| ocation enf or cenent drop 1
46.19. 85. 188 | srael 147.237.72. 166 |aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1




03-27-2015-09:03:04 to 03-27-2015-10:03:04

|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address ([Ste

Devi ce

‘Count

Country

Action

46.117.217. 192 |l srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka. idf.il/mai n/rabanut/webresource. axd B ock 7
84.228.10.230 |Israel 147, 237.72. 166 |aka. i o . i | Distributed Lhaut horized LR Access on Bock |6
wan aka. i df . i | // nai n/ rabanut / webr esour ce. axd
58. 206. 126.28 |Chi na 147.237.0.15 |kosher-kravi.idf.il|Mil tipl e Unaut hori zed URL Access from 58. 206. 126. 28 B ock 4
46. 120. 128. 75 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 4
58.206. 126.28 |Chi na 147.237.0.34 |tikshuv.idf.il Mil tipl e Uhaut hori zed URL Access from 58. 206. 126. 28 B ock 4
. . DO stributed Unaut hori zed URL Access on
93.172. 163. 96 | srael 147.237.72. 166 |aka.idf . il e aka i dof i1 // i v/ har edi m vebr esour ce. axd B ock 3
31.154. 25. 14 | srael 147.237.0.34 |tikshuv.idf.il Ml ti pl e Unaut hori zed URL Access from 31.154. 25. 14 B ock 3
157.55.39.137 |Wnited Sates |147. 237. 72. 166 |aka. i df . i Distributed Lhauthorized URL Access on B ock 2
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
72.9.148. 10 Lhited Sates [147. 237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwv navy. i df . il/994- 8613- he/ navy. aspx. aspx B ock 2
66. 249. 73. 153 Lhited Sates |147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
) C e Unknown Paraneter anp;rnd in
164. 2. 255. 244 France 147.237.76.30 |hinush.idf.il wiw chi mush. atal . i df . i | / shar ed/ aj ax/ cr eat ecapt chai mage. aspx None 1
54.145. 191. 30 Lhited Sates |147. 237. 77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/english/021022-2.stm B ock 1
80.138.68.78  |Israel 147, 237.72. 166 |aka. i o . | Wnknowun Par arret er _M EVBTATEGENERATCR i n None 1
wn aka. i df . i |/ nai n/ sachar/t fasi maspx
74.82.47.3 Lhited Sates |147.237.0.19 |madimatal.idf.il |Unauthorized URL Access to 147.237.0. 19/ B ock 1
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9739- he/ r ef uah. aspx B ock 1
58. 206. 126. 28 Chi na 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237. 0. 34/ mui ebl ackcat B ock 1
37.26.147.221 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
109. 253. 134. 34 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
sl D stributed Lhaut hori zed URL Access on
80. 246. 141. 116 |l srael 147.237.72. 166 |aka.idf.il v aka. i df i | // i nf har edi n vebr esour ce. axd B ock 1
66. 249. 79. 66 Lhited Sates |147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode B ock 1
164. 2. 255. 244 France 147.237.76.30 |hinush.idf.il Uhknown Paraneter anp;t in ww chinush. atal.idf.il/scriptresource. axd None 1
] S SS_ Unhtraceabl e Gonnection - Protocol violation
54.172.196. 207 |Lhited Sates [147.237. 77. 216 |dover.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhaut hori zed URL Access to
77.126.174.50 I srael 147.237.72. 166 |aka. i df .11 v aka. i df . i1/ sites/resources/ chi nuch/ styl es/i nport/bott ormavi gat on. asp Bl ock !
58.206.126.28 |Chi na 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 58. 206. 126. 28 B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 1
37.142.108. 205 |Israel 147. 237. 72. 166 |aka i df . i | Unknown Par amet er __VI EWETATEGENERATCR i n None 1
wan aka. i df . i | / mai n/ sachar/ nar ki veysachar . aspx
109. 253. 137. 67 |lsrael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
84.109. 192. 137 |Israel 147.237.72. 166 |aka. i df . Distributed Lhauthorized URL Access on B ock 1
wan aka. i df . il // nmai n/ rabanut / webr esour ce. axd
66. 249. 79. 74 Lhited Sates |147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 79. 74 B ock 1
164. 2. 255. 244  |Fance 147.237.76.30 |hinush.idf.il Uhknown Paraneter anp;t in waw chi nush. atal .idf.il/webresource. axd None 1
R Unknown Paranet er captcha in
95.86.74.249  |Israel 147.287.72. 166 |aka i df .11 aka i df.i |/ nai iV gi yus/ aut hent cati onser vi ce. asn/ at henti cat e None !
79.176.224. 133 |lsrael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
58. 206. 126. 28 Chi na 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ adm n/ i ndex. php B ock 1
] s Unaut hori zed URL Access to waw i df.il/1133-15858- he/ dover . aspxx3 G /E
207.46.13.112  |Wited Sates |147. 237. 77. 216 |dover. i df . 3 A A5 A AESER Avi® 2.2 x5 A§x® (5 EF AP AESC? As P AEECH Abs B ock 1
109. 253. 142. 171l srael 147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
68. 180.228. 117 |lhited Sates|147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0306-4.stm B ock 1
. . D stributed Unaut hori zed URL Access on
185. 32.179. 223 |[Israel 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi m webr esour ce. axd B ock 1
58.206.126.28 |China 147.237.0.15 |kosher-kravi.idf.illUhaut hori zed URL Access to 147.237. 0. 15/ nui ebl ackcat B ock 1
31.154. 25. 14 | srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waw ti kshuv.idf.il/tenpl ates/ honepage/ 6 s3 B ock 1
109. 64. 139, 241 I srael 147. 237.72. 166 |aka i df . i | Unknown Par amet er __VI ENBTATEGENERATCR i n None 1
wn aka. i df . i1/ mai n/ sachar/regi strationw zar d/ st ep3. aspx
79.177.166. 136 |lsrael 147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nai n/ sachar/ undefi ned B ock 1
66.249. 67.120 |Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9698- he/ r ef uah. aspx B ock 1
87.69. 219. 33 | srael 147.237.72. 166 |aka.i df .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to wa aka. i df.il/mai n/rabanut /62312 B ock 1
31.168.171. 162 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
109. 160. 203. 176l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.183. 145. 231 I srael 147. 237.72. 166 |aka i f .11 Unknown Par amet er __VI ENBTATEGENERATCR i n None 1
aka.idf.il/nain/sachar/ payslips. aspx
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