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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry \Tar get Address |S te |Name |Davi ce Action |Oount |
103. 246. 112. 221 |Ml aysi a 147.237.77.176 |[natpash.idf.il |Cl000108: HITP. Trying to | ocate existing FCKeditor B ock 4
128. 242. 249. 12 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_P- N _40- 59 Per ni t 1
194. 114. 146. 227 |lsrael 147.237.76. 31 nakchal .idf.il |CLO0O0004: HITP:. options nethod (M crosoft) B ock 1
216. 145. 95. 127 Lhited Sates 147.237.77.233 |atal.idf.il 7120: TGP Segnent Overlap Wth Oifferent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte [Name | Count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 31
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
61. 240. 144. 65 Chi na 147.237.72. 167 ishurimaka idf.il ET SCAN NVAP -sS w ndow 1024 1
211. 138. 34. 58 Chi na 147.237.76. 44 e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
211.138. 34. 58 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
211.138. 34.58 Chi na 147.237.0. 17 m ny- kosher -kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 66 Chi na 147.237.72. 156 anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.117. 56. 3 | srael 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
211. 138. 34. 58 Chi na 147.237.76. 38 eeneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
211. 138. 34. 58 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
81.218. 202. 50 | srael 147.237.77. 216 dover.idf.il portscan: TGP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country

66.249.79.74  |Wited Qates  |147.237.77. 216 |dover.idf.i1  |\MV@1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 36
dr opped. Ret r ansn ssi on

66.249.79.58  |United Qates  |147.237.77. 216 |dover.idf.i1 |V 1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 24
dr opped. Ret r ansni ssi on

66.249.79.66  |Uited Qates  |147.237.77. 216 |dover.idf.i1  |\MV@1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 18
dr opped. Ret r ansn ssi on

109. 253. 156, 163I srael 147.237.77. 216 |dover. i of i1 | V@1 d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop 18
dr opped. Ret r ansni ssi on

66.249.81.215 |United Qates  |147.237.77. 216 |dover.icf.i1  |\MV@1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 16
dr opped. Ret r ansn ssi on

176.12.147.35 | srael 147.237.77. 216 |dover. i of i1 | V@1 d segnent retransmssion. Packet [Streamng Engine: TGP Invalid drop 12
dr opped. Ret r ansni ssi on

82.102. 169. 113 |l srael 147.237.77. 216 |dover. i of i1 | V@ 1d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop 12
dr opped. Ret r ansn ssi on

17.142.152.81 |Wited Sates  |147.237.77. 216 |dover.icf i1 | V@ 1d segnent retransmssion. Packet (Streaming Engine: TGP Invalid drop 10
dr opped. Ret r ansni ssi on

109. 253. 136. 147 |l srael 147.237.77. 234 |nal ag. i of i1 | V@ 1d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop 10
dr opped. Ret r ansn ssi on

46.19. 86. 253 | srael 147.237.77.233|atal .idf.il Inval i d ACK nunber Bad TCP sequence noni t or 8

80.179.9.7 I srael 147.237.77. 216 |dover. i of i1 | V@1 d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop 6
dr opped. Ret r ansni ssi on

207.46.13.112 |United Qates  |147.237.77. 216 |dover.icf.i1  |\MV@1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 6
dr opped. Ret r ansni ssi on

77.125.132. 27 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6

109. 253. 136. 132|l srael 147.237.77. 216 |dover. i of i1 | V@1 d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop
dr opped. Ret r ansni ssi on

17.142.152.89 |Wited Sates  |147.237.77. 216 |dover.icf.i1  |\MV@1d segnent retransmssion. Packet |Streamng Engine: TGP Invalid drop 4
dr opped. Ret r ansni ssi on

46. 19. 86. 253 | srael 147.237.77.233|atal .idf.il I nval i d ACK nunber Bad TCP sequence alert 3

207.46.13.16  |Uited Qates  |147.237.77. 216 |dover.icf.i1  |\MV@1d segnent retransmssion. Packet |Sreamng Engine: TCPInvalid drop 2
dr opped. Ret r ansn ssi on

93.173. 38. 97 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

159. 224. 160. 225|krai ne 147.237.77. 176 [natpash.idf.il |SAMrul e drop drop 2

159. 224. 160. 225|krai ne 147.237.77. 216 |dover.idf.il SAMrul e drop drop 2

80.179.9.115  |Israel 147.237.77. 216 |dover. i of i1 | V@1 d segnent retransmssion. Packet [Streaming Engine: TGP Invalid drop 2
dr opped. Ret r ansn ssi on

17.142.152. 111 |Wited Sates  |147.237.77. 216 |dover.icf i1 | V@ 1d segnent retransmssion. Packet (Streaming Bngine: TGP Invalid drop 2
dr opped. Ret r ansni ssi on

46.19. 85. 70 | srael 147.237.76.86 |[navy.idf.il Inval id ACK nunber Bad TCP sequence noni t or 2

157.55.39.42  |wited Sates  |147.237.77. 216 |dover.icf.i1 | V@ !d segnent retransmssion. Packet (Streaming Engine: TCPInvalid drop 2
dr opped. Ret r ansni ssi on

46.19. 85. 252 | srael 147.237. 77. 170 [n@arachot . i df . i ||l nval i d ACK nunber Bad TCP sequence noni t or 1

2.52.33.194 | srael 147.237.77.216 |dover.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1

46.19. 86. 71 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 1

2.52.33.194 | srael 147.237.77. 216 |dover.idf.il Inval i d sequence nunber Bad TCP sequence noni t or 1

2.54.36.74 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1

216.218.206.91 |Lhited Sates 147.237.76.196 |e.sviva.idf.il |Geo-location i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

8.37.227. 68 g”;(;‘lym“s 147.237.77. 216 |dover.idf.il  |Response out of state Bl ock HTTP Non Conpl i ant noni t or 1

216.218. 206. 124|Lhited Sates 147.237.77.121 |e.navy.idf.il Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

66.249. 83. 144 |lhited Sates 147.237.77. 176 |natpash.idf.il |directory traversal overflow Drectory Traversal noni t or 1

2.52.33.194 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence alert 1

188. 138. 17. 205 |Fance 147.237.76.196 |e.sviva.idf.il |Geo-Ilocation i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

84.228.19. 31 | srael 147.237.72. 166 |aka.idf .il I nval i d ACK nunber Bad TCP sequence noni t or 1

8.37.227. 70 g”&;ymus 147.237.77. 216 |dover.idf.il  |Response out of state Bl ock HTTP Non Conpl i ant noni t or 1

218.18.131.53 |China 147.237.77. 216 |dover.idf.il Fai l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; ‘Count
Country Action
17.142.149. 128 |lhited Sates |147.237.77.216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 17.142. 149. 128 Bl ock 5
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 196 Bl ock 4
17.142.152.121 |lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 17.142. 152, 121 B ock 3
66. 249. 79. 66 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 79. 66 B ock 2
: s D stributed Uhauthori zed URL Access on
66.249.73.161 |lhited Sates |147.237.72.166 |aka.idf.il 147. 237. 72. 166/ / edi i yonan/ enl ar ge. asp B ock 2
17.142.149. 128 |lhited Sates |147.237.77.216 |dover.idf.il DO stributed Suspi ci ous Response Gode Bl ock 2
: R Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
216.218.206. 66 |lhited Sates |147.237.77.243|nobile.idf.il Uhaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
31.13.110. 121 Irel and 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/qgr/ Bl ock 1
184.105. 247. 196|Lhited Sates |147.237.77.216 |dover.idf.il D stributed Waut hori zed URL Access on 147.237.77. 216/ / Bl ock 1
e Unknown Paranet er captcha in
79.181. 206. 143 I srael 147.237.72. 166 |aka. i df . ww aka. i df . i |/ mai n/ gi yus/ aut henti cati onservi ce. asnx/ aut henti cat e None !
66. 249. 67. 136 Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8911- he/ r ef uah. aspx |B ock 1
198. 20. 69. 74 Lhited Sates |147.237.0.16 ny-kosher-kravi.idf.il [Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
17.142.149. 128 |lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/coni/english/nain_i ndex.stm Bl ock 1
176. 12. 136. 91 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
37.236. 200. 63 Irag 147.237.77. 216 |dover.idf.il D stributed Uhaut hori zed URL Access on waw i df.il//qr/ B ock 1
218.18.131.53 |China 147. 237. 77. 216 |dover . i of . i Wnaut hor i zed LRL Access to Bl ock 1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
184. 144. 89. 12 Canada 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode Bl ock 1
85.65. 227. 202 I srael 147. 237, 72. 166 |aka. i df .i Wnknown Paranet er VI EVBTATECENERATCR i n None 1
wan aka. i df . i |/ nai n/ sachar/ hone. aspx
: s Unaut hori zed URL Access to
207.46.13.114 |Whited Sates |147.237.77.216|dover.idf.il 147. 237. 77. 216/ 1133- 14363- he/ dover . aspx B ock 1
17.142.152.121 |lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
s Unaut hori zed URL Access to
176.12.140. 164 |l srael 147.237.72. 166 |aka.idf . il v aka, i df i1/ i v har edi i webr esour ce. axd B ock 1
66.249.79. 74 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitel english/huliya.stm Bl ock 1
46.19.85.43  |israel 147.237.72. 166 |aka. i of . i Unknown Paraneter _VI EABTATECENERATCR | n None 1
wan aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
185.32.179.25 |Israel 147.237.72. 166 |aka i df . i1 Distributed Lhaut hori zed URL Access on B ock 1
waw aka. i df . i1/ /nmai n/ har edi miwebr esour ce. axd
85. 250. 232. 225 |l srael 147.237.72. 156 |anan.i df .i | Uhaut hori zed URL Access to waw anman.idf.il/https:/ww aman.idf.il/ B ock 1
66.249.73.201 |lhited Sates |147.237.72.166 |aka.idf.il Uhknown Paraneter KEY in ww aka.idf.il/ishurinicityofficers/ None 1
207.241.237. 101 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Code B ock 1
176.12.150. 118 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
66.249.83.144 |lhited Sates |147.237.77.176|natpash.idf.il LR is Above Root Drectory ww cogat.idf.il/../favicon.ico B ock 1
46.19. 86. 108 | srael 147.237.72. 166 |aka. i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 1
109.253.91.33 |Israel 147.237.72. 166 |aka. i of . i Unknown Parameter __VI ENSTATEGENERATCR i n None 1
aka.idf.il/nai n/ sachar/ paysl i ps. aspx
66. 249. 79. 58 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 79. 58 B ock 1
216. 145. 95. 127 |lhited Sates |147.237.77.233|atal.idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
17.142.152.121 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/gilui/sitel english/main_i ndex. st m|B ock 1
180. 76. 4. 215 Chi na 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
46.117.217.192 |israel 147.237.72. 166 |aka. i of .i Wnaut hor i zed URL Access to Bl ock 1
wan aka. i df . i |/ mai n/ rabanut / webr esour ce. axd
: o . |SSL Untraceabl e Gonnection - Protocol violation
198. 20. 69. 74 Lhited Sates |147.237.0.16 ny-kosher-kravi .idf.il (SSL_CONN APPLI CATI ON_DATA EXCHANGE) None 1
132.70.66.10  [Israel 147. 237, 72. 166 |aka. i df .i Wnknown Paraneter __VI EWBTATEGENERATCR in None 1
v aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx
66. 249. 79. 58 Lhited Sates |147.237.77.216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/ hebrew 0218-3. stm B ock 1
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