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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te |Nama |Davi ce Action \Ooum |
46. 19. 85. 35 | srael 147.237.72.166 |aka.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
175. 44. 25. 203 Chi na 147.237.76.42 |refuah.idf.il C1000108: HITP. Trying to | ocate existing FOKedi tor B ock 2
59. 88. 167. 226 India 147.237.77.216 |dover.idf.il 7120; TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
67.228. 95. 186 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il |Q003: HTTP: phpM/Adm n access B ock 1
67.228. 95. 186 Lhited Sates 147.237.0. 34 tikshuv.idf.il Q003: HTTP: phpM/Adni n access B ock 1
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|Top Attackers In |D|

étotuan(ikre; ‘Tar get Address |Ste
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake (oogl ebot UA 1 | nbound 29
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LV wth fake user agent 6
122.228. 207. 76 |Chi na 147.237.72.14 |dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
67.228.95.186 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il ET WEB SERVER Mui ebl ackcat scanner 1
122.228. 207. 76 |Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
66.249 73.217 |United Sates 147. 237. 72. 166 |aka. i df i SER\/ERAPAG—E Apache nod_ssl non-SSL connection to SSL port denial of 1
servi ce attenpt
187.9. 27. 231 B azi | 147.237.8.27 |e.nadi matal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
122.228. 207. 76 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 |Chi na 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
178. 19. 107. 114 |Pol and 147.237.8. 28 e.nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
110.80.141. 71 |China 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
122. 228. 207. 76 |Chi na 147.237.77. 226 [wwn chanat z. aka. i df .i| |ET SCAN Potential SSH Scan 1
61.240. 144. 65 |Chi na 147.237.8.45 |e.eitan.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
110. 80. 141. 71 [Chi na 147.237.0.33 [idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 |Chi na 147.237.77. 178 |e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
27.50.132. 60 Chi na 147.237.77. 227 |e. hanaz. i df . i | ET SCAN NVAP -f -sS 1
91. 238.134.92 |Pol and 147.237.0. 16 ny- kosher-kravi .i df .il ET SCAN NVAP -sS w ndow 1024 1
122. 228. 207. 76 |Chi na 147.237.77.74 |lawidf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 |Chi na 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
67.228.95.186 |lhited Sates 147.237.77. 216 |dover.idf.il Adnmin | ogin page scan - Havij 1
122.228. 207. 76 |Chi na 147.237. 72. 167 |i shuri maka.idf .il ET SCAN Potential SSH Scan 1
67.228.95.186 |lLhited Sates 147.237.0.34  |tikshuv.idf.il Adnin | ogi n page scan - Havij 1
122. 228. 207. 76 |Chi na 147.237.8.50 e tikshuv.idf.il ET SCAN Potential SSH Scan 1
67.228.95.186 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il Adnmin | ogi n page scan - Havij 1
122.228. 207. 76 |Chi na 147.237.0.33 [idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 66 |Chi na 147.237. 76. 198 |e. yohal an.i df .i | ET SCAN NVAP -sS wi ndow 1024 1
187.9. 27. 231 Bazil 147.237.8. 27 e.nadimatal .idf.il ET SCAN NVAP -f -sS 1
110.80.141.71 |China 147.237.76.86 |[navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 |Chi na 147.237. 72. 156 |anan.i df .i | ET SCAN NVAP -sS w ndow 1024 1
122. 228. 207. 76 |Chi na 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 1
110. 80. 141. 71 [Chi na 147.237.0.34  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 76 [Chi na 147.237.77. 212 |e. dover.idf.il ET SCAN Potential SSH Scan 1
27.50.132. 60 Chi na 147.237. 77. 227 |e. hanaz. i df . i | ET SCAN NVAP -sS w ndow 2048 1
91.238.134.92 |Pol and 147.237.0.17 |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
122. 228. 207. 76 |Chi na 147.237. 77. 170 |na@arachot . i df .i | ET SCAN Potential SSH Scan 1
5.196. 147. 122 |Cer many 147.237.76.31 |[nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
82. 165. 143. 210 |Ger many 147.237.77. 179 |e.nazi .idf .il ET SCAN NMVAP -sS wi ndow 1024 1
122.228. 207. 76 |Chi na 147.237.76. 197 |e. hinush.idf.il ET SCAN Potential SSH Scan 1
74.53. 231. 98 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
122. 228. 207. 76 |Chi na 147.237.76.30 |hinush.idf.il ET SCAN Potential SSH Scan 1
67.228.95.186 |lhited Sates 147.237.0.34 |tikshuv.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
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84. 228. 53. 248 | srael 147.237.77. 233 |atal .idf.il Frst packet isn't SN drop drop 9
183. 80. 203. 91 M et nam 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 8
199.30.25.65 |wited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmission. Streaning Bngine: TP Invalid |, 8
Packet dropped. Ret r ansni ssi on
46. 19. 86. 186 | srael 147.237.0.19 |nadimatal .idf.il Inval id ACK nunber Bad TCP sequence noni t or 5
188. 165. 15. 196 |France 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransnission. Streaning Bngine: TP Invalid 1, 4
Packet dropped. Ret r ansni ssi on
37.247. 36. 67 Net her | ands 147.237.8.14 |e.orchot.idf.il Geo- | ocati on i nbound enf or cenent |Geo- | ocati on enf or cenent drop 4
176.12.136.72 |Israel 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Sreaning Engine: TP Invalid | 4
Packet dropped. Ret r ansni ssi on
85. 64. 105. 216 | srael 147.237.77.233|atal .idf.il Invalid ACK nunber Bad TCP sequence noni t or 3
85. 64. 105. 216 |l srael 147.237.77.233|atal .idf.il Inval id ACK nunber Bad TCP sequence alert 2
46.19. 85. 150 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 2
67. 228. 95. 186 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Frst packet isn't SN drop drop 2
2.54.149. 37 | srael 147.237.72. 166 |aka.idf .il Inval i d ACK nunber Bad TCP sequence noni t or 1
216.218.206. 74 |Whited Sates 147.237.76.44 |e.refuah.idf.il Geo- | ocati on i nbound enf or cement |Geo- | ocati on enf or cenent drop 1
176. 12. 140. 199 |l srael 147.237.72.166 |aka.idf .il Invalid ACK nunber Bad TCP sequence alert 1
78. 24. 50. 205 :L&;;\I/i of 147.237.0. 17 Tlﬂy- kosher-kravi .idf [ packet isn't SN drop drop 1
218.22.211.69 |China 147.237.8.27 |e.nadimatal .idf.il Geo- | ocation i nbound enf orcement |Geo- | ocati on enf or cenent drop 1
176. 12. 140. 199 |l srael 147.237. 72. 166 |aka.i df .i | Invalid ACK nunber Bad TCP sequence noni t or 1
78.108. 161. 226 |Lebanon 147.237.77. 216 |dover.idf.il FHrst packet isn't SYN drop drop 1
196. 217. 99. 234 |Mor occo 147.237.77. 216 |dover.idf.il drop drop 1
104. 131. 160. 127 147.237.77.216 |dover.idf.il Fai | ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
176.12.151. 220 |l srael 147.237.72. 166 |aka.idf .il Inval id ACK nunber Bad TCP sequence alert 1
84. 228. 53. 248 | srael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
112.111. 191. 19 |hi na 147. 237. 77. 176 |nat pash. i of . i conmand i nj ection detected in Command 1 nj ecti on monitor |1
request: ' finger
176.12.151. 220 |lsrael 147.237.72. 166 |aka.idf.il Invali d ACK nunber Bad TCP sequence noni t or 1
209. 183. 219. 246|Lhited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocation i nbound enf or cenent |Geo-I ocati on enf or cenent drop 1
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213.151.40.50 |Israel 147. 237. 72. 166 |aka. i of . i | Distributed Whauthori zed LR Access on B ock 5
wan aka. i df . i | // mai n/ rabanut / webr esour ce. axd
67.228.95.186 |lLhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 67. 228. 95. 186 B ock 4
67.228.95.186 |lhited Sates [147.237.0.34 |tikshuv.idf.il Mil ti pl e Uhaut hori zed URL Access from 67. 228. 95. 186 B ock 3
188. 165. 15. 196 |Rance 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 3
67.228.95.186 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il Mil tipl e Uhaut hori zed URL Access from 67. 228. 95. 186 B ock 3
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
109. 160. 236. 204/l srael 147. 237.72. 166 |aka i of . i | Distributed Lhauthorized URL Access on B ock 2
waw aka. i df . i 1// mai n/ rabanut / webr esour ce. axd
: . . Uhaut hori zed URL Access to
67.228.95.186 |lLhited Sates |[147.237.77.216|dover.idf.il 147. 237.77. 216/ phpnyadni n- 2. 5. 6-  c1/ i ndex. php B ock 1
66. 249. 73. 227 Lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
207. 46. 13. 112 Lhited Sates |147.237.77.216 |dover.idf.il Lhaut hori zed URL Access to waw i df . il/newsite/ hebrew matkal . stm B ock 1
112.111.191.19 |China 147.237.77. 176 [nat pash.i df . il Mil ti pl e Uhaut hori zed URL Access from 112. 111.191. 19 B ock 1
67.228. 95. 186 Lhited Sates |147.237.0.15 kosher -kravi .idf.il Uhaut hori zed URL Access to 147.237. 0. 15/ nui ebl ackcat Bl ock 1
54. 209. 60. 63 Lhited Sates |147.237.72.166 |aka.idf.il D stri buted Suspi ci ous Response Code_ Qust om Tenpor ary B ock 1
. . . . Uhaut hori zed URL Access to
180. 76. 6. 59 Chi na 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ shared/ cl i ent scripts/jquery/' +url +' B ock 1
66. 249. 79. 66 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
. . . Uhaut hori zed URL Access to
112.111.191. 19 |Chi na 147.237. 77. 176 |nat pash. i f .| v cogat . i df .i | /sip storage/fil es/ 8/ 3558. pdf / t r ackback/ Bl ock !
: R Uhaut hori zed URL Access to
66. 249. 67. 120 Lhited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9235- he/ r ef uah. aspx Bl ock 1
104. 131. 160. 127 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wa i df.il/newsite/english/main.stm Bl ock 1
66. 249. 79. 66 Lhited Sates |147.237.77.216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/hebrew history/iaffirst.stm B ock 1
216.218.206. 67 |lLhited Sates |[147.237.0.16 ny-kosher-kravi.idf.il |Unaut horized URL Access to 147.237.0. 16/ B ock 1
149. 78.245. 104 |Lhited Sates |147.237.72.166 |aka.idf.il Lhknown Paraneter q in ww aka.idf.il/nmain/giyus/|ogin. aspx None 1
67.228. 95. 186 Lhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237. 0. 34/ mui ebl ackcat B ock 1
66. 249. 73. 169 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ edi ni yonan/ enl ar ge. asp |B ock 1
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/irag/ english/info06.stm Bl ock 1
o Unknown Par aneter captcha in
109.64.34.71  |lsrael 147.237.72. 166 |aka i df .11 aka.i df.i |/ nai i/ gi yus/ aut hent cati onser vi ce. asm/ aut henti cat e None !
66. 249. 79. 96 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
176.12.150. 191 | srael 147. 237. 72. 166 |aka i of . i | Unknown Par amet er __VI EABTATEGENERATCR i n None 1
v aka. i df . i |/ mai n/ gi yus/ quest i onnai r e. aspx
: s S Lhtraceabl e Gonnection - Protocol violation
66. 249. 73. 217 Lhited Sates |147.237.72.166|aka.idf.il (SSL_CONN CLI ENT HELLO) None 1
207.46.13. 2 Lhited Sates |147.237.77.226 |ww chanat z. aka. i df.i| |Unaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
31.193.51. 59 France 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode Bl ock 1
180. 76. 4. 67 Chi na 147.237.77. 176 |nat pash.i df .i | Uhaut hori zed URL Access to 147.237.77.176/ B ock 1
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