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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |Davi ce Action
176. 126. 252. 12 Romani a 147.237.77. 216 dover.idf.il DVRep_B-N _60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |Ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 7
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LVP wth fake user agent 6
122.228.207. 77 Chi na 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237. 8. 45 e.eitan.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.0. 17 m ny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 Lhited Sates 147.237.72. 166 aka.idf.il ET CRCP Dshield B ock Listed Source 1
75. 159. 224. 98 Canada 147. 237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 2048 1
141. 255. 190. 190 Sweden 147.237.72. 217 eidf.il ET SCAN NVAP -sS w ndow 1024 1
74.53.231. 98 Lhited Sates 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228. 207. 77 Chi na 147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147. 237. 8. 45 e.etanidf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237.77.19 lawforumidf.il ET SCAN Potential SSH Scan 1
58. 20. 54. 249 Chi na 147.237.0. 19 nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228.207. 77 Chi na 147.237.76. 198 e.yohal an.idf .il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237.72. 166 aka. idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147. 237. 8. 27 e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
91.123.201.179 Sweden 147. 237. 8. 46 e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
75. 159. 224. 98 Canada 147. 237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 3072 1
75. 159. 224. 98 Canada 147. 237. 8. 46 e.chinuch.idf.il ET SCAN NVAP -f -sS 1
122.228.207. 77 Chi na 147.237.77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.77. 176 nat pash. i df . i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 Chi na 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

‘Target Address |Ste

Gountry
66.249.79.58 |United Qates  |147.237.77. 216 |dover.icf.it ||V 1d segnent retransmission. Packet |Sreaning Engine: TP Invalid drop 12
dr opped. Ret r ansni ssi on
66.249.79.74 |Uited Qates  |147.237.77. 216 |dover.icr.i1 ||V 1d segment retransmission. Packet |Sreaning Engine: TCP Invalid drop 6
dr opped. Ret r ansn ssi on
173.88.22.218 |Whited Sates 147.237.76.202|e.halag.idf.il |Geo-location i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
173.88.22.218 |Whited Sates 147.237. 76. 198 |e. yohal an.i df . i ||Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
173.88.22.218 |lhited Sates 147.237. 76. 199 |e. nakchal . i df .i1|Geo-1 ocati on i nbound enf or cenent Geo- | ocat i on enf or cenent drop 4
173.88.22.218 |Whited Sates 147.237.76.196|e.sviva.idf.il |Geo-location i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
173.88.22.218 |Whited Sates 147.237.76.201 |e.atal .idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
173.88.22.218 |Whited Sates 147.237.76. 197 |e. hinush. i df .11 |Geo-| ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
173.88.22.218 |Whited Sates 147.237.76. 200 |ei tan. aka.i df .i | drop drop 2
66.249.79.66 |United Qates  |147.237.77. 216 |dover.icr.it  |\MV@1d segnent retransnission. Packet |Sreaning Engine: T(P Invalid drop 2
dr opped. Ret r ansn ssi on
24.184.27.228 |lhited Sates 147.237.77. 170 [n@arachot . i df .i||H rst packet isn't SYN drop drop 2
46. 19. 85. 44 | srael 147.237.77. 176 |natpash.idf.il |l nvalid ACK nunber Bad TCP sequence noni t or 1
183. 80. 203. 91 |M et nam 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
84.110. 77. 59 | srael 147.237.72. 166 |aka.idf.il Invalid ACK nunber Bad TCP sequence alert 1
46. 19. 86. 234 | srael 147.237.77. 216 |dover.idf.il Inval id ACK nunber Bad TCP sequence noni t or 1
194, 72. 238. 241 |Uni ted Ki ngdom |147.237. 77.216 |dover.idf.il Fail ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
84.110. 77. 59 | srael 147.237.72. 166 |aka.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1
198.204. 252. 19 |thited Sates  |147.237. 77. 176 |nat pash. i df . i ?;aﬁitra ection pattern found in Header Rgj ection monitor |1
8.37.227.70 gn&r;ynous 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry

‘Target Address |Ste

Action

‘Count

66. 249. 79. 58 Lhited Sates |147.237.77.216 |dover.idf.il Mil tiple Uhauthorized URL Access from 66. 249. 79. 58 Bl ock 3
66. 249. 79. 66 Lhited Sates |147.237.77.216 |dover.idf.il Mil tiple Uhauthorized URL Access from 66. 249. 79. 66 Bl ock 2
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waww navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
2.54.164. 214 | srael 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df.il/nmai n/rabanut/webresource. axd B ock 2
198. 204. 252. 19 |Lhited Sates |[147.237.77. 176 |matpash.idf.il |eMil Hoardi ng Bl ock 1
77.127. 210. 187 i srael 147.237.72. 166 |aka.i df . i Unknown Paraneter _VI ENBTATEGENERATCR i n None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
54.159. 134. 239 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
188. 165. 15. 60 |Fance 147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed URL Access from 188. 165. 15. 60 Bl ock 1
} R Unaut hori zed URL Access to
207.46.13.79 United Sates  [147.237.72. 166 [aka i df .| wan aka. i df . i1/ sites/resources/chi nuch/styl es/i nport/bottommavi gat on. asp Bl ock !
; s Unaut hori zed URL Access to
142. 54, 183. 130 |Lhited Sates |147.237.77.216|dover.idf.il whn i df i |/ 1283- 18092- en/ dover . aspx/ t r ackback/ Bl ock 1
66.249.73.132 |wited Sates  [147.237. 72. 166 [aka i of . Distributed Lhauthorized LR Access on B ock 1
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 196 Bl ock 1
66. 249. 79. 74 Lhited Sates |147.237.77.216 |dover.idf.il Lhaut hori zed UR. Access to waw idf.il/atal 1/izkor/print_bottomasp B ock 1
213.57.32.205 |Israel 147. 237. 72. 166 |aka. i df .| Wnknown Parameter __VI ENETATEGENERATCR in None 1
waw aka. i df . i |/ mai n/ sachar/ hone. aspx
157.55.39.130 |Whited Sates [147.237.77.19 [lawforumidf.il|Wauthorized UL Access to 147.237.77.19/ Bl ock 1
66. 249. 73. 153 |lLhited Sates |147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ enl ar ge. asp Bl ock 1
194. 72. 238. 241 LKri“r:;gom 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to / B ock 1
176. 12. 138. 64 |l srael 147.237.72. 166 |aka.idf .il Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 73. 244 |Lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/mlui mihovot/tenpl ates/nain.asp |B ock 1
198. 204. 252. 19 |Lhited Sates |147.237.77.176|matpash.idf.il |Enail collector robots 14 Bl ock 1
77.127. 210. 187 |I srael 147.237.72. 166 |aka.i df . Wnknown Parameter __VI ENBTATEGENERATCR in None 1
waw aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
54.145.173. 114 |Lhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/default.aspx Bl ock 1
176. 12. 141. 185 |l srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
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