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|Top Attackers In IPS|

Attacker Address \Attacker Gount ry |Target Address |Ste
93. 120. 27. 62

|NarTe |Davi ce Action |Count \
Rormani a 147.237.76.198 |e.yohal an.idf.il DVRep_B-N 60_100 B ock 1
183. 138. 174. 207 |Chi na 147.237.77.216 |dover.idf.il 9221: HITP. PUT Method Executi on over HITP/ \WbDAV B ock 1
93. 120. 27. 62 Romani a 147.237.76. 39 nobi | e.neitav.idf.il |DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

A tacker

Attacker Address Target Address |Jte
Country

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 31
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVWP wth fake user agent 6
203. 115. 148. 214|Phi | i ppi nes 147.237.77. 243 |nobi | e. i df .i | ET SCAN Potential SSH Scan 3
202.134.78. 146 |Hong Kong 147.237.8.27 |e.nadimatal.idf.il ET SCAN Potential SSH Scan 2
203. 115. 148. 214|Pi | i ppi nes 147.237.76. 198 |e.yohal an.i df .i | ET SCAN Potential SSH Scan 2
66.249.73.211 |lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66.249.73.241 |lhited Sates 147.237.77.233|ata .idf.il ET SCAN NVAP -sA (2) 2
91.123.201. 179 |Sweden 147.237.8.27 |e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
203. 115. 148. 214|Phil i ppi nes 147.237.77. 227 |e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.0.35 |akaws.idf.il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Pi | i ppi nes 147.237.76.39 |nobile neitav.idf.il ET SCAN Potential SSH Scan 1
89.248.171. 162 |Net herl ands 147.237.76.34 |yohalan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
203. 115. 148. 214|Ri | i ppi nes 147.237.77. 216 |dover.idf.il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Fi | i ppi nes 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
89.248.171. 162 |Net her| ands 147.237.0.33 [idf.il ET SCAN Potential VNC Scan 5900- 5920 1
203. 115. 148. 214|Pni | i ppi nes 147.237.77. 178 |e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
202.134.78. 146 |Hong Kong 147.237.8.50 |e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Phi | i ppi nes 147.237.77.19 |[lawforumidf.il ET SCAN Potential SSH Scan 1
89.248. 171. 162 |Net herl ands 147.237.0.16 |ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
202.134.78. 146 |Hong Kong 147.237.8.14 |e.orchot.idf.il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Phil i ppi nes 147.237.76. 177 |ncore.idf.il ET SCAN Potential SSH Scan 1
218. 77. 79. 43 Chi na 147.237.76. 202 |e. hal ag.i . i grmgé‘AIF\(l)rBf:aw oral lhusual ly fast inbound Tel net Gonnections, Potential Scan or 1
173.88.22.218 |lhited Sates 147.237.76.86 |[navy.idf.il SERVER V\EBAPP bad HITP/ 1.1 request, Potentially wormattack 1
61.240.144.66 |China 147.237.77. 205 |prisha.i df .il ET SCAN NVAP -sS wi ndow 1024 1
203. 115. 148. 214|Phi | i ppi nes 147.237. 76. 148 |ggcenter. aka. i df . i | ET SCAN Potential SSH Scan 1
208. 80. 155. 147 |lLhited Sates 147.237.77. 216 |dover.idf.il Tehila - Perl LVWP wth fake user agent 1
173.88.22.218 |lhited Sates 147.237.76.39 |[nobile neitav.idf.il SERVER VVEBAPP bad HITP/ 1.1 request, Potentially wormattack 1
61. 160. 224. 128 |Chi na 147.237.76. 198 |e.yohal an.i df .i | ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Ri | i ppi nes 147.237.76.86 |navy.idf.il ET SCAN Potential SSH Scan 1
173.88.22.218 |lhited Sates 147.237.76.30 |hinush.idf.il SERVER VEBAPP bad HITP/ 1.1 request, Potentially wormattack 1
203. 115. 148. 214|Phil i ppi nes 147.237.77.233|atal .idf.il ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.72. 167 |i shurimaka.idf .il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Pi | i ppi nes 147.237.76.42 |refuah.idf.il ET SCAN Potential SSH Scan 1
89.248.171. 162 |Net herl ands 147.237.76.42 |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
203. 115. 148. 214|Fni | i ppi nes 147.237. 77. 226 [wan chanat z. aka. i df . i | |[ET SCAN Potential SSH Scan 1
61. 160. 224. 128 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Phi | i ppi nes 147.237.76.38 |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
89.248. 171. 162 |Net her| ands 147.237.0.34  |tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
203. 115. 148. 214|Pi | i ppi nes 147.237.77.212 |e.dover.idf.il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Ri | i ppi nes 147.237. 72. 156 |anan.i df .i | ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Ri | i ppi nes 147.237.77. 176 |nat pash. i df . i | ET SCAN Potential SSH Scan 1
89.248. 171. 162 |Net herl ands 147.237.0.19 |nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
202. 134. 78. 146 |Hong Kong 147.237.8.45 |e.eitan.idf.il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Pni | i ppi nes 147.237.76. 201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
82.165. 143. 210 |Ger many 147.237.0.33 [idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.134. 78. 146 |Hong Kong 147.237.8.24 |e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
203. 115. 148. 214|Fni | i ppi nes 147.237.76. 196 |e.sviva.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 |Chi na 147.237.0.15 |kosher-kravi.idf.il ET SCAN NVAP -sS w ndow 1024 1
203. 115. 148. 214|Phi | i ppi nes 147.237.76. 176 |test.ncore.idf.il ET SCAN Potential SSH Scan 1
211.138.34.58 |China 147.237.77.61 |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
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A tacker
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142.105.62.16 |Wited Sates  |147.237.77.216|dover.idf.il Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid drop 82
dr opped. Ret r ansni ssi on

207.46.13.16  |wited Sates  [147.237.77.216|dover.idf. il Invalid segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 12
dr opped. Ret r ansn ssi on

66.249.79.74  |wited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid drop 6
dr opped. Ret r ansni ssi on

176.12.149. 195 [Israel 147. 237. 77. 216 |dover. i df .il Invalid segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 6
dr opped. Ret r ansn ssi on

66.249.79.58  |tited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreanng Engine: TCPInvalid drop 6
dr opped. Ret r ansni ssi on

176.12.141. 219 [ srael 147. 237.77. 216 |dover. i df .i Invalid segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 4
dr opped. Ret r ansn ssi on

173.88.22.218 |lhited Sates 147.237.76.44 |e.refuah.idf.il Geo- | ocati on i nbound enf or cenment Geo- 1 ocati on enf or cenent drop 4

173.88.22.218 |lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 2

66.249.79.66  |Uited Sates  |147.237.77. 216 |dover.idf.il Invalid segnent retransmssion. Packet |Sreaming Engine: TGP Invalid dr op 2
dr opped. Ret r ansni ssi on

157 55.39. 137 |wnited Sates 147.237. 72. 166 |aka i df i1 Invalid segnent retransnission. Packet Srearmng &gl ne. TGP Invalid drop 5
dr opped. Ret r ansni ssi on

173.88.22.218 |lhited Sates 147. 237. 76. 147 |chi nuch. aka.i df . i | dr op dr op 2

159. 224. 160. 225|lkrai ne 147.237.76.42 |refuah.idf.il SAMrul e dr op drop 2

173. 88. 22. 218 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 2

207.46.13.112 |wited Sates  |147.237.77. 216 |dover.idf. il Invalid segment retransmssion. Packet |Sreamng Engine: TCP Invalid drop 2
dr opped. Ret r ansni ssi on

159. 224. 160. 225|krai ne 147.237.77.233|atal .idf.il SAMrul e dr op dr op 2

91. 185, 252. 27 Russi an 147 237. 77. 216 |dover i df .i | Inval i d segnent retransnissi on. Packet Srearmng E|_1g| ne: TP Invalid drop 2

Federati on dr opped. Ret r ansn ssi on

74.82.47. 42 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop 1

74.82.47. 42 Lhited Sates 147.237.76. 197 |e. hi nush.idf.i | Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1

175.44.25.203 |China 147.237.76.42 |refuah.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1
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A tacker

Devi ce

Qount ry Target Address |dte Action ‘Count
66. 249. 79. 66 Lhited Sates 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 79. 66 B ock 3
189. 228. 240. 18 |Mexi co 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to www i df.il/espaltol / B ock 2
188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 188. 165. 15. 196 B ock 2
173.88.22.218 |lhited Sates 147.237.76.39 |nobile neitav.idf.i|Miltiple Uauthorized URL Access from 173.88. 22. 218 B ock 2
) R Unhaut hori zed URL Access to
69. 162. 72. 162 |lhited Sates 147.237.77. 216 |dover.idf.il wa i dff . i 1/ 1283- 17155- en/ dover . aspx/ t r ackback/ Bl ock 1
173.88.22.218 |lhited Sates 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
95. 71.138. 37 :ZZ::: on 147.237.77. 216 |dover.idf.il D stributed Unknown HTTP Request Met hod B ock 1
66.249.73.161 |lLhited Sates 147.237.72. 166 |aka. i df. il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
188. 165. 15. 60 |Fance 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ 163- 5683- he/ pat zar . aspx B ock 1
173.88.22.218 |lhited Sates 147.237.76.30 |[hinush.idf.il Uhaut hori zed URL Access to /tmnbl ock. cgi B ock 1
: R Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 1
190.37.111.81 |Venezuel a 147. 237. 77. 216 |dover . i df . | Unknown HTTP Request Method COOXin UR- B ock 1
wa i df . i | /1116- en/ dover . aspx
173.88.22.218 |lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
157. 55. 39. 67 Lhited Sates 147.237.72. 166 |aka.idf.il Unknown Paraneter 136¢d360 i n waw aka. i df . i |/ nai n/ hone/ def aul t. aspx |None 1
) R Unhaut hori zed URL Access to
66. 249. 79. 58 Lhited Sates 147.237.77. 216 |dover.idf.il wa i df . i | / engl i sh/ announcenent s/ 2002/ august / 4. st m Bl ock 1
188. 165. 15. 148 |Fance 147.237.72. 166 |aka.idf.il Ml tipl e Whaut hori zed URL Access from 188. 165. 15. 148 B ock 1
173.88.22.218 |lhited Sates 147.237.76.31 |nakchal .idf.il Ml ti pl e Unhaut hori zed URL Access from 173. 88. 22. 218 B ock 1
84.228.29.233 |Israel 147. 237. 72. 166 |aka i df .i Unknown Par ameter __VI ENBTATEGENERATCR i n None 1
ww aka. i df . i |/ mai n/ sachar/ def aul t . aspx
203.116. 187. 1 |S ngapore 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode B ock 1
173.88.22.218 |lhited Sates 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 1
157.55.39. 137 |lhited Sates 147.237.72. 166 |aka.idf .i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
188. 165. 15. 176 |Fance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9836- he/ r ef uah. aspx B ock 1
173.88.22.218 |lhited Sates 147.237.76.31 |[nakchal .idf.il Unaut hori zed URL Access to /tnmunbl ock. cgi B ock 1
84.228.29. 233 |Israel 147.237.72. 166 |aka.i df . i Unknown Paramet er __VI ENSTATEGENERATCR i n None 1
wan aka. i df . i |/ mai n/ sachar/ hone. aspx
R Unaut hori zed URL Access to
62.210.114. 129 [France 147.287.76. 42 refuah. idf. il vowi refua. atal i df i 1/sip storagel fil es/ & 3198. pof/t r ackback/ B ock !
207. 46. 13. 16 Lhited Sates 147.237.77. 216 |dover.idf.il DO stributed Suspi ci ous Response Gode B ock 1
173.88.22.218 |lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to /tmnbl ock. cgi B ock 1
: s Uhaut hori zed URL Access to
157.85.39. 137 |United States  1147.237.72. 166 |aka idf i v aka, i df . i 1/ kam ar/ eur | . axd/ b8ef ae1600e9004dal9a6ef f 6caszedd/ |2 °K !
66. 249. 79. 74 Lhited Sates 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66.249. 79. 74 B ock 1
91.185. 252, 27 [SSian 147.237.77. 216 |dover. i df . D stributed Suspici ous Response Code B ock 1
Federati on
66.249. 67. 128 |Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8879- he/ r ef uah. aspx  |B ock 1
207.46.13.112 |lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/newsite/english/0105-3.stm B ock 1
187. 163. 167. 22 |Mexi co 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
173.88.22.218 |lhited Sates 147.237.76.30 [hinush.idf.il Suspi ci ous Response Code B ock 1
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