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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
86. 40. 176. 122 Irel and 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 13
92.99. 252. 174 Lhited Arab BEnirates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 12
99. 238. 13. 129 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 9
66. 55. 134. 214 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
202. 166. 201. 237 Nepal 147.237.77.176 nat pash. i df.il unbl ock-sp-traf 1 forward 5
54.72.73.168 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 5
157. 55. 39. 137 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 4
188. 29. 165. 220 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 3
73.47.16. 127 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 3
207.46.13.5 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 3
157. 55. 39. 67 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 3
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
157. 55. 39. 227 Lhited Sates 147.237.0. 34 tikshuv.idf.il unbl ock-sp-traf 1 forward 2
207.46.13. 16 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
66. 249. 73. 140 Lhited Sates 147.237. 72. 166 aka.idf.il unbl ock-sp-traf 1 forward 2
199. 30. 24. 75 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
188. 165. 15. 148 France 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 2
157. 55. 39. 42 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
54.72.0.55 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-traf 1 forward 2
73.199.113. 21 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 2
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df .| unbl ock-sp-traf 1 forward 1
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
162.212.1.172 Lhited Sates 147.237.76. 86 navy.idf.il Block Np Al _Net dr op 1
157. 55. 39. 102 Lhited Sates 147.237.77.170 naar achot . i df .i | unbl ock-sp-traf 1 forward 1
209. 105. 181. 239 Lhited Sates 147.237.77. 74 lawidf.il unbl ock-sp-traf 1 forward 1
202. 166. 201. 237 Nepal 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il unbl ock-sp-traf 1l forward 1
5. 255. 253. 99 Russi an Federation 147.237.77. 74 lawidf.il unbl ock-sp-traf 1 forward 1
217. 69. 133. 222 Russi an Federation 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 1
157. 55. 39. 41 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
162.212.1.172 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il Block Np All Net drop 1
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
157. 55. 39. 125 Lhited Sates 147.237.77.170 naar achot . i df .| unbl ock-sp-traf 1 forward 1
212.106. 95. 176 Pal estinian Territory, Qcupied 147.237.77.176 nat pash. i df . i | unbl ock-sp-traf 1 forward 1
205. 203. 135. 1 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-traf 1 forward 1
66. 249. 81. 206 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 1
66.249. 67. 1 Lhited Sates 147.237.0.15 kosher - kravi .i df .| unbl ock-sp-traf 1 f orward 1
162.212.1.172 Lhited Sates 147.237.76. 30 hi nush. i df .i | Block Np Al Net drop 1
37.140. 141. 6 Russi an Federati on 147.237.0. 34 tikshuv.idf.il unbl ock-sp-traf 1 forward 1
73.132.127. 42 Lhited Sates 147.237.77.176 nat pash. i df . i | unbl ock-sp-traf 1 forward 1
207.46. 13. 112 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-traf 1 forward 1
199.217.118. 79 Lhited Sates 147.237.76. 198 e.yohal an.idf.il Bl ock Udp All Nets drop 1
66. 249. 73. 244 Lhited Sates 147.237.72. 166 aka.idf.il unbl ock-sp-traf 1 forward 1
173.252. 74. 119 Lhited Sates 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
5.199. 130. 188 Ger nany 147.237.77. 74 lawidf.il unbl ock-sp-traf 1l forward 1
216. 154. 103. 192 Canada 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
67.167. 69. 94 Lhited Sates 147.237.77.216 dover.idf.il unbl ock-sp-traf 1 forward 1
66. 249. 67.9 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il unbl ock-sp-traf 1 forward 1
190. 42. 252. 111 Peru 147.237.77. 216 dover.idf.il unbl ock-sp-traf 1 forward 1
162.212.1.172 Lhited Sates 147.237.76. 31 nakchal .idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action \Ooum |
99. 237.226.211 |Canada 147.237.77.176 |natpash.idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 3
85. 25. 43. 94 Ger many 147.237.77.170 |maarachot.idf.il |DVRep_B-N 60_100 B ock 1
85. 250. 140. 60 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
93. 120. 27. 62 Ronani a 147.237.77.205 |prisha.idf.il DVRep B-N 60_100 B ock 1
46. 120. 83. 232 | srael 147.237.72.167 |ishurimaka idf.il|7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
79.179.17. 129 | srael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
99. 237.226.211 |Canada 147.237.77.216 |dover.idf.il 7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 73. 211 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
43. 255.191. 163 Japan 147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.8.24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 163 Japan 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
125. 16. 240. 130 India 147.237.72. 14 dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
43. 255. 191. 163 Japan 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.0. 19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
43. 255.191. 163 Japan 147.237.72. 156 aman.idf.il ET SCAN Potential SSH Scan 1
82. 165. 143. 210 Ger many 147.237.76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 163 Japan 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
27.50.132. 61 Chi na 147.237.77. 226 wwy chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
211.154.83. 77 Chi na 147. 237.76. 30 hi nush. i df .i| ET SCAN Potential WNC Scan 5900- 5920 1
61. 240. 144. 67 Chi na 147. 237. 8. 45 eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
27.50.132. 61 Chi na 147.237.77. 226 W chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
208. 124. 237. 146 Canada 147.237.76. 201 e atal.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
61. 240. 144. 65 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 Lhited Sates 147.237.77. 216 dover.idf.il ET DRCP Dshi el d B ock Listed Source 1
43. 255. 191. 163 Japan 147.237.77.170 naarachot . i df . il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237. 76. 44 e.refuah. idf.il ET SCAN Potential SSH Scan 1
43. 255.191. 163 Japan 147.237.76. 196 esvivaidf.il ET SCAN Potential SSH Scan 1
128. 61. 240. 66 Lhited Sates 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
43.255. 191. 163 Japan 147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
91. 238. 134. 92 Pol and 147.237.77. 227 e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
43. 255. 191. 163 Japan 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
91.123. 201. 179 Sweden 147.237. 76. 34 yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43. 255.191. 163 Japan 147.237. 8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
211.154. 83. 77 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
43. 255. 191. 163 Japan 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237. 76. 38 e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
27.50.132. 61 Chi na 147.237.77. 226 wn chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
211.154. 83. 77 Chi na 147.237. 0. 33 idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 66 Chi na 147.237.0. 16 ny- kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 124. 237. 146 Canada 147.237.76. 201 e atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 163 Japan 147.237.77.176 nat pash. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address Atacker ‘Tar get Address ([Ste
Country

66.249.79.74  |lited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 14
Packet dropped. Ret r ansni ssi on

198. 100. 144. 55 |Canada 147. 237.77. 216 |dover. i of . i SiNretransmt wih different Bad TCP sequence monitor |14
w ndow scal e

109. 253. 131. 227|1 srael 147. 237. 77. 216 |dover. i of . i | Invalid segnent retransmssion. Streaning Engi ne: TGP Inval i d drop 8
Packet dropped. Ret r ansni ssi on

66.249.79.58  |wited Sates |147.237.77. 216 |dover.idf.il Invalid segment retransmssion. Streaning Bngi ne: TGP Inval i d drop 8
Packet dropped. Ret r ansn ssi on

66.249.79.66 |lnited Sates |147.237.77.216 |dover.idf.il Invalid segnent retransmssion. Streaning Engi ne: TCP Inval i d drop 8
Packet dropped. Ret r ansni ssi on

85. 130. 226. 9 | srael 147.237.0.34 |tikshuv.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 3

85. 130. 226. 9 | srael 147.237.0.34 |tikshuv.idf.il Frst packet isn't SN drop drop 2

46. 19. 85. 103 | srael 147.237.72. 166 |aka.i df .il Inval id ACK nunber Bad TCP sequence noni t or 1

198. 100. 144. 55 |Canada 147.237.77. 216 |dover.idf.il directory traversal overfl ow Drectory Traversal noni t or 1

77.237.138.51 |Czech Republic |147.237.77.226 :A:NN chanat z. aka. i df . Response out of state Bl ock HTTP Non Conpl i ant noni t or 1

188. 138. 17. 205 |FHance 147.237. 76. 147 |chi nuch. aka. i df .i | drop drop 1

209. 105. 181. 239|wited Sates  [147.237.77.74 [lawidr.il :\:ﬁz;ra ection pattern found in 1, o Ryjection monitor |1

194.72.238. 241 |United Kingdom|147.237.77.216 |dover.idf.il Fai |l ed to handl e connection data Bl ock HTTP Non Conpl i ant noni t or 1

2.54.139. 114 | srael 147.237.77. 216 |dover.idf.il Inval i d ACK nunber Bad TCP sequence noni t or 1

198. 100. 144. 55 |Canada 147. 237.77. 176 |nat pash. i df . i1 SN retransmt wrth different Bad TCP sequence monitor |1
W ndow scal e

94.159. 229. 188 |l srael 147.237.72. 166 |aka.idf.il Frst packet isn't SYN drop drop 1

8.37.227.68 érnoc;r;ynnus 147.237.77. 216 |dover.idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1

70.39.187.108 |Satellite Providd147.237.77.233|atal .idf.il Response out of state Bl ock HTTP Non Conpl i ant noni t or 1
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188. 165. 15. 196 |Fance 147.237.77. 216 |dover.idf.il Mul tiple Whaut hori zed URL Access from 188. 165. 15. 196 B ock 3
85. 250. 140. 60 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
Unaut hori zed URL Access to
87.69.104. 134 | srael 147.237. 72. 166 |aka. i df . il wan aka. i df . i1/ sites/resources/ chi nuch/ styl es/ i nport/bottommavi gat on. a |B ock 2
Sp
: s Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- hel navy. aspx. aspx B ock 2
5. 255. 253. 124 RJSf;;”i o 14723777216 |dover i il Mil tipl e Unaut horized URL Access from 5. 255. 253. 124 Bock |2
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il Mil tipl e Whaut hori zed URL Access from 178. 255. 215. 87 B ock 1
66. 249. 79. 66 Lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 79. 66 B ock 1
52. 4. 29. 226 Lhited Sates [147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
207.46.13.112 |lhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 207.46. 13. 112 B ock 1
R Unhaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 dover. i d .| wiw, i df . i 1/ 1129- he/ kkkkkkk=695f bd35kkkkkkk 695f bd35 Bock |1
66. 249. 79. 74 Lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 79. 74 B ock 1
194.72. 238. 241 LKTI;;(ciiom 147.237. 77. 216 |dover.idf.il Mul tiple Uhaut horized URL Access from 194. 72. 238. 241 B ock 1
Unaut hori zed URL Access to
94.242.252.41 |Luxenbourg |147.237.77.216|dover.idf.il waw; i df . i |/ webnast er - nsg_googl e_costs_t oo_nuch_noney_f or _websi t es |B ock 1
_and too _nuch of your nenbers privacy
52.4.131.75 Lhited Sates |147.237.72.167|ishurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
209. 105. 181. 239|lhited Sates |[147.237.77.74 |lawidf.il Enail collector robots 14 B ock 1
180. 76. 5. 77 Chi na 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw idf.il/en B ock 1
198. 20. 69. 74 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on 147.237.77.216// B ock 1
108. 30. 54. 95 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwu i df . il/894-en/i df gdover. aspx B ock 1
66.249. 67. 136 |Lhited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8870- he/ r ef uah. aspx |B ock 1
209. 105. 181. 239|lhited Sates |[147.237.77.74 |lawidf.il ehMii | Hoardi ng B ock 1
188. 138. 17. 205 |Fance 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
77.237.138.51 %ﬁ;ﬂ c 147.237. 77. 226 |ww chamat z. aka. i df .i | |Unaut hori zed URL Access to / B ock 1
S Unaut hori zed URL Access to
46.19. 123. 125 |Rance 147.237.77. 216 |dover.idf.il wAw i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
’ . . S Untraceabl e Gonnection - Protocol violation
198. 20. 69. 74 Lhited Sates |147.237.77.216|dover.idf.il (SSL CONN APPLI CATI ON DATA EXCHANGE) None 1
149.88.90. 108 |lLhited Sates [147.237.72.166|aka.idf.il D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 79. 58 Lhited Sates [147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Code B ock 1
217. 69. 133. 220 RJSIS:;”i o |147.237.72. 166 |akaidr il Unaut hori zed LRL Access to aka.idf.il/nevs Bock |1
Unaut hori zed URL Access to wwu atal .idf.il/1498-he/ atal . aspx B¥bt
o NPNDYDYs DTy B2 N2P2 bvD, N... B, N?N?D»bub” b¥E? b° bvh, N?K...
188. 165. 15. 22 Fance 147.237.77. 233 |atal .idf.il B DYE? D3/N€D> N DtN€D’ DB D BAKD B DuDl/;DuN%iD" D D B Nf Bl ock 1
N,D, DY
46.237.207. 196 |Ger many 147.237.0. 17 :nlmy- kosher-kravi .1 df. |\ oceabl e SI Sessi ons: Lhknown Server Gertificate None 1
198.100. 144. 55 |Canada 147.237.77. 216 |dover i of . i1 WL I's Above Root D rectory Bock |1
wan i df . il /.. /shared/ usercontrol s/ header upper/
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