03-16-2016-17:04:02 to 03-16-2016-18:04:02

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M nadi matal .idf.il

MW aman.idf.il

M chi nuch. aka. i df . i

M tikshuv.idf.il

I navy.idf.il

Meitan aka. idf.il
refuah.idf.il

Watal.idf.il

Top Tar get

B 167. 114. 156. 16

149. 202. 68. 6
[ 2.52.132.83
109. 253. 219. 128
Nuré,ber Il 46. 19. 85. 36
At t acks M 77. 127. 182. 237

71 132. 66. 236. 190
M 46. 19. 85. 253

176.13. 9. 132
> © A Q D 12 © 46. 19. 85. 226
N R - L
P ol & &Y P

q. (]/ 0.).

Yol e N Y Y
LR SRS

A

Top Attackers



03-16-2016-17:04:02 to 03-16-2016-18:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3286
194. 165. 134. 84 Jor dan 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Bock Udp All Nets drop 3

82. 145, 209. 121 Eur ope 147.237.76. 86 navy.idf.il B ock Ip V¢b In drop 3

66. 240. 219. 146 Lhited Sates 147.237.8. 14 e.orchot.idf.il|[Block Np All Net drop 1

149. 165. 249. 151 Lhited Sates 147.237.76. 86 navy.idf.il L4 Source or Dest Port Zero drop 1
82.145.211. 123 Eur ope 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
79. 183. 38. 189 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 12
149. 88. 249. 228 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
109. 253. 194. 115 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 6
84. 108. 89. 157 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 6
79.182. 30. 212 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
2.54.154. 251 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
176. 9. 131. 69 Ger many 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

|signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
185. 130. 5. 208 147. 237.77. 61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
46.120. 97. 238 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 130. 5. 208 147. 237. 76. 200 eitan aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.32.233. 114 147.237.8. 24 elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 208 147. 237.76. 38 eeneitav.idf.il ET SCAN Potential SSH Scan 1
41.228.12. 4 147. 237. 76. 202 Tuni si a e halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 130. 5. 208 147.237.0. 15 kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.228.12. 4 147. 237. 0. 200 Tuni si a . i df il ET SCAN NMAP -sS wi ndow 1024 1
185. 120. 125. 43 147.237.72. 166 akaidf.il portscan: TCP O stributed Portscan 1
37.142.64.0 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
162. 243. 40. 70 147.237.8. 24 Lhited Sates elifestyle.idf.il ET SCAN Potential SSH Scan 1
37.139.27.231 147.237.77. 176 Net her | ands mat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.72. 14 Lhited Sates dover.idf.il(old) ET DRCP Dshield B ock Listed Source 1
149. 88. 239. 54 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
194. 165. 134. 84 147.237.77. 216 Jor dan dover.idf.il portscan: TCP O stributed Portscan 1
79. 182. 164. 84 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
185. 130. 5. 208 147.237.77. 235 sviva. idf.il ET SCAN Potential SSH Scan 1
66. 240. 213. 93 147. 237. 76. 198 Lhited Sates e.yohal an.idf il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 208 147. 237. 76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
46.117. 69. 100 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
185. 130. 5. 208 147. 237. 76. 148 gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
41.228.12. 4 147. 237. 76. 202 Tuni si a e halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
185. 130. 5. 208 147. 237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
41.228.12. 4 147. 237.76. 202 Tuni si a e halag.idf.il ET SCAN NVAP -f -sS 1
185. 120. 126. 162 147.237.77. 216 dover.idf.il portscan: TCP DO stributed Portscan 1
176.13.19.5 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.139.27.231 147.237.77. 243 Net her | ands nobi | e. i df.il ET SCAN NVAP -sS wi ndow 1024 1
162. 243. 40. 70 147.237.0. 16 Lhited Sates ny- kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
37.139.27.231 147.237.77. 170 Net her | ands naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
79.182. 219. 234 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
188. 126. 77. 138 147.237.77. 226 Sweden ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 66. 81 147.237.77. 170 Lhited Sates naar achot . i df .i1 ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
149. 202. 68. 6 Ger many 147.237. 72. 156 |aman. i df .i | SYN At t ack rej ect 79
149. 202. 68. 6 Ger many 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack rej ect 69
149. 202. 68. 6 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i || SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 46
149. 202. 68. 6 Ger many 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 43
77.127.182.237 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
132.66. 236. 190 |Israel 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid fimvalid segnent retransmssi on. drop 20
Ret ransni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 17
46. 19. 85. 253 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
46.19.86.155  |Israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
84.94.100.18  |Israel 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 36 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval i d ACK nunber alert 11
46. 19. 85. 36 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 11
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
213.8.159.170 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
46.19. 86. 21 I srael 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
149. 202. 68. 6 Ger many 147. 237. 76. 147 [chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.52.25.109 I srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46.121.128.148 [israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19.86.172  |Israel 147, 237.76. 200 [ei tan aka i or i1 |2 €A NG Engine: TCP Invalid  invalid segnent retransnissi on drop 9
Ret ransni ssi on Packet dr opped.
46.19. 85. 61 I srael 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 9
2.54.166. 72 I srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46.19. 85. 187 I srael 147.237. 77. 216 |dover.idf i | Bad TCP sequence I'nval id ACK nunber noni t or 8
46. 19. 85. 226 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 7
46. 19. 85. 144 I 'srael 147.237. 77. 216 [dover.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19.85.2 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 240 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
87.70.9. 15 I'srael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
77.127.209. 155 i srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 245 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 253. 219. 128|i srael 147.237.77. 243 |rvi e i1 |Lr €AMNg Enginer TCP Invalid - finvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 225 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
85. 65. 48. 119 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval id AGK nunber noni t or 6
46. 19. 85. 40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 240 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 122 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
79.180. 107. 186 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dr opped.
213.57.29.204 |israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 109 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 244 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.2 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 122 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
2.52.63. 149 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 109 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 244 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
149.78.24.94 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 255 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
212.179.21.194 |[lIsrael 147.237.77. 212 |e.dover.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 245 I srael 147.237. 77. 216 |dover.idf .| Bad TCP sequence I'nval id ACK nunber alert 6
46. 19. 85. 26 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
2.52.132.83 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 96
109. 253. 219. 128|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 45
176.13.9. 132 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
156. 211. 211. 135 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 5
197.52. 215. 134 |Egypt 147.237.77. 216 |dover . i df . i | D stributed Uhauthori zed URL Access on wawidf.il/error.htm B ock 4
79.183.108. 117 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
197.52. 251. 147 |Egypt 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
37.142.64.19 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
93.173.236.56 |lIsrael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock 3
79.179.15.129 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/hi nuch B ock 3
83.130. 108. 203 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwv aka. i df.il/wwutikshuv.idf.il Bl ock 3
2.54.185. 65 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
31. 168. 66. 62 | srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i/ nat ash Bl ock 2
176.13.0. 141 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.29. 143 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. . Paraneter Type Mol ation search in
213.8.204.1 I srael 147.237.76.31 |nakchal .idf.il | o e i1 1119- hel nakhal aspx B ock 2
156. 210. 57. 57 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
- . Lhtraceabl e S3. Sessions: Protocol viol ation
46.121.15.2 I srael 147.237.77.216|dover.i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Lhtraceabl e S3. Sessi ons: Protocol violation
85. 64. 168.222 [Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
156. 210. 69. 19 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 2
. . Uhtraceabl e SS. Sessions: Protocol violation
37.26.147.142 |Israel 147.237.72. 156 [anan. i df . i | (SSL_OONN LI ENT FELLO) None 2
. . . Uhaut hori zed URL Access to
183. 206. 164. 12 [Chi na 147.237.76.31 |nakchal .idf.il e nakhal i dff i1/ adnm f ckedi tor/ edi tor/ B ock 1
66.249. 74. 75 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed LRL Access to wawidf.il/igf Bl ock 1
. . Unknown Paraneter anp;win
62.210.254.52 |France 147.237.72. 166 [aka. i df . i | vown aka. i df . |/ rai v i yus/ capt cha. ash None 1
} . . Uhaut hori zed URL Access to
207.46.13.105 |[wnited Sates 147.237.77. 216 |dover.idf . il v i df i 1/at al 1/ zkor/ pri nt_bottom asp B ock 1
149.50.24.10  |[Lhited Sates 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 1
87.70.2.150 I srael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
46. 19. 85. 219 I srael 147.237.76.86 [navy. idf.il Mal formed URL Bl ock 1
185. 89. 217. 231 147.237.77.216|dover. i df . i | Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
8. 37.230. 83 Anonynous Pr oxy 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
183.206.172. 12 |Chi na 147.237.76.42 |refuah.idf.il Adm n Bl ocki ng B ock 1
: . . Uhaut hori zed URL Access to
157.55.39. 125 |UWited Sates 147.237.72. 166 [aka. i df . i | aka.i o i1/sip storagelfil es/ 8/ 57978, pdf . 2005 Bl ock 1
66.249.66.129 | srael 147.237.76. 200 |ei tan. aka. i df . | [Known Paraneter &ortQr in None 1
v ei tan. aka. i df . i1/938-en/ ei tan. aspx
. . . Uhaut hori zed URL Access to
220.181.108.89 |China 147.237.76.86 [navy.idf.il v navy. i of i 1/si p storagel il es/ 3/ si 2338x0/ 1613, | pg Bl ock 1
. . Lhtraceabl e S3. Sessions: Protocol viol ation
109. 64. 109. 103 |l srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
46.32.212.12 gl’lazlcis;ilgéan Territory, 1947, 237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . . .|Unaut hori zed URL Access to
183. 206. 172. 12 |Chi na 147. 237. 76. 147 [chi nuch. aka. i df . i chi nuch. aka. i df i 1/ adm v f ckedi t or/ edi t or / B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.109. 16. 181 |[lIsrael 147.237.72. 166 [aka. i df . i | vaw aka i dff i |/ mai / sachar / pi r suneynof et . aspx None 1
68.180. 230. 189 |Wnited Sates 147.237.77. 216 |dover . i df . i | Parameter Type Vol ation PageNimin B ock 1
w i df . i | /1397- en/ dover . aspx
2.53.11. 142 I srael 147.237.77.216|dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
183. 206. 164. 12 [Chi na 147.237.76.86 [navy.idf.il Distributed Adnin Bl ocki ng Bl ock
66.87.19. 19 Lhited Sates 147.237.77.216|dover.i df . il D stributed Lhauthori zed UR. Access on waww i df.il/error. htm B ock
] - . Unaut hori zed URL Access to ww i df.il/1116-he/ featad &€
207.46.13.160 [lLited Sates 147.237.77.216|dover . i df .i | < AfA€SAA! AfXACA-AE AfACACAESA-EAr Bl ock 1
149. 50. 24. 10 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/xnirpc. php B ock 1
. . Unknown HTTP Request Met hod
46. 19. 85. 219 I srael 147.237.76.86 |navy.idf.il onl d=t sdnj u55d! xdhchnxBbuk155 i n UR. B ock 1
185. 89. 217. 232 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
80.179.9. 115 | srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed UR. Access on waww i df.il/error. htm Bl ock 1
. . . Uhaut hori zed URL Access to
183. 206. 172. 12 |Chi na 147.237.76.42 |refuah.idf.il W refua atal i df. i1/ admin fcked tor/ editor/ Bl ock 1
66.249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
204.79.180.101 [thited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed UR. Access on waw idf.il/error.htm Bl ock 1
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