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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3860
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 133
89. 248. 172. 207 Net her | ands 147.237.76. 31 nakchal .idf.il ock Np Al Net drop 1
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|Top Attackers In IPS|

A tacker étuiiﬁe; arget Address |Site Sgnature

213.8.62.98 I srael 147.237.0.34 [ti kshuv. i df.il]CL000138: HITP. prefix 1.01 in the UR B ock 16
79.176.66. 252 |Israel 147.237.0.34 [ti kshuv. i df.i1|ClL000138: HITP. prefix 1.01 in the UR B ock 6
82.166. 77.241 |lsrael 147.237.0.34 |ti kshuv.i df.i|[{C1000138: HITP. prefix 1.01 in the LRL B ock 6
46.116.18.184 |Israel 147.237.0.34 [ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the UR B ock 4
51. 254, 143. 241 |Uni ted Ki ngdom|147.237.77.216|dover.idf.il |Cl000074: HTTP. najestic bot B ock 2
46.116. 66. 130 |l srael 147.237.0.34 |ti kshuv.i df.i|[{C1000138: HITP. prefix 1.01 in the LRL B ock 2
51. 254. 143. 241 |Uni ted Ki ngdom|147.237.72.166|aka.idf.il C1000074: HTTP. naj estic bot B ock 2
51.254. 143. 241 |Uni ted Ki ngdom|147.237.77. 176 |mat pash. i df . i [{CL000074: HITP: naj estic bot B ock 2
212.31.103.50 |cyprus 147.237.77. 216 |dover . i df . | \1ﬁ|3rzgrab|;nl':1:y PHP-Q3 Query Sring Parangeter Infornation D sclosure B ock 1
40.77.167.16 |Whited Sates  [147.237.0.34 |ti kshuv.i df.i1{C1000138: HTTP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
116. 251. 196. 93 147.237.76. 177 New Zeal and ncore.idf.il ET SCAN Potential SSH Scan 2
80. 246. 138. 181 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
79.182. 26. 228 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 86. 51 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.181. 158 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
116. 251. 196. 93 147.237.77. 179 New Zeal and e.nazi.idf.il ET SCAN Potential SSH Scan 1
116. 251. 196. 93 147.237. 72. 156 New Zeal and aman.idf.il ET SCAN Potential SSH Scan 1
80. 178. 95. 33 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 57 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il portscan: TCQP DO stributed Portscan 1
31.168. 147. 183 147.237.0. 34 I 'srael tikshuv.idf il ET SCAN NVAP -sA (2) 1
212.179. 90. 106 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.51. 148 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
177. 155. 216. 123 147.237.77. 205 Brazil prisha.idf.il ET SCAN NVAP -sS w ndow 4096 1
116. 251. 196. 93 147.237.77. 227 New Zeal and e. hanaz. i df .i| ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
98.124.243.34 |lhited Sates  [147.237.76. 147 |chi nuch. aka.i of .i I|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 230
98.124.243.34 |Wited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 228
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 75
212.179.21.194 |Israel 147.237.77. 216 |dover. i df . Bad TCP sequence S retransmt with different monitor |20
w ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 16
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
. . SN retransmt wth different .
132. 74. 215. 204 |l srael 147.237.72. 156 |anan.idf . il Bad TCP sequence i ndow scal e noni t or 16
Sreaming Engine: TGP Invalid i i ssi
46.19.86. 4 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
46.19. 85. 134 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 12
46.19. 85. 134 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreanming Engine: TQP Invalid i i ssi
46.19.86.155  |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 9
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
46. 19. 85. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 203 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 86 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 134 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.180.172.68 I srael 147.237.72. 156 |anan. i of . i Bad TCP sequence S retransmt wth different monitor |6
w ndow scal e
2.53. 25. 197 I st ael 147.237.72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TQP Invalid i i ssi
37.26.146.179 |israel 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 86 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 46 I sr ael 147.237.72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 86 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert
Sreaning Engine: TGP Invalid i i ssi
77.127.18.187 |israel 147. 237. 77. 243 |nobi l e. i df . i | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.99.110 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
195. 60. 232.57  |Israel 147.237.77. 176 matpash.idf.il  |SYN Attack SYN - > SYN-ACK -> RST rej ect
46. 19. 85. 134 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
105. 38. 236. 100 |Egypt 147. 237. 77. 216 |dover. i df . Bad TOP sequence SINHAX retransmt with different | oo |5
w ndow scal e
2.52.173.135 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 226 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi
37.46.38.159  |israel 147. 237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 226 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor 4
193. 43. 246. 250 |l srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SYN drop 4
197. 38. 235. 6 Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
91.200.12.141  |lkrai ne 147.237.77. 170 |naarachot .idf .il [dr op SAMrul e drop 4
176.13. 13. 77 | srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.148.140 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
Sreaming Engine: TGP Invalid i i ssi
82.81.73.239  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
195. 60. 232.57 |l srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
77.127.183.76 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
81.218.76.12  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.199. 251. 235/l srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
31.210. 186. 250 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 30 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i sSi
109. 67. 243. 159 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.179.9.7 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
79. 111. 24. 161 R‘SIS::I”im 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
84.228.209.31 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
81.218. 241. 26 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
132. 64. 187. 188 |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
80.246.137.26 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval i d ACK nunber alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54. 161. 220 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 140
2.54.9.32 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 88
80. 246. 137. 207 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 55
80. 246. 136. 195 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 29
2.54.180. 251 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 19
176.13.1.8 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 12
176.13.13. 77 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 6
109. 253. 200. 65 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
109. 253. 140. 215|I srael 147.237.77.216|dover. i df .il Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 4
79.183.29.101 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.9. 219 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
176.13. 0. 141 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
66. 49. 204. 205 |Canada 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66. 49. 204. 205 B ock 3
79.180. 150. 131 I srael 147.237.72. 166 |aka. i df . i | mn;’k‘”g_i??ﬁ;: nf;;g?:f/tgazgffgzﬁ;chhsaChar$°t' SLin None |2
46.120. 38. 35 I srael 147.237.72. 156 [aman. i df . i | Mil tipl e Unaut horized URL Access from 46. 120. 38. 35 B ock 2
2.52.175.65 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
46.19. 85. 134 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
169. 229. 3. 91 Lhited Sates|147.237. 76. 147|chi nuch. aka. i df .i| |Il1l1ega Byte Gode Character in Mthod B ock 1
85.250. 70. 147 |l srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to v cogat.idf.il/sip_storage/files/3/ B ock 1
213.151.41.160 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 213.151. 41. 160 B ock 1
132, 74. 215, 204 |Israel 147. 237.72. 156 |anan. i df . i | \'A'{'[Z%Z'] ]L{Jj‘@mjh_icr(’d'ﬂr;ggqxif ;Sz]z][(} :t/;]z?é&u; 57[2#28” 1761 b nl Oe— Bock |1
72.192.212.60 |Lnited Sates|147.237.72.166|aka.idf.i | Untraceabl e SSL Sessi ons: Qpen Mbde None
132. 74. 215. 204 |Israel 147.237.72. 156 [aman. i df . i | Ostributed Abnornal |y Long Request B ock 1
93.173.173.101 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
62. 0. 100. 86 I'srael 147.237.72. 166 |aka. i df . i | mn;’k‘”g_i??ﬁ;: nf;;g?:f/tgazgffgzﬁ;chhsaChar$°t' 59in None 1
169. 229. 3. 91 Lhited Sates|147. 237. 77. 170 |n@ar achot . i df . i | Illegal HITP \ersion B ock 1
37.26.146.147 [Israel 147.237.77.233|at al . i df . i | e e horized W .Agscsi‘s on Bock |1
157.55.39.68  |Wited Sates|147. 237. 0. 16 :y| Ikosher-kr Vi hori zed UL Access to ny- kosher - kravi . i df.i 1/ B ock 1
82.81.106.9 I'srael 147. 237.77. 176 |nat pash. i df . i | maﬁge;t .Tiygf. I\‘I ‘,"g;_?nffjéng’gp; : Bock |1
132. 74. 215. 204 |l srael 147.237.72. 156 |aman. i df . i | Dstributed Ml forned LRL B ock 1
203. 133. 168. 227 g;ﬁa oo |147-237.77.216|dover i df i 5;;:: Lﬁl‘itle/dn;\”'s?:te?ggffgh/ﬁ f;sess on Bock |1
66. 249. 65. 12 I srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
173.247.228.10 |Uhited Sates|147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 1
46.19.86.140  |Israel 147. 237.72. 166 |aka. i df . i | mn;k\;‘?i z?.rﬁr;er:a?rn/ ;x}m;’zfm?a;& None 1
169. 229. 3. 91 Lhited Sates|147. 237. 76. 147 |chi nuch. aka. i df .i| |NULL Character in Mthod B ock 1
91.197.103. 1 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI QNS for www aka. i df . i |/ mai n/ sachar/ B ock 1
79.183.154.40 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
Uhaut hori zed URL Access to
213.151. 41. 160 |lsrael 147.237.72. 166 |aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ def aul t . aspx&a=u&ved=0ahukew pvadbp8x| |B ock 1
ahubr bgkht fi b7oqf ggkmae&usg=af qj cneubypi zt i udf zpoi nvl vko4f sf 8g
17.142.156. 109 |Uhited Sates|147.237.77. 216|dover.idf .i | Lhaut hori zed URL Access to wwuidf.il/appl e-app-site-association B ock 1
132. 74. 215. 204 |Israel 147.237.72. 156 [aman. i df . i | Mal f or med HTTP Header Line 28 Bl ock 1
132. 74. 215. 204 |Israel 147.237.72. 156 [aman. i df . i | Dstributed I11egal Bte Qode Character in Header Nane B ock 1
74.82.47. 4 Lhited Sates|147.237.72.167|i shuri maka. i df . il |Unauthorized URL Access to 147.237.72.167/ B ock 1
96. 31. 51. 222 Lhited Sates|147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 1
62.219. 139. 130 |Israel 147.237.76.42 |refuah.idf.il 1D4§t ;g;’“;gd 4;";“;“;2'?;15/‘?; :ectcecssss on Bock |1
169.229.3.91  |[Uited Sates|147. 237. 77. 170 |nmar achot . i df . i | H};?Lasj]]t(%_to?:xhh Encodi ng oo\ du[ [ #18]] - [MA23[ [ MG DT g (0 |y
37.26.146.179 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
169. 229. 3. 91 Lhited Sates|147.237.0.19 |nadimatal .idf.il D stributed Aonornal |y Long Request B ock 1
84.94.123.10  [Israel 147.237.77.233|at al . i df . | e e horized W .Agscsi‘s on Bock |1
2.54.131. 184 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
132. 74. 215. 204 |Israel 147.237.72. 156 [arman. i df . i | Oistributed NILL Character in Method Bl ock 1
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