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03-16-2016-14:04:05 to 03-16-2016-15:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3706

91. 106. 63. 46 Irag 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 5

81.218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 3

81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3

159. 104. 163. 20 Uhi t ed Ki ngdom 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1

159. 104. 163. 17 United Ki ngdom 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1

159. 104. 163. 18 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1

159. 104. 163. 19 Uhi t ed Ki ngdom 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1




03-16-2016-14:04:05 to 03-16-2016-15:04:05

|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgna1ure

Devi ce Action |Oount

46.116. 18. 184 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 13
81.218.245. 1 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 10
176. 13. 12. 107 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000138: HITP. prefix 1.01 in the URL B ock 2
199. 30. 25. 127 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
51. 254, 131. 243 Uhi ted Ki ngdom 147.237.77.216  |dover.idf.il C1000074: HITP. maj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
40.77.167. 16 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1




03-16-2016-14:04:05 to 03-16-2016-15:04:05

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

149. 88. 114. 138 147.237.77. 216 | sr ael dover.idf.il portscan: TCP D stributed Portscan 1
107. 77. 104. 17 147.237.77. 216 Lited Sates dover.idf.il portscan: TGP D stributed Portscan 1
87.70. 6. 89 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
40.121.136.51 147.237.0. 35 Lhited Sates akaws. i df .il ET SCAN NVAP -f -sS 1
218.57.11. 7 147. 237. 76. 199 Chi na e.nakchal .idf.il ET SCAN Potential SSH Scan 1
209. 162. 248. 93 147.237.77. 205 Canada prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 160. 136 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
94.102. 48. 194 147. 237.77. 178 Net her | ands e.matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62. 90. 220. 150 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
46. 19. 86. 54 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
40.121.136.51 147.237.0. 35 Lhited Sates akavs. i df .il ET SCAN NVAP -sS wi ndow 2048 1
2.54.31.131 147.237.72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
218.246.0. 97 147.237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179. 90. 106 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1




03-16-2016-14:04:05 to 03-16-2016-15:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature
91. 106. 46. 6 Iraq 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 11496
149. 202. 68. 6 Ger many 147. 237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack rej ect 621
149. 202. 68. 6 Ger many 147. 237. 72. 156 |aman. i df .i | SYN Att ack rej ect 477
91. 106. 46. 6 Iraq 147.237. 77. 216 |dover.idf .i | drop drop 408
149. 202. 68. 6 Ger many 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYNACK -> Ti meout rej ect 392
149. 202. 68. 6 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i I|]SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 204
91. 106. 46. 6 Iraq 147.237. 77. 216 |dover.idf .i | Bad TCP sequence monitor  |156
o SYNretransmt wth different .
91. 106. 46. 6 Iraq 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i ndow scal e monitor  |156
91. 106. 46. 6 I'raq 147. 237. 77. 216 |dover i df i Bad TCP sequence SNretransmt wih different ) oy 146
W ndow scal e
91. 106. 46. 6 Iraq 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 91
91. 106. 46. 6 Irag 147.237.77. 216 |dover. i df .i Bad TCP sequence aert 89
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 83
91. 106. 46. 6 Iraq 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |71
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 60
149. 202. 68. 6 Ger many 147. 237. 76. 147 |chi nuch. aka. i df .1 ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 59
149. 202. 68. 6 Ger many 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 28
Sreaming Engine: TGP Invalid i i sSi
176.13.20.81  [israel 147.237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
. . SYNretransmt wth different .
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 19
107. 167. 108. 157 |United Sates 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 19
Sreaning Engine: TCP Invalid i i SSi
176.13.11.41  [israel 147. 237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.154. 251. 229 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.86.155  |Israel 147, 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP I nval i d finvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 9
94.230.86.139 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
5.102. 254. 137 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 46 I srael 147.237.72. 166 |aka. i df . 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
31.168.21.77  |Israel 147, 237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.67.2.155  |israel 147.237.72. 166 |aka. i df . 9 =9 Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
79.179.31.168 | srael 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
2.54.193.124 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop
37.26.146.174 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |4
Sreaning Engine: TQP Invalid i i Ssi
66.249.65.65  |nited Sates 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. ., 4
Ret r ansmi ssi on Packet dropped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
37.8.18.35 ga:lcis;i':éa” Territoryl 47, 237. 77. 216 |dover. i df . i1 SYN Att ack SYN -> SYN-ACK -> Timeout  |reject 4
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf il SYN At t ack rej ect 4
Sreamng Engine: TCP Invalid i i ssi
2.54.6.178 I srael 147.237.72. 166 |aka. i df . 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
87.70.58.143  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 3
Sreaning Engine: TQP Invalid i i Ssi
84.94. 203. 8 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. ., 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.4.83  |israel 147.237.76.86 |navy.idf.il 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
192. 116. 55. 158 |I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. ., 3
Ret r ansm ssi on Packet dropped.
85.64.111. 126 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
176. 13. 20. 81 I 'srael 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence Inval i d ACK nunber noni t or 3
46.19. 85. 229 | srael 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Invalid ACK nunber noni t or 3
193. 43. 246. 250 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
2.54. 156. 87 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
147.235.236.1 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il [drop SAMrul e drop




03-16-2016-14:04:05 to 03-16-2016-15:04:05

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 50. 78. 52 g;g: 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 190
2.52.19.71 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 189
185. 32.179. 212 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 150
2.52.36.12 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
80. 246. 136. 234 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 70
37.26.149.177 |Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 58
2.54.180. 251 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 52
46.19. 85. 22 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 37
37.26.149.247 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 30
212.235. 103. 203l srael 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed UR. Access on www idf.il/error.htm B ock 8
212.235. 103. 219/l srael 147.237.77.216|dover . i df . i Dstributed Waut horized URL Access on waw idf.il/error.htm B ock 6
212.235. 124. 168/l srael 147.237.77. 216 |dover.i df.i |l Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 5
212.235. 103. 211l srael 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed UR. Access on www idf.il/error.htm B ock 5
5. 28.131. 167 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 5. 28. 131. 167 B ock 4
82.166.53.161 |l srael 147.237.77. 216 |dover.i df.i |l Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 4
37.26.149.151 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.9.32 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253.132. 50 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
79.180. 136. 220 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
91. 106. 63. 46 Irag 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.199. 66. 195 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
84.108. 104. 131 |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
80.246.136.22 |[Israel 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: (pen Mde None 2
66.249.74. 75 I srael 147.237.77. 216 |dover.idf.il Dstributed Waut horized URL Access on waw i df.il/error.htm B ock 2
2.54.156. 87 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 83. 78 I srael 147.237.77.216|dover . i df . i Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock 2
37.26.146.204 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.29 211. 150 |1 srael 147.237.77.74 |lawidf.il Paraneter Type M ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 2

waw nag. i df . i |/ 205- he/ pat zar . aspx
85.250.31.129 [Israel 147.237.0.34 |tikshuv.idf.il Autonat ed MUl nerabi lity Scanning V1 B ock 2

Parameter Read Qhly Molation in

wa aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx

Illegal Byte ode Character in Mthod

RRTI L [[#O]T[[#O] 1 [[#0]][[#19]]A[ EU " ¢2« 34H B[ [#16] ] [[#7]]*, AAXGSS 64 [#30
192.186. 102. 34 [Canada 147.237.76.86 |navy.idf.il 11© [[#25]] 4 +VeKviie E] [ #16]] - % SLur 802 | GUF- [ [#1]] A% [ [ #12]] o[ [ #28] ] e |2 °°K 1

B[ [#29]]“~Bya[ [#2])] U [#25]]

79.182.245.191 |lIsrael 147.237.72. 166 |aka. i df . i | None 1

183. 206.172. 12 [China 147. 237. 76. 147 |chi nuch. aka. i df . i[Mil ti pl e Uhaut hori zed URL Access from 183.206. 172. 12 B ock

66. 249. 66. 65 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nmag. i df . il/993/ pat zar . aspx B ock

104. 131. 147. 112 g;g: 147.237.77.216|dover.i df .l Uhaut hori zed URL Access to wwu i df.il/newsite/ hebrew nain. asp B ock 1
207.46.13.21 Lsh'mt:: 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwwn navy. i df . il /994-8613-he/ navy. aspx. aspx |B ock 1
66. 249. 83. 84 I srael 147.237.77. 216 |dover.i df.i D stributed Unaut hori zed URL Access on wawidf.il/error. htm B ock 1
192. 186. 102. 34 |Canada 147.237.76.86 |[navy.idf.il Dstributed I11egal HITP Version B ock 1
46.121.104.199 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in URL /mainfkapatz//res#012 Bock 1

our ces/ i mages/ i nner page/ goback. gi f

183. 206. 164. 12 |Chi na 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to ww nakhal .idf.il/fckeditor/editor/ Bl ock 1
37.26.148.217 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.179.19.252 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/mai ngsachar Bl ock 1

NULL Character in Mt hod
L [[#OTT[[#0] ] [[#0)][[#19]]A[ BU " ¢2 ¥aHF Gp[ [ #16] ] [ [#7]] 1, AAXGSS, 6A [ #30

192. 186. 102. 34 |Canada 147.237.76.86 |navy.idf.il 11© [[#25]] *£VeKvaie E] [ #16] ] - & SLur 802 1 OUF- [ [ #1] ] A% [ [ #12]] o[ [ #28] ] Pué Bl ock 1
B[ [#29]]"-Eyu[ [#2]] U [#25] ]
. . S Untraceabl e Gonnection - Protocol violation
185. 3. 144. 67 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
66. 249. 66. 105 [l srael 147.237.77.74 [lawidf.il Mitiple Illegal Paraneter Encoding from66. 249. 66. 105 None 1
46. 19. 85. 56 I srael 147.237.76.86 |navy.idf.il Distributed Ml forned URL Bl ock 1
109. 65. 132. 25  |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . il/main/ gi yus/ general . aspx Bl ock 1
37.26.146.128 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207. 46.13. 123 g‘;tt:: 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to v idf.il/elram B ock 1
75. 132. 103. 226 ;“;tteeg 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
192. 186. 102. 34 |Canada 147.237.76.86 |navy.idf.il Distributed Ml forned URL Bl ock 1
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